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Search for Boolean Functions With Excellent
Profiles in the Rotation Symmetric Class

Selguk Kawvut, Subhamoy Maitra, and Melek D. Yiicel

Abstraci—For the first time Boolean functions on 9 variables
having nonlinearity 241 are discovered, that remained as an open
question in literature for almost three decades. Such functions
are found by heuristic search in the space of rotation symmetric
Boolean functions (RSBFs). This shows that there exist Boolean
functions on . (odd) variables having nonlinearity = 2" —27%
if and only if n > 7. Using similar search technique, balanced
Boolean functions on %, 10, and 11 variables are attained havin
autocorrelation spectra with maximum absolute value < 2!%1,
On odd number of variahles, earlier such functions were known
for 15, 21 variables; there was no evidence of such functions at all
on even number of variables. In certain cases, our functions can he
affinely transformed to obtain first-order resiliency or first-order
propagation characteristics. Moreover, 10 variable functions
having first-order resiliency and nonlinearity 42 are presented
that had been posed as an open guestion at Crypto 2000. The
functions reported in this paper are discovered using a suitably
maodified steepest descent based iterative heuristic search in the
RSBF class along with proper affine transformations. It seems
elusive to get a construction technigue to match such functions.

Index Terms— Autocorrelation, Boolean functions, comhbinato-
rial problems, cryptography, heuristic search, nonlinearity, rota-
tional symmetry.

[. INTRODUCTION

OOLEAN functions with very high nonlinearity pose some
Bnl' the mostchallenging problems in the area of symmetric
cryplography and combinatorics. The problem s also related
to the covering radius of the first-order Reed-Muller code. On
even number of variables re, the maximum possible nonlinearity
2= 95 =1 4g antained for the well-known bent functions [71.
[34]. However, for the case when s odd, the situation 1s more
complicated and very few results have been available since 1972
as follows.

1) Negative results. In 1972 [1], it has been shown that the
maximum nonlinearity of five-varnable Boolean functions
15 12 and in 1980 [28] it has been shown that the max-
imum nonlinearity of seven-vardable Boolean functions is
af. Thus, for odd ¢ <7 7, the maximum nonlinearity of
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2) Positive results. In 1983 [31]. it has been shown thal one
can get Boolean functions on 15 vardables having nonlin-
earity G270 and wsing this result one can show that for
odd r = 15, it is possible to get Boolean functions having

27

| 20253

nonlinearity 2* !

The guestion for ¢ =
maximum nonlinearity known for these cases was 2
and there was no proof or evidence (before this work) whether
there are functions having nonlineanty strictly greater than that.
In this paper, we show the existence of such functions. Our result
shows that the covering radius of the (2%, 1111 Reed-Muller code
[18] 15 at least 211,

In the process of searching, we also find functions with very
zood autocorrelation properties. Boolean functions with very
high nonlinearity and very low autocorrelation { for better confu-
sion and diffusion) are important building blocks in both stream-
and block-cipher implementations. This means that one needs
Boolean functions such that the maximum absolute value in both
the Walsh and autocomelation spectra are low. The maximum
absolute value i the autocorrelation spectrum of a Boolean
function ' is denoted by Ao It has been conjectured in [42]
that for any balanced function f on an odd number of vari-
ables n, Ay = 2 = . However, the conjecture has been dis-
proved for e 15100 [20] and e 21 in [ 10] by modifying the
Patterson—Wiedemann type functions [31] and so far there has
been no evidence of such functions for odd » <7 1%, which we
present here.

For the first time, we make a systematic study for these
functions and could discover 9-, 10-, and 11-variable balanced

11,15 stayed completely open; the
I

Boolean functions with maximum absolute value in the auto-
correlation spectrum = 211 In particular, the Ay values are
4 for the 9-, 10-variable cases and 36 for the 1 1-vanable case.

13 We find nine-variable functions [ with nonlinearity 440,
algebraic degree T and Ay = 24, Further, some of these
functions can be transformed to L-resilient or PC (1) func-
tions. This is the first time |-resilient functions with max-
tmum absolute value o the autocorrelation spectrum =7
277 are demonstrated for any vanable.

2) We find an 11-variable function f having nonlinearity 4490,
algebraic degree 10, and Ay = 3 which can be trans-
formed toa PC 1 function. Moreover, we find functions
i with algebraic degree %, nonlinearity 938, and &, = 506,
Some of these functions can be transformed 1o 1-resilient
functions or to PC {1 functions. Similar to the 9-variable
case, for the 11-variable case we get 1-resilient functions
with maximum absolute value in the autocorrelation spec-

e
trum = 2°% |
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Let s concentrate on the balanced functions over even
number of variables. In [19], a constructon has been proposed
having & < 25 + A, where § isan re-variable (n even) bal-
anced functionand j7 is an 5 -variable one. Experimental results
are available in [2], [13], [14] for eight-varable balanced func-
tons having maximum absolute value in the autocomelation
spectrum as low as 16 which are better than the construction of
[19]. Thus, one can see that for = 5, functions | are available
with A = 2%, Following a similar idea coresponding to the
odd number of variables, the question for an even number of
vardables is whether there are balanced funcions f on even
number of variables such that & <= 2% We answer this ques-
tion positively for 10-varable functions. We find 10-variable
functions [ with nonlinearity 155, algebraic degree %, and
&y = 241 some of them can be transformed to PC (1 functions.
Balanced Boolean functions having maximum absolute value

in the autocorrelation spectrum = 2% on even number of
vanables i have not been demonstrated earlier.

Here we also present a 10-vanable |-resilient function having
nonlineanty 4492, which 15 theoretically the maximuom possible
nonlinearity for such functions [36]. In [36], a tight upper bound
on nonlinearity of resilient Boolean functions has been proposed
and a list of functions on 7 to 10 variables have been presented
in [ 36, Table 3] which were not known at that time. After that
it becomes a challenging question o discover such functions
and the papers [29], [22], [40], [35] present some of them. The
10-variable | -resilient function having nonlinearity 492 was in
the st which memamed unknown ull date and we present the
function for the first time in this paper. Earlier, the best known
nonlingarity of 10-variable L-resilient function was 458 [22], a
suboptimal one.

Construction of imporant Boolean functions has for some
tme used combmatorial technigues and search methods 1o-
gether. Patterson and Wiedemann [31] proposed a construction
of highly nonlinear Boolean functions on n variables (i odd)
using such a hybrid approach. These functions were later
modified using heuristic search once again [20], to get balanced
funcuons with very high nonlinearity and very low autocore-
lation. Recent results on highly nonlinear, balanced, comelation
immune functions show that computer search is very effective
after some initial pruning on the search domain. In fact, most
of the best functions on small number of variables (7-10) are
available in this way [22], [36], [29].

Think of any Boolean function as amapping from GF (2% § —
GFi2}. Then the functions for which f{o*) = f{n), for any
e £ GF (2" 1 are referred as idempotents [8], [9] as it follows
from f* [ in multiplicative algebra, In [31], for v 15, the
functions having nonlinearity 16276 20! — 2™ 420 could
be identified in the dempotent class. From this motivation, in
[8], [9] the idempotents were studied for v = Y. However, in [8],
[9] the search was not exhaostive and mostly toward studying
the balanced functions; that is the reason why the functions with
nonlineanty 217 could not be discovered. One should note that
the idempotents can be seen as RSBFs as pointed out i [8],
[9]. This motivates us to study the mine-vanable RSBF class for
Boolean funcuons with high nonhinearity and we wdentfy the
functions with nonlinearity 241,

A lot of hard optimization problems have been attacked in
various other domains vsing geneml-purpose heuriste strategie s
such as simulated annealing, genetic algonthms, b search,
and various forms of hill-climbing. For Boolean functions such
attempts were inially made in [25]-[27]. These attempts pro-
vided good but suboptimal results. Subsequently, simulated an-
nealing [17] was vsed o provide competitive results [2], [13]
in terms of nonlinearity and autocorrelation values together for
small functions {n <0 #]. In [3], it was observed that some
of the functions obtained by annealing could be transformed
using simple linear change of basis to obtain resilient functions
with excellent profiles (i.c., the best possible tradeofis). Sup-
plementing optimization with theory allows the best possible
tradeoffs between nonlinearity, algebraic degree, and correla-
ton mmunity for balanced functions on e = & varables. Very
recently, an interesting result showing the existence of nine-vari-
able, d-restlient functions having nonlineanty 210 has been pre-
sented in [35]. This gquestion was open sinee Crypto 2000 [36].
These functions could be discovered by a heuristic search that
exploits “Particle Swarm Optimization”™ [37].

In general, for n > Y, optimization based techniques are
nol competitive since the search Space INCreases Super-exponen-
tially as v increases. Thus, we need some initial pruning before
attemptling a suitable heuristic search. The set of rotation sym-
metric Boolean functions (RSBFs) is interesting to look into
as the space is much smaller (= 2° ) than the total space of
Boolean functions { 227 ) and the set contains functions with very
zood eryptographic properties. These functions have been ana-
lyzed in [8], [9], where the authors studied the nonlinearity of
these Boolean functions up to nine vardables and found encour-
aging mesults. This study has been extended i [38]-[440], [6],
[4], [12],[23], [24], where it has been justified theoretically and
experimentally that the RSBF class s extremely important in
terms of Boolean functions with good cryptographic properties.
On the other hand, in [32], Piepreyk and Qu studied these func-
tions as components in the rounds of a hashing algorthm and
rescarch in this direction was later continued in [3].

I this paper, we suitably modily the steepest descent hike iter-
ative algorithm that appeared in [ 14] so that it can be applied for
a search in the class of rotational symmetric Boolean functions
and find functions which are very good in terms of their Walsh
and autocorrelation spectra. The srategy presented in [ 14] has
been applied to the complete space of Boolean functions that
resulted in discovery of eight-variable balanced Boolean func-
tions § having nonlinearity 116and Ay L6 It performs much
better when applied o the much smaller (but rich) space of
RSBFs. To have a quick feel of how efficient our strategy is,
one may refer to Remark 1.

In the following section we present basic definitions related
to Boolean functions. In Section 1L we present our search
strategy. The results are presented in Secuon IV,

II. PRELIMINARIES ON BOOLEAN FUNCTIONS

A Boolean function on w vardables may be viewed as a
mapping from V5, {0, L}* into {00, L}, The truth table of a
Boolean function f(#). ... .y 15 a binary sting of length 2™

R W RO TS T (TP L T SO { N 0% R 1
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The Hamming weight of a binary stang 5 18 the number of 17s
in 5 denoted by wt{S). An we-vanable function f is said 1o
be balanced if its ruth table contains an equal number of 0's
and |'s, e, wiif) = 271, Also, the Hamming distance be-
tween equidimensional binary strings 3y and &y is defined by
di S S = wi(F) 1 M), where <[ denotes the addition over
GFi).

An we-variable Boolean function fiwg, ... W can be con-
sidered to be a multivariate polynomial over GF (2. This poly-
nomial can be expressed as a sum of products representation of
all distinet Sth-order products (1 < & <« of the variables,

More precisely, fg, . ) can be written as
iy @ PSRRI E @
l;ﬂ"_" e ._'-.
where the coefficients w2y, .. a0 £ {0, 1] This repre-

sentation of [ is called the algebraic nommal form (ANF) of [.
The number of variables in the highest order product term with
nonzero coefficient is called the algebraic degree, or simply the
degree of . and denoted by digs[ £

Functions of degree at most one are called affine functions.
An affine function with constant term equal to zero is called
a finear function. The set of all si-vanable affine (respectively,
linear) functions is denoted by Al (respectively, L), The
nonlinearity of an n-variable function | is

wedi 0= win (0 g0
LS
1.e., the minimum distance from the set of all n-variable affine
functions.

Letx = (g, o and w = (wy. ... oy ) both belonging
to {01 and - = wqas & -y, Let Fla] be a Boolean
function on e variables. Then the Walsh transform of [} s a
real-valued function over {0, 11" which is defined as

L'L"J"::'A,-' P = Z |: " ]f:.le.. e

a1 e

In werms of Walsh spectrum, the nonlinearity of | is given by

al{fi=2""- i

i |H-_1=:~'--'__I|.

In [11], an important characterization of comelation-immune
functions has been presented, which we use as the definition
here. A function fx-. .. .., ) is weth-order correlation im-
mune (respectively, sr-resilient) iff its Walsh transform satisties
W elan =101 for 1< wtie] <lm (respectively, =lwiiu) < )

Fropagation characteristics (PC) and strict avalanche criteria
(SAC) [33] are important properies of Boolean functions 1o be
used in H-boxes.

Let v = {0, 1 and [ be an w-variable Boolean function.
The autocorrelation value of the Boolean function § with respect
Lo the vector r 15

Apjaj= 3 (mlfesfiole

g {1 )
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and the absolute indicator 1s

A functon is said to satisfy PC (&7, if

Aplwl =0,

for 1 = whic) < &,

Adding the last entry A o the notation used in [36], by an
fnyre.d, o, A) function we denotle an #i-variable, meresilient
function with degree o, nonlinearity «, and absolute indicator
A By Do, =10 o, A% we mean unbalaneed functions and by
fa, M dr, A we mean balanced functions.

A. Roration Svmmetric Boolean Functions

Letx; £ {U, 1} forl <7 = o Forl = L = o, we define

o [ R R il + k=<2 voand
N R | [ S T
Let [y i, o1 LIl e 1y, We can extend the definition
of % 1o n-wples as
LR R T RS ) IR )0 DO 0 (37 PO S 9

15 called row-
e {00,
vl forl =k <l

Definition I: A Boolean function [
tion symmetric if for each input (.. ... T 1

Fipk L)) — flrgs

Following [38], let us consider the set of vectors

'f:_.-..l::'ﬁ CEToh _,;r:“;' = {_Ir.lf;l::'.ﬂw_ e -.-"':.'.:'-. ﬁ_’}r | < _ﬁ" < -.I'J.}_
MNote that Gy e, o000y ) generates an orbitin the set 15, Let

¢ty be the number of such orbits. Using Burnside™s kemma, it can
be shown (see also [38]) that

| B n
= = ik 2y
4 i Z Sl

Eln

¢ being Euler’s phi-function. It can be easily checked that ¢, ==
%:—. Since 2% 4 2% the number of n-variable RSBFs is much
smaller than the total space of Boolean functions.

An orbit 15 complelely determined by 1S representative
element A ;, which is the lexicographically first element
belonging o the ith orbit [40]. The rotation-symmetne truth
table {(RSTT) is defined as the g,,-bit string

|_||II[-'II!Lr',I..':|1 Jr[-'lllL'rl.I :I: LR} _|r: -'Jl'-.r.'._e_r:: =1 :'

where the representative elements are agan armnged lexico-
graphically.

The Walsh transform of an RSBF takes the same value for all
clements belonging to the same orbit, ie, Wyluwl = Welalif
ie & U (o) Lo analyzing the Walsh spectrum of RSBFs, the ,, A
matrix of size g, * 4, has been inroduced [40]. The (i, jith
entry of the matrix ,, 4 is defined as

2.

LEG Ay )

(L

mn -"'Jl.t: i
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for an w-vanable RSBF. The Walsh spectrum for an RSBF can
then be caleulated from the RSTT as

wa—L

[{.-"J_ iﬁ-.-a:j] i Z"‘ [_1~:|_,r-j A .-a-"lf._-,i-

a=L)

III. SEARCH STRATEGY

Ohur search strategy uses a steepest descent hike ilerative algo-
rithm, where each iteration step has the input Boolean function
Jand the output Boolean function [ ,in. Al each iteration step,
a cost function is calculated within a predefined neighborhood
of ' and the Boolean function having the smallest costis chosen
as the iteration output #.ir,. We use the sum of squared ermrors
[13]. [41] as the cost function, which 1s defined as

Cosl = Z[_H-'? Tl — gy

o

In some rare cases, the cost of f,;, may be larger than or equal
to the cost of F. This is the crucial part of the search stralegy,
which provides the ability o escape from local mimima and its
distinction from the steepest descent algorithm.

The I-neighborhood of § is obtained by flipping a single ele-
ment of its truth table. For an re-variable balanced Boolean func-
tion, the |-neighborhood consists of 2% many distinet Boolean
functions, each being at the Hamming distance | o the orginal
Boolean function. However, when the search space 18 restricted
Lo RSBFs, the siwaton is different. If a bit in the truth table
of an RSBF is changed, all entries corresponding to an orbit (a
rotationally symmetric partition, which is composed of vectors
that are equivalent under rotational shifis) should be changed to
obtain another RSB E. The closest rotationally symmetric neigh-
bors of RSBFs can be found by complementing the truth table
entries comesponding to a complete orbit. 50, at each step of
the algorithm, we constitute the neighborhood of £ by comple-
menting each RSTT entry (1.2, changing all the values in a ruth
table corresponding 1o an orbit).

Ohr steepest descent based search technigue minimizes the
cost untl a local minimum 15 attained, then it akes a step in
the direction of nondecreasing cost. That s, whenever possible,
the cost s minmized; otherwise, a step in the reverse direction
15 taken. The deterministic step in the reverse direction come-
sponds 1o the smallest possible cost merease within the prede-
fined neighborhood of the preceding Boolean function, which
makes it possible to escape from the local minima.

Or algonthm given below starts with an arbitrary RSBE
Jiniviar, and stops after a fived number of iterations, &% . Al each
ieration, g, distinet Boolean functions within the predefined
neighborhood, each of which 1s shown by fmm,m:_, are visited
by storing the cost value costgippeq I GRS, and the come-
sponding Boolean function itself in 777, Among the stored
cost values, the mmimum one, COslhgg,. 15 chosen, and the re-
spective Boolean function, fr.ip,, is obtained from & £7f ¥ as the
candidate of the step output. If the candidate [, ;, is already
i SR A, which contains all previous ilemtion outputs, then
this candidate f,:,, and iis cost are removed from & 7 and
COAAT, respectively. The minimum cost value is searched again

in 10097 among the remaining cost values to find the respec-
tve new candidate for fii,.

Algorithm 1:

b= Finivats

Jorfint e =10 £ N8 | )

Jofint i =00 0 = g0 i — )
Hip one orbit of f
SETEi] = flippe
COET )

(Rt Jigigmnl

}

Find 1=l (minimum sl in COST)L and [,
(respectively, faippea in S ET)
whilef f..q, 15 already in STVRE)]
Remove ¢t from COSF, and . from 55505

Find vavttyin in 05, and fog, in S8

I’
STOREE fo
_|r JIIII:I:I.i..'.

Since the neighbors of § are obtained simply by flipping a bit
i its RSTT, the number of neighbors is equal o g,

IV, RESULTS
We start this section with the most important result of this
paper.
A. Nine-Variable Function With Nonlinearity 211

The following is the truth table of a nine-variable function
Sl ) having nonlinearity %=1 — 275 4+ 1 = 241,

STTFEFFAOEFAMECREEFEFACDICADACES
TEESERCOFAREEODIF4AE0E2E83C8459 150
TETC2CEGTUCEALOIEASRCGERER11HEB5E

FE21ES1158483851EE1 G421 3607 16V 6K,
Given an integer v = [ and even, it is clear that the
function gl 4z, .2ifmy 0 Fi@. ..., 200 18 an #-variable
f we+ 93 function with nonlineanty 2+~ — T BWE
where ylfy';l.yg.. cerfwed 18 an weevariable bent function.
Thus, theme exist functions having nonlineanty

Boolean
w2 2% for odd n = % Keeping this i mind, and
adding the results of [ 1], [28] that the maximum nonlinearity of
Boolean functions on odd number of variables forodd n = T is
=1 _ 257 we get the following.

Theorem 1 There exist Boolean functions on n (odd) vari-
ables having nonlinearity > 2%~ — 27= if and only if v = 7.
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TABLE 1
SUMMARY OF THE RESULTS

RABF o | Initially Amained R5BF

Aftingly Transtormged Results

T 00, T, LT T

O [ DR S T O PP 5 [

(1T, -1, 111 %0, s0p-
T, b Wi, S
(0, -1, 5, 488, 240

LR I SR s

(T TS S
U1, 0, 9, S8R, S0, (11, 1, 9, Wik, 50y
(1,0, 0, 46 2

0, <1, &, 95 56

7T, 1. &, 452, 56

In other words, for odd v, the covering radius of the (27 e 4 1]

Reed-Muller code is = 2% L — 2" if and only if n = T.

We have announced the result first in [13].

Remark 1: At this point, we want to highlight the efficiency
of the search method. In [16] (our work later than that for this
paper), it has been noted that there are 1512 many nine-variable
ESBFs having nonlinearity 24 | and this 15 the maximum nonlin-
earity in the mine-vanable RSBF class. Note that the nine-van-
able RSBF class is of size 257, Thus, in 4 random search, the
probability of nglinh a mine-variable RSBF with nonlinearity
241is 1—[1— 1302 in v many tlllunpls Note thatlirn ., (1—

1'|" = 1 Thus, in approximately = 1,[} 2% many attempts
ong I!Thl} gel such a function with probability | — L = é mn a

random search. Our search method performs much better than
that. We found five RSBFs having nonlinearity 241 in 2. 10"
{«< 2% many generation of functions using Algorithm 1; which
shows that the efficiency of our search strategy plays an impor-
tant role to discover such functions.

MNext we concentrale on other important functions in the
RSBF class.

B. Important RSBFs on 9, 10, and 11 Vanables

In Table [, we summarize the profiles of the some other impor-
tant RSBFs that we obtain by Algonthm 1. We use the notation
(mumber of vanables, resiliency, degree, nonlinearity, absolute
indicator) for each profile; esiliency = — |1 (respectvely, () de-
notes unbalanced (respectively, balanced) functions. I the given
profile (re. i, o, 0, &7 can be ransformed into a function having
the property of PC (1], then we denote it by [ve, v o, o A0

1y Algorithm 1 outputs the following function ¢, which is
a nine-variable h.iLLnLLd RSBF having ref(¢r] = 240} and
l
Ay =24 2 B2 = 2%+ and algebrae degree 7.

B4 TIARETAOELSETERNL 10EE640AZETE
SOREBZEI0Z14EB0R1656RETIBSEES3EEE
CEDIC2RBSF4BADOF5L43 066558810350
2DaLTE33FO2R 1502301V EEBDEDEES,

Given an r-vanable Boolean function [, ket us define

Sp=lwed

I | Welwh =0},

If there exist i linearly independent veclors in Sy, then
one can construct a nonsingular v % n matrix B whose
rows are linearly independent vectors from Sy, Let, @7y =
B7' Now one can define ['[x)  f(¢r). Both j* and
# have the same weight, nonlinearity and algebraic degree
[18]. Moreover, W dud 1 for et o)
that [ is correlation immune of order 1. Further, if [ is

|. This ensures

balanced then f' is l-resilient. This technique has been
used in [30], [21], [3]. The following function 1s obtained
by a linear transformation on the mput variables of & above,
which 1s 1-resilient:

1CAESERECOREREY 30VERLSINADSTISRADS

2ABY1C1S0CEA Y 1450 TORCEEEASDER 1L

ECFaDORDEIESS8TFE11AD1 1862 1ETEE

EQOBFD4EIAF403F 2EEF 222G AEEZEZEDOE.
A similar technigue can be used to construct PC{1} func-
tons. Given an n-variable Boolean function [, let us de-
fine Ty = {n Aplnd = 0. I there exist » linearly in-
dependent vectors in Ty, then one can construct a nonsin-
gular = nomalrix £ whose rows are inearly independent
vectors from f . Now one can define {1 HES LTSN
Both J" and | have the same weight, nonlineanty, and alge-
braic degree [18]. Moreover, A ¢ [y = 0 for wtin] = 1.
This ensures that [/ is PC {11, This technique has been
used in [20]. The following functoon is obtamed by a hinear
transformation on the input variables of 55 above, which is
PC{1:

20317FE150464EDS0MA0AGLLLEFBIAL

E108188970ACISESF 23R AGTHECEEERZE

FODAGEGOTICFDIDEARETEFE41FEES4DD

G4ELIT I RCEOCECAOCRRERTFCAGGRAC0L .
It would be mteresting 1o get a transformation on inpult
varables such that 1-resiliency and PC (1] can both be
achieved at the same tme.

2) Using Algorithm 1, we find the following function
i which 15 an 1l-vanable unbalanced RSBF having
nfle) = 490, A, = 56, and des(w] = 10, Note that
this function is by itself a PC {1} function which is not
balanced, but soon we will provide a balanced PC{1}
function as well.

FEEDBRATCARLDRZATACRR 30T T COARCE
BBELFACECOLE0F41BEEAFA11 30 BCELSL
CACFTDROFFTEFAE3B014AT3DEOOFELRES
DACFTCLDAESE1T 161 A40DAAOEAIZD 262
F1ABRIEREIT AG 20 L SREFEIAZGRITRR2E0A
SELEVIYOSALEE/CAALEIBEREDACES 254
ATOEABFIERERIAGCOFCTDEIEAEARA2E
OE9GEE 10AZDESE4484CC 1 BLSBG0ODERLE
FRA3E60LER 1 LTRARRARRALASRARRALTY
SBEBFFESALNN0KRANCERE2R Y B4 BO00L00
DABATAZTEEASTFOO1FDCAGBEEDEALLCE
M ITATRZOEESERECZERL00LAZARG63ET
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FRRAGSOLCAIRCHAFICFIZFATINI RERRs
EQCHAAFCTELATHLAGS 06 IEBIE2R00E]

TFA25CATECAE 11 3037 23ERLATAFIRGT
TAARETELT1199Y36ELBEDS TEREFEEEAD.

CO289726D32560 18R0CERDLR69046035
COTRBEEL 1284848 TEFT340A25DR1T IDE,

The function 15 then transformed w |-resihent function as
follows:

We transform & o a balanced one, f, by using
wo= (000001 L0, 11, 1) For which WWolay = 10,
Thus, the function [[s) = @i L ow - is balanced as
given below with the same rdia), A, and degl @,

ATEDZEFDATCODSTEIGREETOORGEGRED]
BAG149GTRACTAG1TR1GRT1LTEAR34314
41009EBEB0COFERFEBAYVAZSYICEFIBLAG
011818 20EC3FOFG1EFS3CEOESSERED
E202E2952TEB40LFET 1ETBEG3544005
TALR4RGAST AN TFNIAR2ATACARERETAR
CAEFFRYBSYEILLY A7 IS5EE3dEREDEE YL
ADESODADIESEFALS1ACAAIRA2FFETE2D
DOBCAZTIABDDLSSCEGEDALECTSEDTRDA
RRE3G8EERRC20361RIINLSTIATT 1162
SYAr18b00n2L1S 1608000 CSARY20EA
DBECOSBFCS1BAFA00DERCTYRBECOGGETE0L
O1ECE8ACIDAARTS2EBEEEG2DNIC208D2E
BFAENTLSANNEARLAZGNEIC1SAFENALTN
DEEZBASACOESTA1E241 10 3ESEAALCL 5H
CBGSALBAFDACOSET3A0CATCDAGLOBORER.

S 8401 CHE0N2AEACERE K1 LAEDHAS2 Y 4]
L2ODeDACEECDeeDT2DECE2ETLODEDITC
AZAG 1400G0EREEFE26D2ER4DER I TAO2A
BIAG15R4A3RT IR 800CLGAEIGEIRRRELA
SEF1E88 Y ADICEABZ2E6BACA0DE 104165
E25301810AC38T10CDACTZEYA2RAA1RAS
CEF1CDDERE 23253 05FGAEAFGIF L2341
GIFTOOCTA34AR0FL21 2R ARNDTOF 620122
C22ARPFALYERREEIROCYDIBAY 518020 1
E2819%680DCRB284REDTSEDEC21 ASSTAD
EDE3 1B4ETEDCESSEE34ADIZEDAGICEAL
SDARLESROSTFTETGEEIZ20ATCA300LE0
FOAZEFASSFASSDI9EAB19B IR T EL1LD
GRALCIO0ESS2EESCFLAAFFIELF 4154F5
224 | FEFAFBARCOOTIFOATAL2FFFR0OEC
ASICNCEREAI CFR1 1 19T FNESRE4TE 1 BAT.

Further, we can also transform [ to a PC {1} function as
follows:

BARORC14AT 135 3BDNRAEREGETIDTRACT
612K 20FCEIERSDESIRFLI YL Y A4 26 G

Note that this balanced function §f is by itself a PC [ | ) fune-

tion. Since the preceding function 1s of nonlinearity 9%, AACOECOTEGT2A883E7 26ATS0839EE1DE
which 15 not divisible by <, it cannot be made 1-resilient F4TEFEE01DASSa3FRE508DRST L9DERALG
by-afhine wranstormation, 580£14BEF105914D59F02FFRECEDAZAD

3) Nextwe present such a function of nonlinearity 955 having
degree 9, so that we may get |-resihiency by linear transfor-
mation on input vanables. By Algonthm 1, we get a bal-
anced RSBF f having nonlineanty 985, &y = Gf, and

SHLEYBRLE 328 40048 BECEAEBLAT 10
Fa3g1CaT00aChaE140FDT24A50D25120
DAFE1CABTYREQLORELETASBSZEAGBALE
ONALAFROREANELALGAS0163REIG3CEIZM
SHYDSOCE230002Y BBEZ2442BF 5 Y E0A34
F3AFZBOFOARZDESEARDF136THIEE0123

algebraic degree .

ECBACEV1F3FDEB1 3FB1ABARTSE2A0FEE
FAOFITDAREADCASEEDBCDICCEAZEG SED

RERAFRRROTETFESTOEITADRZATEICDALES
GOEECA11A244PARI66E000E28 1 ABERG
DEBE2E187S510CEBCR10TEZSEAFCACERG]
C14ARODCASICCD2BECH IFAASZ 1 CEERDT
TOFIFDRERGRGIS1TOCRCI4Z1ERG1ETRS
296923045082 05884 0004289 0FB5RE D
ASEDCFOEDAAYSO3RCT7CETREBOCAELSE
E1453BAR 18C3CEEIAAAROAERABITOL4E
F41365088E14R6R1SE4R16R1ATIEZ1 88T
FOFOLOLYAERLS93DL002FALERCBLEETE
ZBF7EBIGBEF218055BE001 1030E0T2A
ASBRZGARLARG1G42FCAF2A5TIOREFGSEE

F1LHF42EBL23BICELR 1 64ESDFESLER L
SONGITFISTLEEARATRETANCI4430R380
4N505163CDGESBE2ET 23184D14£D0915
00332B9ECFREAE3SFhAC6BAEF2 L4021
SESRTO3E16B1CAE0AEE2ETOEDEEAF GEY

4) Using Algorithm 1, we first find an unbalanced RSBF &
with wfl) = 485, A, = 24, and oegld) = 9 as given
below. This is an unbalanced PC{1) function.

FFFEERFSEGCAAT DREICHAARRACTTREN0
FOCLF1 6290205800283 R5FARABEICH1IEL
FaLleBAT1FAI 238500682103 TOLEAAESRD
DIGEASZTEFIDELSEDOEED TEA 36 060E2Y
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FROTASICANR EF42FARASINZITIONIEDT
C2EDC44LE0BTSESFDA0ATTILONIAETAA
ETOAL1BBCCDOSE6FEEARSTETCIFGSE2]
B2E4ACCE113BSEGLLE2GERG2N1FSIDTE,

We find only one zero at w = (1,1,1.1.1.1.1,1,1, 13 in

the Walsh spectrum of o, which 15 used o get a balanced

function as follows, One may note that this function 1s by

itself a PC {11 function.
SE6ETDA0TEARCSL LY EACCDIFELEG246 5
EBADSEFAFOBA16ABEATIECC310TE3823
ECCFDDET33B4AEIGFF 14DEAEGT SRCCCE
BRROZEAEZOF4EANESGHZEE220FI05H4E
BAFAR1ALRIET FAIBGILE0LEA 180AGLE 4]
ABFREZ24FEDEATAICAGAIEAZADAGEACA
BESOETDIEARYIIFIIDCIEET 1ABGCOOEE
Z245LCRRDTEADOENEITEFCS003TINTIES.

31 We first identify unbalanced RSBF & having nonlinearity

A9t and algebraic degree 5. The function ¢ s as follows:
FRCERTTOHF 1 36FTARERALTANTORRAGRD
CESCEELDTTEFTOYBSER L ARESCCL010941
B34F4EFOGLFRCAE2 ARG AGEARGBAGCADA
ACESDEAGSCALASEAFAAI N2 1468TT 1R
FABTTETAGAFIRADLNGATFRCRARDFACES
SELCTOREESE05880650A5101E102A3DD
4FEF4ADAOESDBA120DIECE0428C01911F
AEZ09DE3CEMR2EET24TDEOSFZFOTASRE,

To make 1t balanced we take

o= LA LT 1
where Walw) = 0 Thus, [ = o 2w - is a balanced
function. Then we consider the set

B ol

| Wpled  0f

having &¢| = 1. There exist ten lincardy indepen-
dent vectors in 5y, and one can construct a nonsingular
[0 = Nl matnx H; whose rows are linearly independent
vectors from 5 . We have considered the following matrix:

I.r[J [N R T T | N R (O ¢ I \I

1 1 4 1 i 1 1 & L1 1k

S N o T N 1 o O O 1
oo g o0 1 1T 1 1

I 1 1 1 o1 40 0 1 u
. [ TR R T Y S A [ |
o4 g L o1 1 1 1

| Y Y N A 1 AN IO B

Lo o oo 1 1 1 1

\oo1 00 000 o0 0 o/
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Let €'y = H,' and then f'{xy = f{Crxiis a 10-var-
able l-resihent function with algebrue degree =and non-
linearity 192, The function " is as follows:

S1A0CIENGC COI0RALISTFEITROTAFOC
SYDESRIESBEOF 20 44BEA LCEATEEAOEE()
AFGE2ABAF19EA1 SEAREOCODSTIDESEER
SE2NE30R1185C32FECZFETRETRZ1D2E
CAT B IFANIT 15T ATALFRAGGFFRRETET.
CIL3AEGBEISL16BO0FAESDAIOALFOOLEZE
2A4D19CBASGEDETGECE20ADTEOLS16A4
OFTTF1ASSE4AFD4223040T 56082880886,

C. Search Effort

In Remark 1, we have quantified how efficient our search
method is in terms of finding nine-variable RSBFs having non-
linearity 241, Since 1t 15 not possible o completely enumerate
the other important functions we have achieved, the efficiency of
the search method cannot be quantificd. However, the following
search efforts related o Algorithm 1 show that it s indeed pos-
sible to achieve good functions in nominal time.

For n W, we have carned out 2000 runs cach with N
the nonlinearity 241, and 580 more RSBFs have the nonlincanty
241 and absolute indicator 2. For « = 1U, 250 runs have been
performed each with & = 300000 terations. Among the total
of 10 million RSBFs, 11 have the nonlinearity 154 and abso-
lute indicator 24, all wansformable o balanced functions. In the
same expenment, we have found 67479 RSBFs with nonlin-
eanty 192, all transformable to balanced functions and among
them we could obtain several |-resilient functions using linear
change of basis. Besides, we have notced that only four of the
67 47 ESBFs are balanced, and none of these balanced func-
tions can be transformed into a |-resilient function. Forn = 1L,
there are seven successes with nonlineanty Ys5 and absolute -
dicator 56 m 500 runs. Moreover, we have encountered an un-
balanced RSBF having nonlinearity 9910 and absolute indicator
Jf, which is ransformable to a balanced function.

Using a computer system with Pentium 1V 2.8-GHe pro-
cessor and 256-MB RAM, and setting the iteration number
A= TN, a typical run of our algonthm takes 1 min and
295 forn B With the same computer system, a typical run
takes 57 min for e = 10, and 69 min for n = 11, by setting
the iteration numbers o & = 000 and & = 300000,
respectvely.

V. CONCLUSION

Functions which have not been known for a long tme could
be achieved with our steepest descent based ilerative heuristic
search in the class of RSBFs. As a magjor mesull, we find
nine-variable RSBFs with nonlinearity 2411 and thus, we could
show the existence of Boolean functions having nonlinecanty
W P forn = 9,171,715, We could find balanced
Boolean functions on 9, 10, and 11 varnables with maximum

absolute value in the autocormelation spectrum < 2041 with
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other cryptographic properties such as good nonlinearity and
algebraic degree. Some of these functions on each of the 9, 10,
and 11 variables cases can be affinely transformed to balanced
PC{ | functions. Some of these functions on9 and 11 varables
can be transfommed o l-resilient functions as well. Further,
we discovered several 10-variable 1-resilient functions with
nonlinearity 442, which was posed as an open question at
Crypto 2000.
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