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1 Introduction

Correlation Immunity of boolean functions has long been recognized as one of the critical indi-
cators. There are a lot of successful correlation attacks against a number of stream ciphers.To
safeguard against such attacks it is necessary to develop boolean functions of high correlation

immunity. In this paper I begin by looking at some definitions and derive some properties of
correlation immune functions.

The enumeration of correlation immune functions has also received wide attention. Though
till date there is no perfect enumeration there are upper bounds, lower bounds and a lot of

asymptotic results on the number of Correlation immune functions. I summarize few such
results.

At the end I discuss some properties of correlation immune functions f based on the hamming
distance between f and f*, though the results has been proved for 1st order correlation immune

functions in {1], for higher order correlation immune functions I have observed the truth of those

results for all correlation immune boolean functions with < 5 input variables, the results are yet
to be proved.

2 Definations

We interpret a boolean function { as a binary string of length 2%, given by the output column
" in the truth table where n is the nunber of input variables in the boolean function.

|| 1| means the number of 1's (hamming weight) in the string .
The string f7 is the reverse of the string f and f is the bitwise complement of f.

By S[i}, we mean the ith bit in the binary string 5. #(#) counts the number of outcome
favorable to the event ¢. The notation (A / B) denotes the outcomes favorable to A given that
the event B has already occurred.

By D(S;,S,) we denote the Hamming distance between two strings Sy and Ss. Let

Mi(f1, f2) = #(Hili] = L2l = 1)
ﬂ’fu(fh fz) = #(fl[i] = fz[i] = 0)
M(f1, f2) = My(f1, f2) + Mo(f1, f2) = #(Nili] = f21i])

The set of all boolean functions of n variables is denoted by €2, while the set of all correlation
immune boolean functions is denoted by A,



Though there are several definitions of correlation immunity, [ prefer to work with the defini-
tion given by O.V. Denisov in [2].

A Boolean function f(X,, X, ..., X;) is called correlation immune of order k (k= 1,...,n-1) |
if forall 1 <i; <3 <....<ix <mnandall ¢,¢,,...,6 € {0, 1} the equality

| fersrex| | = 2] f)]

holds, where || f|| is the weight of the function f and f;';?" " * is the sub function of the function

f obtained if the variables if the variables X, X5, ...., X,, are replaced by €, €9, ..., €k.
The set of all the k& — th order correlation immune functions of n variables is denoted by A(n, k)

Balancedness: A function f is balanced if the number of ones in its output column is equal
to the number of zeros.

3 Some properties of Correlation immune boolean func-
tions |

Here I give onc more dehinition of correlation immune function of order onc
Definition: f is correlation immune if Prob(f = X;) = 3 Vi,1 <i < n.

Lemma 3.1: Prob(f=X,) =Ml #(f =1/Xi=0)=#(f=1/X; =1)Vi,1 <i<n

Proof :

_ %{P(f = 0/X; =0) + P(f = 1/X; = 1)}

_ %{1 _P(f=1/X;=0)+P(f = 1/X; = 1)}

Hence P(f=XI) = % Wff P(f=—‘ ]/;Y, =U) = P(f—"—' I/X, == 1)
e#(f=1/Xi=0)=#(=1/X;=1)
Theorem 1: A boolean function f is correlation immune of order k iff the equality
1 il = 2N A
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holds for all 1 € {1,2,...k} and V1 €4 <ig < ...<y <n

Proof: Necessity is obvious from the fact that if & function f is correlation immune of order
k, then it is also correlation immune of order | € 1, ...k

For sufficiency I use induction on the number of variables r which are replaced by zeros.

If r =0,
lli‘ll""!

then ||fE2 0 =l sl = 27 AN

Let the equality hold for all 1 < 4 < iy < ... < ¢y < n and €1, €2,...¢ in 0,1 s.t (e, €2,...€1)
contains exactly r = m zeros m € {0,......k-1}

Let us prove the equality for tuples (cq, €. ...€;} containing r = m+1 0’s
W.L.O.G assume ¢ =0
€1,EQ,ve0ns € (=
hence "fi:,i:....,il_lll” =2~ 1]”f”
| €2y €—1,) _
hence || f5 it Il =27 A

NUW ”ffl,fg, ..... ,u” . ”fﬂ,f.:,“-..,q_l,l]”
L3 LY PESTOLT 11,82l =1,4

— ”ff,l,tg ....... ﬂ-,l” _ H .1,.1‘51,."..,1'.[_;1‘,1”
- 11,812,481 | T D TR FPREI )
= 27D £)F =271 f1) =27

Hence the theorem is proved.

Lemma 3.2: A boolean function f is correlation immune of order k then any subfunction
obtained from it by replacing any one variable by a constant is correlation immune of order k-1.

Proof: By defination f is correlation immune of order k iff || [l = 2-H| Al

now if we obtain a sub-function f;* it has to be correlation immune of order k-1, as if not so
we can suitably fix k-1 variables and the equality A will be violated. ’

Lemma 3.3: For { a k_th order correlation immune boolean function ||f]| is divisible by 2*

Proof: As the hamming weight of all the (n-k) variable sub-function is 27| f{|. It is obvious
that || f|| is divisible by 2*



lemma 3.4: If we divide the string of a kth order correlation immune function f{ into 2% equal
parts then each chunk of the truth table has same number of 1's

Proof: Each chunk is a subfunction of f where the 1st k variables X;, Xa,....,X are fixed.
Hence each chunk has same weight. |

4 FEnumeration of Correlation immune boolean functions

Recently enumeration of correlation immune boolean function has received wide attention,
though no exact formula is obtained for the number of k-th order correlation boolean func-
tion on n input variables, a lot of asymptotic results are available. The enumeration of 1st
order correlation immune functions is also an open problem. In their paper [1] the authors has
proved that the enumeration problem of 1st order correlation immune functions can be reduced
to the problem of enumerating the set of balanced correlation immune functions. Unfortunately
enumerating all balanced correlation immune functions is also an open problem.

The paper also pointed out exactly how the number of correlation immune functions of a

certain weight is related to the number of correlation immune functions of greater weight. It
was shown that

a) The number of correlation immune functions of odd weight 1s zero.

b) The number of correlation iminune functions of weight 2a is equal to the number of corre-
lation immune functions of weight 2" — 2a.

¢) The number of correlation immune functions of weight 2a i strictly less than the number
of correlation immune functions of weight 2a+2 for 2a < 2*~!.

This paper also showed that all palindromic functions are correlation immune. Here 1 provide
a much easier proof for the same problem.

Theorem 2: All boolean functions { whose truth-table representation is a palindromic string
is 1st order correlation immune

Proof: Though this result is already proved in [1] , I provide a easier prove.

If f is a palindromic string.

flrl=1e fi"-1-7]=1

Moreover X;[r] = X;[2" - 1 - 7



Hence for each 7 s.t f{7] = 1 and X;[r] = 1 (0)

wegetfl2" —1—-7]=1and X;[2" -1 —-7] =0 (1)
hence #(f = 1/X;=0) = #(/ = 1/X; = 1)
a.nd hence { is correlation immune.

This result gives a very weak lower bound on the number of correlation immune boolean func-
tions

lA“I 2 221'1--]

Weak since there are many functions which are not palindrome but are correlation immune.

For enumerating the correlation immune the authors partitioned the set €2, in two different
ways

1) In terms of hamming weights.

2) In terms of the hamming distance between [ and f7

CIW, ;(2a) = {f : f € Apwith||f|| =22 A M, [7) = z}

e = 1CIW, .(2a)|

With this kind of partitioning they used some properties of homogeneous bipartite graphs to
show that

Cor(2' =20 +1)) lor-2

Cno(20-1—21) iz +2i+2

for 32 —2i>0,i > 0.

It was also shown that if f € CIW, . (2a) st 2a ; 2! then 3 a boolean function g s.t
g € CIW, (2" 1) and finally it was shown

s



: = P
|An] = Co(2V ) + 23 Cpy(207)

j=1

This paper also had a result on the distance between f and f" for a correlation immune
function f. It says that this distance will be divisible by 4. I will discuss this later.

Principle of inclusion and exclusion can be applied to enumerate A, in terms of other sets

Defination: A function f is called correlation immune with respect to a a variable X; if
#(f = X;) = #(f # Xi) '
Ax, = (#(f = X) # #(f # XJ)
then A,, = Ax, NA4x, N...Ax,
Hence using principle of inclusion exclusion we get |A,| = 22"_-; ( T; ) |Ax,| - ( 2 ) |Ax, N

Aol + (1 ) AR 0 Z0 . A

on
IAXil = gn—1

positions are filled up s.t {=X; For the remaining positions {

since we have to choose 2° 1 position out of 2" and then ensure that those

But it is not easy to know
|Ax,NAx,N....Ax,| hence attacking the enumeration problem in this way is not likely to succeed.

5 Some properties on hamming distance between f and
fr '
Theorem 3: If f is a 1st order correlation immune function then M(f, f7) is divisible by 4.

Proof: Let f = [f,, fi}, where f, is the 1st half of the truthtable string of f while f; is the 2nd
half of the truth table string of f.

DUf. ) = DUas J7) + DU 1)

But D(fu, fi") = D(fi, /)



hence D(f, f) = 2D(f., [i")

Il = || fill = a as proved in lenma 3.4
Let there be k positions out of the a 1's in f,, corresponding to which we have 0’s in f;

My claim is that there are exactly k positions in f, which has 0’s and corresponding to those
positions f; has 1's

As Ml(fu,f;r) =q—-k= A'Il(fhfur)

Thus D(f,, fi) = 2k
Similarly the hamming distance D( f;, f,,) i1s 2k.
Hence the hamming distance D(f, f7) 1s 4k.

Hence if n > 2 M([f, f7) = 2" — 4k 15 divisible by 4.
This result was proved in [} in slightly different. way.

A very intuitive result will be that for all 2nd order correlation immune functions M(f, M

will be divisible by 8 and a generalization that for all kth order correlation immune functions
M(f, fr) will be divisible by 2K*!

To gain more confidence I run a program and calculated M(f, f7) for all 2nd order correlation
immune functions on 4 variables and found out that the result is true.

Then 1 also run the program for 2nd order and 3rd order correlation immune functions of 5
variables 1 found the result to be true.

Though it took a lot of time to run this program I also found that if for a 2nd order correlation
immune function the output string and its reverse are matched by sectioning them into four parts
then the number of mismatches in all the four parts are same, i.e if f =[f1 f2f3f4) then the number
of mismatches between [i& f.", &7 , [1&f" , f1& [, are same moreover in each of these
subsections the number of positions s.t the L.H.S column has 0 while R.H.S column has 1 is
same as the number of positions s.t the L.H.S column has 1 while R.H.S column has 0. A
similar observation was made when I run the program for 2nd and 3rd order correlation immune



functions on five input variables.

So I tried to prove that for a kth order correlation immune function if the output column of f
and f7 are divided into 2* sections then for each section the number of mismatch is same and is
of form 2t. If somehow such a result can be proved then my conjecture that M(f, f7) is divisible
by 2541 will come true. Unfortunately this does not seems to be a easy problem either.

6 Conclusion

So enumeration problem for the set of correlation immune functions remains unsolved. But a
reasonably good characterization of of correlation immune functions has been made in terms of

the Hamming distance between f and f". 1 conclude my work with the conjecture that for any
kth order correlation immune function f, D(f, f ") is divisible by 2541
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