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1. Introduction

Stream ciphers form an important class of ciphersystems. Their speed

over that of block ciphers and less complex hardware circuitry make it ad-

vantageous to use stream ciphers in many applications.

In a binary additive stream cipher, the ciphertext is produced by bit-

wise addition of the plaintext with the key stream, all in binary. The key

stream generator is initialized using a secret key. a popular key-stream gen-

erator used in stream ciphers consists of several LFSRs combined through a

nonlinear boolen function.

Attacks that exploit the similarity between the ciphertext and the LFSR

outputs, are termed correlation attack. The nature of the cipher system

allows each LFSR to be analysed seperately, thus leading to a divide and

conquer strategy. The idea of fast correlation attack, which eliminates the

need for an exhaustive search of the LFSR initial conditions was first pro-

posed by Meier and Staffelbach [1]. A number of fast correlation attacks were

later proposed. However, fast correlation attacks suffer from one or more of

the following drawbacks.

1. The presence of a preprocessing phase of considerable complexity which

naturally increases the overall decoding time.

2. An iterative phase which takes time to converge.

3. The assumption of a combining functiion that is not correlation immune

and also known to the decrypter.

The algorithm proposed here is free of all these restrictions which is in the

sideline of Palit, Roy and Arindom [2].

1



2. Proposed Algorithm

The algorithm can be outlined as follows :

1. For every bit of the cipher stream, generate as many equations as possi-

ble by shifting, squaring etc.. The original LFSR feedback polynomial

computes the percentage of relations, say r, satisfied by each bit.

2. Sort the bits in a proportion in which they are satisfying the linear

equations.

3. Take those bits which has highest proportion.

4. Express the bits, thus, taken in terms of the initial conditions of LFSR

and solve the resultant linear system in order to recover the initial

conditions.

Note that the system may not always be solvable in which case that

particular combination of bits must be rejected.

Computational Complexity

In step 1, the computation of r for each bit position, requires forming at

most (t + 1)(log2

N

k
+ 1) linear equations, where k is the length of the LFSR,

N is the cipher length and t is number of taps. This is because, the number

of polynomial relations drived from the LFSR polynomial is bounded above

by log2

N

k
; and corresponding to each such relation (including the generating

polynomial), we may form, at best, (t + 1) linear equations through shifting.

For each equation, we have to compute the product of (t + 1) terms. Since

there are N bits in all, the total time taken by step 1 is O((t + 1)2N log
2

N

k
).

Step 2 takes O(N log
2
N) time.

Step 3 takes constant time.

Step 4 takes O(k3) time.
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3. Experimental results

1. For 1 + x + x4 = 0, p = 0.7, N = 250
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2. For 1 + x4 + x7 = 0, p = 0.7, N = 500
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3. For 1 + x18 + x31 = 0, p = 0.6, N = 500, we determined 21 correct bits

out of chosen 31 bits.

We have tested the result on LFSR of size upto 32. when p was as low as

.60 we were not able to form independent system of linear equations but we

determined most of LFSR bits correctly.

4. Conclusion

Algorithm proposed here works well when the number of taps is small.

At the same time, it eliminates the need for further iterations. Algorithm

doesn’t use any threshold, it just sorts the bits in a proportion in which they

are satisying the linear equations. When p (correlation probability) is low,

then for forming an independent syatem of linear equations, we need cipher

length of large size.
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Abstract  
 

 

 
          Stream Cipher models are cryptanalysed using statistical techniques 

assuming that the detailed architecture of the model (except for the key) and 

cipher text are available. The work is to estimate the secret key with a 

“reasonable” computational complexity.   

 

Key Words: Stream ciphers, LFSR, Correlation attack, fast correlation attack 
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1. Introduction 
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2.    The stream cipher system architecture and its 

components 

 

 

                                    

         Example: Let M=11010111……… be the plaintext and Y=10010101 

…….the computed key stream. Then M is encrypted to C = M  Y 

=01000010…… which is sent to the receiver. The legal receiver who can compute 

Y = 10010101…………by himself, decrypts C by M = C  Y = 11010111………. 

  provides  another  charecterization  of   perfect  secrecy  suppose  : 
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3.  Sigenthaler’s correlation attack 
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3.2 The fast correlation attack  

. 

3.2.1  The theory  
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.    Another   important observation   is                              
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3.2.2. Underlying Model 
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 (13) It is to be expected that  
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3.2.3 The Algorithms 

 

 

Then, using (13) 
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4. Proposed algorithm 
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2. The following points should be noted relevant to the explanation of the results: 

 An entry of the form k1,k2,…….,kn in the leftmost column of the tables 

means that, for the LFSR under consideration, the generating polynomial is    

1+ D
k1

 + D
k2

 + … + D
kn

 

 The three sub columns on the right correspond to values of incorrectly 

determined LFSR bits over chosen bits after sorting for cipher texts of 

size100, 1000 and 5000. 

 

 

                                       p=0.7 

Polynomial N=100 N=1000 N=5000 

1,22,31,32 10/32 5/32 3/32 

2,8,31 2/31 1/31 2/31 

18,31 

18,25 

8/31 

6/25 

1/31 

1/25 

0/31 

0/25 

 

                                     p=0.8 

Polynomial N=100 N=1000 N=5000 

1,22,31,32 7/32 3/32 2/32 

2,8,31 1/31 0/31 0/31 

18,31 6/31 0/31 0/31 

18,25 1/25 0/25 0/25 
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5. Conclusion 

 
   Algorithm proposed here works well when the number of taps is small. At the 

same time it eliminates the need for further iterations. Algorithm does not use 

any threshold it just sorts the bits in a proportion in which they are satisfying 

the linear equations. When the p is low then for forming an independent system 

of linear equations we need cipher length of large size.  

 

6. References 
[1]. T.Siegenthaler,(1985).”Decrypting a class of stream ciphers using cipher 

text only”, IEEE Transaction on Computers,c-34,N0. 1, 81-85 

[2].W. Meier and O. Staffelbach (1989). Fast correlation attack on certain 

stream ciphers, Journal of Cryptology, 1, no.159-176 

[3]. V.V.Chepyzhov, T.Johansson and B.Smeets, “A simple algorithm for fast 

correlation attack s on stream ciphers,” Fast Software Encryption, 2000. 

[4].T.Johansson and F.Jonsson,” Fast correlation attacks based on Turbo Code 

techniques,” Proceedings of Cryptology-Crypto’99, Springer Verlag, LNCS 

1666, pp.181-197. 

[5]. Sarbani Palit, Bimol Roy and Arindom De.”A fast correlation attack on 

LFSR –based stream ciphers”, Applied Cryptography and Network security , 

LNCS 2846, 1st Int. conf. , ACNS 2003, Kunming, China, October 2003, 

Springer Verlag, Berlin Heidelberg 2003, pp-331-342 


