
M.Tech. (Computer Science) Dissertation

Pairwise Key Establishment in Wireless Sensor
Networks

A dissertation submitted in partial fulfillment of the requirements
for the award of M.Tech.(Computer Science) degree

By

Vasala Ravikishore
Roll No: CS0809

under the supervision of

Professor Rana Barua,

Stat-Math Unit



Wireless Sensor Networks

July 15, 2010



Contents

1 Introduction to WSN 3
1.1 Wireless Sensor Network . . . . . . . . . . . . . . . . . . . . . . . 3
1.2 Design Challenges . . . . . . . . . . . . . . . . . . . . . . . . . . 4
1.3 Security Issues in Sensor Networks . . . . . . . . . . . . . . . . . 5

2 Background 6
2.1 Pairwise Key Establishment . . . . . . . . . . . . . . . . . . . . . 6

2.1.1 Probabilistic Key Pre-Distribution . . . . . . . . . . . . . 6
2.1.2 Polynomial-Based Key Pre-Distribution . . . . . . . . . . 6
2.1.3 Polynomial Pool-Based Key Pre-Distribution . . . . . . . 7
2.1.4 Random Subset Assignment Key Pre-Distribution . . . . 8
2.1.5 Grid-Based Key Pre-Distribution . . . . . . . . . . . . . . 9

3 Grid-Based Key Pre-Distribution Using Multivariate Symmet-
ric Polynomial 13
3.1 Two Dimensional Grid-Based Scheme

Using 3-Variate Symmetric Polynomial . . . . . . . . . . . . . . . 13
3.1.1 Polynomial Share Pre-Distribution . . . . . . . . . . . . . 14
3.1.2 Key Establishment Mechanism . . . . . . . . . . . . . . . 14

3.2 Multi Dimensional(n) Grid-Based
(Hyper-Cube) Scheme Using
(n+1)-Variate Symmetric Polynomial . . . . . . . . . . . . . . . . 15
3.2.1 Polynomial Share Pre-Distribution . . . . . . . . . . . . . 15
3.2.2 Key Establishment Mechanism . . . . . . . . . . . . . . . 15

4 Conclusion 20

2



Chapter 1

Introduction to WSN

1.1 Wireless Sensor Network
Wireless sensor networks have recently emerged as an important means to study
and interact with the physical world. A sensor network typically consists of a
large number of tiny sensor nodes and possibly a few powerful control nodes(also
called base stations). Every sensor node has one or a few sensing components to
sense conditions (e.g. temperature, humidity, pressure) from its immediate sur-
roundings and a processing and communication component to carry out simple
computation on the raw data and communicate with its neighbor nodes. Sensor
nodes are usually densely deployed in a large scale and communicate with each
other in short distances via wireless links. The control nodes may further pro-
cess the data collected from the sensor nodes, disseminate control commands to
the sensor nodes, and connect the network to a traditional wired network.

Sensor nodes are usually scattered randomly in the field and will form a
sensor network after deployment in an ad hoc manner to fulfill certain tasks.
There is usually no infrastructure support for sensor networks. As one example,
let us look at the battle field surveillance. In this application, a large number of
small sensor nodes are rapidly deployed in a battlefield via airplanes or trucks.
After deployment, these sensor nodes are quickly self-organized together to form
an ad-hoc network. Each individual sensor node then monitors conditions and
activities in its local surroundings and reports its observations to a central server
by communicating with its neighbors. Collecting these observations from sensor
nodes allows us to conduct accurate detections on the activities (e.g., possible
attacks) of the opposing force and make appropriate decisions and responses in
the battlefield.

Obviously, the design of sensor networks requires wireless networking tech-
niques, especially wireless ad hoc networking techniques. However, most tradi-
tional wireless networking protocols and algorithms are not suitable for sensor
networks. One main challenge of designing a sensor network comes from the
resource constraints on sensor nodes.

The wide applications of wireless sensor networks and the challenges in de-
signing such networks have attracted many researchers to develop protocols and
algorithms for sensor networks. Note that sensor networks may be deployed in
hostile environments where enemies may be present. Security becomes a critical
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issue to make sure the correct operation of sensor networks in many security
sensitive scenarios such as military tasks.

1.2 Design Challenges
Security becomes one of the major concerns when there are potential attacks
against sensor networks. many protocols and algorithms (e.g, routing, localiza-
tion) will not work in hostile environments without security protection. Security
services such as authentication and key management are critical to ensure the
normal operations of a sensor network in hostile environments. However, some
special features of sensor networks make it particularly challenging to provide
these security services for sensor networks.
• Resource constraints : Sensor nodes are usually resource constrained, es-
pecially energy constrained. Every operation reduces the lifetime of a
sensor node. This makes it undesirable to perform expensive operations
such as public key cryptography (e.g. RSA) on sensor nodes. Though the
size of message can be increased, it is generally not practical to accom-
modate long message, since wireless communication is one of the most
expensive operation on sensor node. In addition, public key operation
usually involves many expensive computations (e.g. large integer modular
exponentiations).

• Node compromise : Different from traditional wireless networks, where
each individual node may be physically protected, the large scale of wire-
less sensor networks makes it impractical to protect or monitor each in-
dividual sensor node physically. An attacker may capture or compromise
one or a number of sensor nodes without being noticed. If sensor nodes
are compromised, the attacker learns all the secrets stored on them and
may launch a variety of malicious actions against the network through
these all compromised nodes. For example, the compromised nodes may
discard all important messages in order to hide some critical events from
being noticed, or report observations that are significantly different from
those observed by non-compromised nodes in order to mislead any decision
made based on these data. The result will be even worse if the nodes that
provide some critical functions (e.g. data aggregation) are compromised.
Though using tamper-resistance hardwares may help to protect security
sensitive data on sensor nodes, this solution generally increases the cost of
an individual sensor node dramatically. An alternative way is to develop
security protocols that are resilient to node compromise attacks in the
sense that even if one or a number of sensor nodes are compromised, the
sensor network can still function correctly.

• Local Computation and Communication versus Global Threats : The sen-
sor applications in a typical sensor network are usually based on local
computation and communication. For example, they may make decisions
based on the message exchanged between neighbor nodes. However, adver-
saries usually are much more powerful and resourceful than sensor nodes,
and they usually have a global view of the network (e.g. topology). Thus,
we have to use resource-constrained sensor nodes t deal with very powerful
attacks.
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1.3 Security Issues in Sensor Networks
An important step for protecting sensor networks is the development of funda-
mental security tools such as broadcast authentication and key management.
These fundamental tools provide basic building blocks for us to implement
various security mechanisms for sensor networks. On the other hand, sensor
applications are usually supported by many components such as routing and
localization. These components clearly have to be protected properly in hostile
environments.
Pairwise Key Establishment: Pairwise key establishment is another impor-
tant security service. It enables sensor nodes to communicate securely with each
other using cryptographic techniques. The main problem is to establish a secure
key shared between two communicating sensor nodes. However due to resource
constraints on sensor nodes, it is not feasible for them to use traditional pairwise
key establishment techniques such as public key cryptography.

Instead of the public key cryptographic techniques, sensor nodes may es-
tablish keys between each other through key pre-distribution, where keying
materials are pre-distributed to sensor nodes before deployment. As two ex-
treme cases, one may setup a global key among the network so that two sensor
nodes can establish a key based on this key, or one may assign each sensor node
a unique random key with each of the other nodes. However, the former is
vulnerable to the compromise of a single node, and the latter introduces huge
storage overhead at sensor nodes.
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Chapter 2

Background

2.1 Pairwise Key Establishment
1. Key Pre-Distribution Techniques in Sensor Networks

(a) Probabilistic Key Pre-Distribution
(b) Polynomial-Based Key Pre-Distribution
(c) Polynomial Pool-Based Key Pre-Distribution
(d) Random Subset Assignment Key Pre-Distribution
(e) Grid-Based Key Pre-Distribution

2.1.1 Probabilistic Key Pre-Distribution
The main idea is to have each sensor node randomly pick a set of keys from a
key pool before deployment so that any two sensor nodes can share a common
key with certain probability.

Specifically, a setup server, which is assumed to be trusted, generates a large
pool of random keys, where each key has a unique ID. Each sensor node then
gets assigned a random subset of keys as well as their IDs from this pool before
the deployment of this sensor node.

In order to establish a common key directly between two sensor nodes after
deployment, the nodes only need to identify a common key ID they share. This
can be achieved by exchanging the list of key IDs they have.

2.1.2 Polynomial-Based Key Pre-Distribution
To predistribute pairwise keys, the (key) setup server randomly generates a
bivariate t-degree polynomial

f(x, y) = Σti,j=0ai,jx
iyj

over a finite field Fq, where q is a prime number that is large enough to accom-
modate a cryptographic key, such that it has the property of

f(x, y) = f(y, x).
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It is assumed that each sensor has a unique ID. For each sensor i, the setup
server computes a polynomial share of f(x, y), that is, f(i, y). This polynomial
share is pre-distributed to node i. Thus for any two sensor nodes i and j, node
i can compute the common key f(i, j) by evaluating f(i, y) at point j, and node
j can compute the same key

f(j, i) = f(i, j)

by evaluating f(j, y) at point i. As a result, nodes i and j can establish a
common key f(i, j).
In this approach, each sensor node i needs to store a t-degree polynomial f(i, y),
which occupies (t+1)logq storage space. To establish a pairwise key, both sensor
nodes need to evaluate the polynomial at the ID of the other sensor node.There
is no communication overhead during the pairwise key establishment process.
The security proof ensures that this scheme is unconditionally secure and t-
collusion resistant. That is, the coalition of no more than t compromised sensor
nodes knows nothing about the pairwise key between any two non-compromised
nodes.

2.1.3 Polynomial Pool-Based Key Pre-Distribution
The polynomial-based key predistribution scheme has some limitations. In par-
ticular, it can only tolerate no more than t compromised nodes, where the value
of t is limited by the memory available in sensor nodes. Indeed, the larger a
sensor network is, the more likely an adversary compromises more than t sensor
nodes and then the entire network. Pairwise key establishment is performed
in three phases: setup, direct key establishment, and path key establishment.
The setup phase is performed to initialize the sensors by distributing polyno-
mial shares to them. After being deployed, if two sensors need to establish a
pairwise key, they first attempt to do so through direct key establishment. If
they can successfully establish a common key, there is no need to start path key
establishment. Otherwise, these sensors start path key establishment, trying to
establish a pairwise key with the help of other sensors.

1. Phase 1: Setup The setup server randomly generates a set F of bivariate
t-degree polynomials over the finite field Fq. To identify the different
polynomials, the setup server may assign each polynomial a unique ID.
For each sensor node i, the setup server picks a subset of polynomials
Fi ⊆ F and assigns the polynomial shares of these polynomials to node
i. The main issue in this phase is the subset assignment problem, which
specifies how to pick a subset of polynomials from F for each sensor node.

2. Phase 2: Direct Key Establishment A sensor node starts phase 2 if it
needs to establish a pairwise key with another node. If both sensors have
polynomial shares on the same bivariate polynomial, they can establish
the pairwise key directly using the polynomial-based key predistribution
scheme. The main issue in this phase is the polynomial share discovery
problem, which specifies how to find a common bivariate polynomial of
which both nodes have polynomial shares.

3. Phase 3: Path Key Establishment If direct key establishment fails,
two sensor nodes will have to start phase 3 to establish a pairwise key
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with the help of other sensors. We call a sequence of nodes as a path,
or key path, since the purpose of such a path is to establish a pairwise
key. To establish a pairwise key with node j, a sensor node i needs to
find a path between itself and node j such that any two adjacent nodes
in the path can establish a pairwise key directly. Then either node i or j
initiates a request to establish a pairwise key with the other node through
the intermediate nodes along the path. A pairwise key established in this
phase is called an indirect key. The main issue in this phase is the Path
discovery problem, which specifies how to find a path between two sensor
nodes.

2.1.4 Random Subset Assignment Key Pre-Distribution

For each sensor, the setup server selects a random subset of polynomials
in F and assigns their polynomial shares to the sensor.
This scheme can be considered as an extension to the basic probabilistic
scheme. Instead of randomly selecting keys from a large key pool and
assigning them to sensors, This method randomly chooses polynomials
from a polynomial pool and assigns their polynomial shares to sensors.
Now let us describe this scheme by instantiating the three components in
the general framework.

(a) Subset Assignment: The setup server randomly generates a set F of s
bivariate t-degree polynomials over the finite field Fq. For each sensor
node, the setup server randomly picks a subset of s polynomials from
F and assigns shares as well as the IDs of these s polynomials to the
sensor node.

(b) Polynomial share discovery: Since the setup server does not predis-
tribute enough information to the sensor nodes for polynomial share
discovery, sensor nodes that need to establish a pairwise key have to
find out a common polynomial with real-time discovery techniques.
To discover a common bivariate polynomial, the source node discloses
a list of polynomial IDs to the destination node. If the destination
node finds that they have shares on the same polynomial, it informs
the source node the ID of this polynomial; otherwise, it replies with
a message that contains a list of its polynomial IDs, which also in-
dicates that the direct key establishment fails.

(c) Path Discovery: If two sensor nodes fail to establish a direct key,
they need to start path key establishment phase. During this phase,
the source node tries to find an- other node that can help it setup
a pairwise key with the destination node. Basically, the source node
broadcasts two list of polynomial IDs. One includes the polynomial
IDs at the source node, and the other includes the polynomial IDs at
the destination node. These two lists are available at both the source
and the destination nodes after the polynomial share discovery. If
one of the nodes that receives this request is able to establish direct
keys with both the source and the destination nodes, it replies with a
message that contains two encrypted copies of a randomly generated
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key: one encrypted by the direct key with the source node, and the
other encrypted by the direct key with the destination node. Both
the source and the destination nodes can then get the new pairwise
key from this message.

2.1.5 Grid-Based Key Pre-Distribution
This scheme has a number of attractive properties. First, it guarantees that any
two sensors can establish a pairwise key when there is no compromised sensors,
provided that the sensors can communicate with each other. Second, this scheme
is resilient to node compromise. Even if some sensors are compromised, there
is still a high probability of establishing a pairwise key between sensors. Third,
a sensor can directly determine whether it can establish a pairwise key with
another node, and if it can, which polynomial should be used. As a result, there
is no communication overhead during polynomial share discovery.

Suppose a sensor network has at most N sensor nodes. The grid-based
key predistribution scheme then constructs a m × m grid with a set of 2m
polynomials

{f ci (x, y), fri (x, y)}i=0,...,m−1,

wherem =
√
N . As shown in Figure (a), each row i in the grid is associated with

a polynomial fri (x, y) and each column i is associated with a polynomial f ci (x, y).
The setup server assigns each sensor in the network to a unique intersection in
this grid. For the sensor at the coordinate 〈i, j〉, the setup server distributes
the polynomial shares of f ci (x, y) and frj (x, y) to the sensor. As a result, sensor
nodes can perform share discovery and path discovery based on this information.
(a) The grid (b) An example order of node assignment

Figure : Grid-based key predistribution

1. Subset Assignment: The setup server randomly generates 2m t-degree
bivariate polynomials

F = {f ci (x, y), fri (x, y)}i=0,...,m−1

over a finite field Fq, where m =
√
N . For each sensor, the setup server

picks an unoccupied intersection (i, j) in the grid and assigns it to the
node. Thus, the ID of this sensor is ID = 〈i, j〉. The setup server then
distributes polynomials share

{
ID, f ci (j, y), frj (i, y)

}
to this sensor node.

To facilitate path discovery, we require that the intersections allocated to
sensors are densely selected within a rectangle area in the grid. Figure (b)
shows a possible order to allocate intersections to the sensors. It is easy
to see that if there exist nodes at 〈i, j〉 and 〈i′, j′〉 , then there must be a
node at either 〈i, j′〉 or 〈i′, j〉 or both.

2. Polynomial Share Discovery: To establish a pairwise key with node
j, node i checks whether ci = cj or ri = rj . If ci = cj , both nodes i and j
have polynomial shares of f cci(x, y), and they can use the polynomial-based
key predistribution scheme to establish a pairwise key directly. Similarly,
if ri = rj , they both have polynomial shares of frri(x, y), and can establish
a pairwise key accordingly. If neither of these conditions is true, nodes i
and j go through path discovery to establish a pairwise key.
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Figure 2.1: (a) An example of hypercube when n = 2 and m = 5

3. Path Discovery: Nodes i and j need to use path discovery if ci 6= cj
and ri 6= rj . However, we note that either node 〈ci, rj〉 or 〈cj , ri〉 can
establish a pairwise key with both nodes i and j. Indeed, if there is no
compromised node, it is guaranteed that there exists at least one node that
can be used as an intermediate node between any two sensors due to the
node assignment algorithm. For example, in Figure (a), both node〈i, j′〉
and 〈i′, j〉 can help node 〈i, j〉 establish a pairwise key with node 〈i′, j′〉.
Note that nodes i and j can predetermine the possible intermediate nodes
without communicating with others.
In some situations, both of the above intermediate nodes may have been
compromised, or are out of communication range. However, there are still
alternative key paths. For example, in Figure (a), besides node 〈i′, j〉 and
〈i, j′〉 , node 〈i,m− 2〉 and 〈i′,m− 2〉 can work together to help node 〈i, j〉
setup a common key with node 〈i′, j′〉 . Indeed, there are up to 2(m− 2)
pairs of such nodes in the grid.

The Hypercube-Based Key Pre-Distribution

Hypercube-based key pre-distribution is a generalization of grid-based
key predistribution. Given a total of N sensor nodes in the network,
the hypercube-based scheme constructs an n-dimensional hypercube with
mn−1 bivariate polynomials arranged for each dimension j,{

f〈i1,...,in−1〉(x, y)
}

0≤i1,...,in−1<m
where m = n

√
N .

Figure (a) shows a special case of the hypercube-based scheme when n = 2
(i.e., the grid-based scheme). In this figure, each column i is associated
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Figure 2.2: (b) An example order of node assignment

with a polynomial f1
i (x, y), and each row i is associated with a polynomial

f2
i (x, y). The setup server then assigns each node in the network to a
unique coordinate in this n-dimensional space. For the sensor node at
coordinate (j1, . . . , jn), the setup server pre-distributes the polynomial
shares of {

f1
〈j2,...,jn〉(x, y), . . . , fn〈j1,...,jn−1〉(x, y)

}
to this node. As a result, sensor nodes can perform share discovery and
path discovery using this pre-distributed information.
We conceptually represent each ID j as 〈j1, . . . , jn〉, where ji is called the
sub-index of ID j in dimension i.

(a) Subset Assignment: The setup server randomly generates n ×
mn−1 t-degree bivariate polynomials

F =
{
f j〈i1,...,in−1〉(x, y)|1 ≤ j ≤ n, 0 ≤ i1, . . . in−1 < m

}
over a finite field Fq. For each sensor node, the setup server selects
an unoccupied coordinate (j1, . . . , jn) in the n-dimensional space and
assigns it to this node. This coordinate 〈j1, . . . , jn〉 is then used as
the ID of this node. The setup server then distributes{

ID, f1
〈j2,...,jn〉(x, y), . . . , fn〈j1,...,jn−1〉(x, y)

}
to this sensor node. To facilitate path discovery and guarantee that
there is at least one key path exists when there are no compromised
nodes and any two nodes can communicate with each other, we al-
ways select the coordinate corresponding to the smallest unassigned
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ID. Figure (b) shows a possible order to assign coordinates to sensor
nodes when n = 2. It is easy to see that if there exist nodes at 〈i, j〉
and 〈i′, j′〉, then there must be a node at either 〈i, j′〉 or 〈i′, j〉 or
both.

(b) Polynomial Share Discovery: To establish a pairwise key with
node j, node i checks whether they have the same sub-indexes in
n − 1 dimensions. In other words, it checks the Hamming distance
dh between their IDs i and j. If dh = 1, nodes i and j share a
common polynomial, and they can establish a direct key using the
polynomial-based key pre-distribution scheme; otherwise, they need
to go through path discovery to establish an indirect key. For ex-
ample, if jk = ik for all 1 ≤ k ≤ n− 1 (dh = 1), both nodes i and
j have polynomial shares of fn〈j1,...,jn−1〉(x, y), and thus can use this
polynomial to establish a direct key.

(c) Path Discovery: If nodes i and j can not establish a direct key,
they need to find a key path between each other in the hypercube.
For example, in figure 2.1(a), both of node 〈2, 1〉 and 〈3, 2〉 can help
node 〈2, 2〉 establish a pairwise key with node 〈3, 1〉. Indeed, if there
are no compromised nodes and any two nodes can communicate with
each other, it is guaranteed that there are at least one key path which
can be used to establish a session key between any two nodes.
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Chapter 3

Grid-Based Key
Pre-Distribution Using
Multivariate Symmetric
Polynomial

3.1 Two Dimensional Grid-Based Scheme
Using 3-Variate Symmetric Polynomial

Our scheme is based on a t-degree multivariate symmetric polynomial. A
t-degree (k + 1)-variate polynomial is defined as

f(x1, x2, . . . , xk, xk+1) =∑t
i1=0

∑t
i2=0 . . .

∑t
ik=0

∑t
ik+1=0 ai1,i2,...,ik,ik+1x

i1
1 x

i2
2 . . . xikk x

ik+1
k+1 .

All coefficients of the polynomial are chosen from a finite field Fq, where
q is a prime that is large enough to accommodate a cryptographic key.
All calculations are performed over the finite field Fq. A (k + 1)-tuple
permutation is defined as a bijective mapping

σ : [1, k + 1] −→ [1, k + 1].

By choosing all the coefficients according to

ai1,i2,...,ik,ik+1 = aiσ(1),iσ(2),...,iσ(k),iσ(k+1)

for any permutation σ, we can obtain a symmetric polynomial in that

f(x1, x2, . . . , xk, xk+1) = f(xσ(1), xσ(2), . . . , xσ(k), xσ(k+1)).
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In two dimensional grid we use 3-variate symmetric polynomial. Let us
assume that our network has N nodes. Consider a 2-dimensional grid
with u rows and v columns, Where u,v are integers such that u× v ≥ N .
The setup server assign each sensor node in the network to a unique non-
occupied (i, j) co-ordinate in this grid. Where i and j are row and column
number in the grid respectively,such that 1 ≤ i ≤ u and 1 ≤ j ≤ v. The
ID of the sensor node associated with the co-ordinate (i, j) is represented
by 〈i, j〉. Key establishment will be done in two phases

(a) Polynomial Share Pre-distribution

(b) Key Establishment Mechanism

i. Direct Key Establishment
ii. Indirect Key Establishment

3.1.1 Polynomial Share Pre-Distribution

Polynomial share pre-distribution is performed prior to the network de-
ployment by a trusted setup server. The setup server generates a global
tri-variate t-degree symmetric polynomial. For each node 〈i, j〉, the poly-
nomial share assigned to it is f(i, j, x3). Therefore every node in the net-
work is storing t-degree univariate polynomial having (t+ 1) co-efficients
over the finite field Fq. Storing the uni-variate polynomial means storing
its co-efficients. Before nodes deployment these co-efficients are preloaded
in to the sensor nodes and used for computing communication key during
key establishment process.

3.1.2 Key Establishment Mechanism

Now after deployment, if two nodes wants to communicate they will use
their polynomial shares to establish a communication key. Depends upon
the nodes key establishment can be done in any one of the following ways.

(a) Direct Key Establishment

(b) Indirect Key Establishment

Direct Key Establishment

Suppose node 〈i1, j1〉 and 〈i2, j2〉 wants to esblish a communication key and
{i1, j1}∩{i2, j2} 6= Φ, say {i1, j1}∩{i2, j2} = {i1} with out loss of general-
ity(W.L.G) say, j2 = i1, then node 〈i1, j1〉 computes f(i1, j1, i2) and node
〈i2, j2〉 computes f(i2, i1, j1). Because of our polynomial is symmetric
f(i1, j1, i2) = f(i2, i1, j1). By using this calculated value as established key
these nodes will communicate each other. Suppose {i1, j1} ∩ {i2, j2} = Φ
then these nodes can’t establish a direct communication key, so to estab-
lish a communication key we will go for Indirect key establishment.
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Indirect Key Establishment

Suppose node 〈i1, j1〉 and 〈i2, j2〉 wants to esblish a communication key
and {i1, j1} ∩ {i2, j2} = Φ then these two nodes will communicate with
the help of other node(s). Here we can show that these two nodes can
communicate with the help of node 〈i′, j′〉,

where 〈i′, j′〉 ∈
{〈i1, i2〉 , 〈i1, j2〉 , 〈j1, i2〉 , 〈j1, j2〉 , 〈i2, i1〉 , 〈j2, i1〉 , 〈i2, j1〉 , 〈j2, j1〉}.

Since {i1, j1} ∩ {i′, j′} 6= Φ they can communicate directly. Similarly
{i2, j2} ∩ {i′, j′} 6= Φ they can communicate directly. Therefore even if
one node is compromised, seven different intermediate nodes are there to
help nodes 〈i1, j1〉 and 〈i2, j2〉.

3.2 Multi Dimensional(n) Grid-Based
(Hyper-Cube) Scheme Using
(n+1)-Variate Symmetric Polynomial

Given a total of N sensor nodes in the network, our scheme constructs
an n-dimensional hypercube such that N ≤ mn. The setup server then
assigns each node in the network to a unique unoccupied coordinate in
this n-dimensional hypercube and then setup server randomly generates
t-degree (n+1)-variate symmetric polynomial f(x1, x2, . . . , xn, xn+1). We
conceptually represent the ID of the node j located at (j1, . . . , jn) as
〈j1, . . . , jn〉. Establishment of a communication between any two nodes
works in two phases.

(a) Polynomial Share Pre-Distribution
(b) Key Establishment Mechanism

3.2.1 Polynomial Share Pre-Distribution
Polynomial share pre-distribution is performed prior to the network deployment
by a trusted setup server. The setup server generates a global (n+1)-variate t-
degree symmetric polynomial. For each node 〈i1, . . . , in〉, the polynomial share
assigned to it is f(i1, . . . , in, xn+1). Therefore every node in the network is stor-
ing t-degree univariate polynomial having (t+1) co-efficients over the finite field
Fq. Storing the uni-variate polynomial means storing its co-efficients. Before
nodes deployment these co-efficients are preloaded into the sensor nodes and
used for computing communication key during key establishment process.

3.2.2 Key Establishment Mechanism
Now after deployment, if two nodes wants to communicate they will use their
polynomial shares to establish a communication key. Depends upon the nodes
key establishment can be done in any one of the following ways.

1. Direct Key Establishment
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2. Indirect Key Establishment

Direct Key Establishment

Suppose node 〈i1, . . . , in〉 and 〈j1, . . . , jn〉 wants to esblish a communication key.
If these two nodes have only one different element and the remaining n−1 are the
same, Then we can establish key directly without help of any intermediate nodes.
Assume that they have only one in different, W.L.G say node i is 〈i1, . . . , in〉 and
node j is 〈i1, . . . , in−1, jn〉 then node i will compute f(i1, . . . , in, jn) and node
j will compute f(i1, . . . , in−1, jn, in), since our polynomial is symmetric these
two values are same. Therefore these two nodes use this value as established
common key and these nodes will communicate each other. If node 〈i1, . . . , in〉
and 〈j1, . . . , jn〉 have more than one different elements then we can’t establish
key directly, we will go for indirect key establishment.

Indirect Key Establishment

Node 〈i1, . . . , in〉 and node 〈j1, . . . , jn〉 wants to establish a communication key,
and these two nodes have more than one different elements, say suppose two dif-
ferent elements W.L.G let node i is 〈i1, . . . , in〉, node j is 〈i1, . . . , in−2, jn−1, jn〉.
Now we will show that there are huge number of intermediate nodes to help these
two nodes, like nodes

〈i1, . . . , in−2, in−1, jn〉, 〈i1, . . . , in−2, in, jn〉, etc...

and any permutation of these nodes. Since node 〈i1, . . . , in−2, in−1, jn〉 and
node 〈i1, . . . , in〉 have only one different element, so these two can directly es-
tablish key as explained above in Direct Key Establishment method, similarly
〈i1, . . . , in−2, in−1, jn〉 and node 〈i1, . . . , in−2, jn−1, jn〉 have only one different
element, so these two can directly establish key. Therefore 〈i1, . . . , in−2, in−1, jn〉
node acts as an intermediate node, in fact any permutation of this node acts as
an intermediate node.
Suppose node 〈i1, . . . , in〉 node 〈j1, . . . , jn〉 have three different elements, W.L.G
say node i is 〈i1, . . . , in〉, node j is 〈i1, . . . , in−3, jn−2, jn−1, jn〉. Now we will
show that there are huge number of paths to help these two nodes, nodes like

〈i1, . . . , in−3, in−2, in−1, jn〉,〈i1, . . . , in−3, in−1, jn−1, in〉,
〈i1, . . . , in−3, in, in−1, jn〉 etc...

and any permutation of these nodes. Now each of these nodes

for example 〈i1, . . . , in−3, in−2, in−1, jn〉

have only one dirrecrent element with node 〈i1, . . . , in〉 so they can establish
key directly as explained above in Direct Key Establishment method; and two
different elements with node 〈i1, . . . , in−3, jn−2, jn−1, jn〉, we already explained
how to communicate when they have two different elements. In this way we can
find a path for communication.

Generalization Suppose node 〈i1, . . . , in〉 node 〈j1, . . . , jn〉 have k different
elements, W.L.G say node i is 〈i1, . . . , in〉, node j is 〈i1, . . . , in−k, jn−k+1, . . . jn〉.
Now look at these nodes

〈i1, . . . , in−k, in−k+1, in−k+2, . . . in−1, jn〉,
〈i1, . . . , in−2, jn−1, in〉,〈i1, . . . , in−1, jn−2〉,etc...
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Figure 3.1: Example(a)
The above figure depicts all distinct paths from node 〈1, 2, 3〉 to node 〈4, 5, 6〉
in Hypercube-Based Key Pre-Distribution. The number of distinct paths in

this scheme are 3!

and any permutation of these nodes. These nodes and node i has only one
different element, so these two can communicate directly; and node j has k − 1
different elements, so by doing inductively we will find intermediate nodes in
such a way that at each step the number of different elements will be decreased
by one. By doing this process we will establish huge number of paths between
the nodes to communicate each other.

Suppose there are k elements of node i are different from node j. Let us
define two sets P and Q in such a way that, elements of P are replaced with
elements of Q to get intermediate nodes of path from node i to reach node j.
First, we define P and Q as I−J and J − I respectively, where I = {i1, . . . , in}
and J = {j1, . . . , jn}. This should give number of elements in P and Q as k.
This is fine if i and j are having n distinct values.

Let us see what happens if some values are same. Consider an example, let
node i is 〈1, 1, 2, 3〉 and node j is 〈1, 3, 3, 4〉, we have to change 1, 2 of i to 3, 4
to reach j. But, according to the above definition for P and Q, P = {2} and
Q = {4}.
Now the problem modified to find the difference in number of instances of each
value 1, 2, . . . ,m in i and j. This made us to introduce nir which gives the
number of instances of r in node i, where 1 ≤ r ≤ m. Now the sets P and Q
are constructed as

for each 1 ≤ r ≤ m, put r in P if nir > njr and
put r in Q if nir < njr.
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Figure 3.2: Example(b)
The above figure depicts all distinct paths from node 〈1, 2, 3〉 to node 〈4, 5, 6〉
in Hypercube-Based(3-dimensional) Key Pre-Distribution using 4-variate
symmetric polynomial. The number of distinct paths in this scheme are

(3 ∗ 3)(2 ∗ 2)(3! ∗ 3!).
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Now for each p ∈ P and for each q ∈ Q we can have a new intermediate
node in which p is replaced by q, and all permutations of that intermediate node.
The new intermediate node has nip − 1 instances of p and niq + 1 instances of q.
Therefore the number of intermediate nodes(with all permutations)is given by

n!
(nip−1)!(niq+1)!

∏
r 6=p,q

(nir)!
.

As p varies in P and q varies in Q the total number of possible intermediate
nodes at one step is given by∑

(p,q)∈P×Q
n!

(nip−1)!(niq+1)!
∏

r 6=p,q
(nir)!
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Chapter 4

Conclusion

In this report we developed a n-dimensional Grid-Based scheme using a sin-
gle multivariate symmetric polynomial. First, the Grid Based scheme using
tri-variate symmetric polynomial can be easily extended to a n-dimensional or
Hyper-Cube Based scheme using (n+1)-variate symmetric polynomial. By us-
ing only one single multivariate polynomial depending on the dimension of the
Hyper-Cube; for communication between any two nodes there are large number
of paths in our scheme comparitively Hyper-Cube Based Scheme discussed in
chapter 2. In our scheme polynomial share of node i is f(i1, . . . , in, xn+1), we
have to store the coefficients of this univariate polynomial, i.e (t+1) coefficients.
Where as in Hyper-Cube Based scheme discussed in chapter 2 has to store n
univariate polynomials. Therefore in terms of memory our scheme is efficient.
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