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Abstract. The notion of tweakable block ciphers was formally introduced by Liskov-Rivest-Wagner
at Crypto 2002. The extension and the first construction, called CMC, of this notion to tweakable en-
ciphering schemes which can handle variable length messages was given by Halevi-Rogaway at Crypto
2003. In this paper, we present HCH, which is a new construction of such a scheme. The construction
uses two universal hash computations with a counter mode of encryption in-between. This approach was
first proposed by McGrew-Viega to build a scheme called XCB and later used by Wang-Feng-Wu, to
obtain a scheme called HCTR. Among the hash-Ctr-hash type constructions, an important advantage
of HCH compared to the others is that HCH has a quadratic security bound; XCB does not provide
any security bound while HCTR has a cubic security bound. A unique feature of HCH compared to
all known tweakable enciphering schemes is that HCH uses a single key, can handle arbitrary length
messages and has a quadratic security bound. An important application of a tweakable enciphering
scheme is disk encryption. HCH is well suited for this application. We also describe a variant, which
can utilize pre-computation and makes one less block cipher call. This compares favourably to other
hash-encrypt-hash type constructions; supports better key agility and requires less key material..
Keywords: modes of operations, tweakable encryption, strong pseudorandom permuta-
tion, disk encryption.

1 Introduction

A block cipher is one of the basic primitives used in cryptography. Depending upon application
goals, there are many uses of a block cipher. A particular method of using a block cipher is called a
mode of operation. The literature describes different modes of operations of a block cipher achieving
goals such as confidentiality, authentication, authenticated encryption, etcetera. For several years,
NIST of USA [1] has been running an open domain process to standardize modes of operations for
achieving various functionalities. Currently, there are around twenty different modes of operations
proposals for different tasks.

One particular interesting functionality is a tweakable enciphering scheme [6]. (We note that
this functionality is currently not covered by NIST’s standardization efforts.) This is based on the
notion of tweakable block ciphers introduced in [8]. A tweakable enciphering scheme is a length
preserving encryption protocol which can encrypt messages of varying lengths. The security goal is
to satisfy the notion of the tweakable strong pseudorandom permutation (SPRP). As pointed out
in [6], one of the most important applications of a tweakable enciphering scheme is disk encryption.

3 An abridged version of the paper appears as [2].



Like other modes of operations, a tweakable enciphering scheme is constructed out of a block
cipher. A block cipher can encrypt only fixed length strings (say n-bit strings). One of the goals is
to be able to extend the domain to handle message of all possible lengths. On the other hand, for
applications such as disk encryption, the requirement is to separately encrypt each sector, which is
of fixed length and the value of the length is usually a power of two.

For practical applications, efficiency of the construction is very important. In particular, the
times for encryption and decryption should be as small as possible. The other efficiency issue is of
space, i.e., the size of hardware implementation and the amount of secure storage space required.
The amount of secure storage space is determined by the amount of key material and also by the
size of pre-computed tables and key schedules which may be required to speed up actual encryption
and decryption. From this point of view, it is desirable not to increase the size of the secret key,
i.e., to use the secret key of the block cipher as the only secret and nothing else.

The main security goal is to obtain a “quadratic” security bound. In other words, if the ad-
versary uses o, blocks (where each block is an n-bit string) in all its queries, then its advantage
of distinguishing the output of the tweakable enciphering scheme from random strings should be
upper bounded by some constant times 2 /2". This is a natural security goal, since this goal is also
expected of the underlying block cipher.

A brief history of known constructions. The first work to present a strong pseudo random
permutation is by Naor-Reingold [12]. They did not provide tweakable SPRPs since their work
predates this notion.

The first construction of tweakable SPRP was provided by Halevi-Rogaway and was called
CMC [6]. Parallelizable constructions called EME [7] and EME* [4] were later presented. These
three constructions use two layers of encryption with an intermediate mixing layer. In CMC, the en-
cryption layers are of cipher block chaining (CBC) type, whereas in EME and EME*, the encryption
layers are of electronic codebook (ECB) type.

In contrast, the earlier construction of Naor-Reingold consisted of a single encryption layer
sandwiched between two invertible universal hash computations. Encryption consisted of one layer of
ECB. Later constructions of the hash-ECB-hash type are PEP [3] and the more recent construction
TET [5].

A different class of constructions consists of two layers of universal hash functions (non invert-
ible) with a counter mode of encryption in between. One advantage of using the counter mode of
encryption is that it becomes easy to tackle variable length messages. The first construction of the
hash-counter-hash type was XCB [10]. A later construction is HCTR [14]. Another construction
which has a structure similar to XCB is ABL [11]. Even though the structure is similar to that of
XCB, ABL is significantly slower — it consists of essentially three counter layers and two polynomial
hash layers.

In the Naor-Reingold approach, both the universal hash and the ECB layers are invertible. On
the other hand, in the counter based approach, the universal hash function is non-invertible and
this can be considered to be closer to the Luby-Rackoff [9] approach, where non-invertible pseudo
random functions are used to construct an invertible map.

The construction we present is also of the hash-Ctr-hash type. To understand our contribution,
it might be helpful to have a brief idea of the previous two constructions — XCB and HCTR. (We do
not consider ABL, since it is significantly slower than XCB.) The schematic diagrams for encryption
using XCB and HCTR are given in Figures 1 and 2. For the exact details of XCB and HCTR, we
refer the reader to the respective papers.
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Fig. 1. Encryption using XCB. Here the five keys Ko, ..., K4 are derived from a single key K using five block cipher
invocations in the following manner: Ko = Ex(0™"), K1 = Ex (0" *|]1), K2 = Ex(0™2||1]|0), K3 = Ex(0"2|]1?),
Ky = FEx (0"73||1||02). The keys Ko, K2 and K4 are used as block cipher keys whereas, the keys K1 and K3 are used
as keys for the universal hash function computations.
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Fig. 2. Encryption using HCTR. Here K is the key for the block cipher Ex () and h is the key for the universal hash
function Hy().



XCB: From the single key K for the block cipher, XCB derives five keys Kj, ..., K4. The keys K1
and K3 are used as keys for the universal hash functions, i.e., the polynomials formed from the data
are evaluated at K1 and K3. The keys Ky and K, are used for a single encryption and decryption
operation respectively of the underlying block cipher. The key K5 is used as a key to the counter
mode of operation. This means that K5 is also used as a key for the underlying block cipher.

Viewed in this fashion, XCB has one limitation. Since an output of the block cipher is to be
used as a key, this means that the length of the key and the block length should be the same. It will
not be possible to use XCB when the key length is different from the block length, as for example
in Rijndael with 192-bit key and 128-bit block lengths. Viewed differently, one can consider XCB
as if it uses five keys Kjy,..., K. Then this problem of key-length block-length mis-match does
not arise. On the other hand, a five key protocol is not very attractive which is perhaps why the
designers chose to derive the five keys from a single one.

The tweak in XCB can be of arbitrary length. The message is padded with zeros to make it
a multiple of the block length. Similarly, the tweak is also padded and appended to the message.
Then the lengths of the message and the tweak are appended. The entire string now has a length
which is a multiple of the block length. This string is hashed using the universal hash function.

An important issue regarding XCB is the lack of a concrete security bound. A sketch of the
security proof is provided but no bound is worked out. The issue of obtaining concrete security
bounds is usually considered to be important for various modes of operations.

HCTR: This work is later than XCB and there are a few differences. It uses a single key for
the block cipher and a single key for both the layers of the universal hash function. The tweak
and length are handled in a manner similar to that of XCB. On the other hand, the first block is
handled differently. In particular, the decryption call during XCB encryption is no longer required.
HCTR provides a security proof and a concrete security bound. The adversary’s advantage is upper
bounded by a constant multiple of o2 /2", where o, is the number of n-bit blocks provided by the
adversary in all its queries. This is higher than the usual quadratic bound which is of the type
a2 /2m,

1.1 Owur Contributions

In this paper, we present HCH, which is a construction of a new tweakable enciphering scheme.
HCH is also of the hash-counter-hash type. A schematic diagram is shown in Figure 4.

Compared to XCB and HCTR, we introduce an extra block cipher call before initializing the
counter mode. This block cipher call plays an important role in obtaining a quadratic security
bound. Without this block cipher call, the counter mode is initialized with the output of a universal
hash function. As a result, the inputs of all the block cipher calls as part of the counter mode are
minor modifications of the universal hash output. In the collision analysis in HCTR, it is this feature
which leads to a cubic security bound. For XCB, this could be a problem, if one wanted to obtain
a security bound. On the other hand, in HCH, the extra block cipher call ensures that the counter
mode is initialized with a “random” quantity. It is due to this that the collision analysis in HCH
leads to a quadratic security bound.

The tweak and the length are also handled differently from both XCB and HCTR. HCH handles
n-bit tweaks. The encryption of the tweak (called R) is XOR-ed to the binary expansion of the
message length and the quantity is encrypted once more to obtain (). The key for the universal
hash function is taken to be R. This method of handling the tweak and the length is taken from



PEP. As a result of using this method, we do not require a separate key for the universal hash
function.

More details on the comparison of HCH to the other modes of operations are given in Section 3.
From the viewpoint of efficiency, the encrypt-mix-encrypt constructions (CMC, EME, EME*) use
approximately two block cipher calls per message block while the hash-encrypt-hash constructions
(XCB, HCTR, HCH and TET) use approximately one block cipher call and two GF'(2") multipli-
cations per message block. The second approach is faster if one block cipher call takes more time
than two GF(2") multiplications. Thus, this is actually a comparison between the two approaches.

One desirable goal is to obtain a tweakable enciphering scheme which uses a single key, can
encrypt arbitrary length messages and has a quadratic security bound. HCH achieves this combi-
nation of properties while none of the other known constructions satisfy all three of these properties
(see Table 1).

One drawback of HCH compared to XCB and TET is that it is not possible to use pre-
computation to speed up the polynomial hash computation. We note, however, that secure storage
for pre-computed tables can be problem for multi-key environments and hardware implementa-
tions. Nevertheless, we describe a simple variant of HCH called HCHp for which it is possible to
utilize pre-computation. HCHp uses a separate hashing key. Though HCHp uses more key mate-
rial than HCH, this amount is still lower than the other proposals of the hash-encrypt-hash type
constructions.

Disk encryption is an important application of tweakable SPRPs. For this application, the
number of blocks in the message is fixed. We describe a variant HCHfp which works for fixed
length messages; can utilize pre-computation; and reduces the number of block cipher calls by one.
The efficiency (time for encryption and decryption) of this construction is similar to other known
hash-encrypt-hash type constructions; on the other hand, HCHfp requires less key material and
provides better key agility.

2 Specification of HCH

We construct the tweakable enciphering scheme HCH from a block cipher E : £ x {0,1}" — {0,1}"
and call it HCH[E]. The key space of HCH[E] is same as that of the underlying block cipher E and
the tweak space is 7 = {0,1}". The message space consists of all binary strings of length greater
than n.

An n-bit string can be viewed as an element of GF'(2"). We will consider each n-bit string in
the specification of HCH as a polynomial over GF'(2) of degree less than n, and multiplication will
be done modulo a fixed irreducible polynomial 7(z) of degree n. Thus, if A and B are n-bit strings,
then by AB we will mean the n-bit string representing the product A(x)B(z) mod 7(z). Also,
the notation xz@ denotes the n-bit string representing z@Q(x) mod 7(z). The operation @ denotes
addition over GF'(2").

For an n-bit string X, by pad,(X) we denote the string X||0" and by drop,(X) we denote the
prefix of X obtained by dropping the last ¢ bits of X. For 0 <1 < 2 — 1, by bin;(i) we denote the
t-bit binary representation of the integer i.

Let R,Q, A1, ..., A, be n-bit strings. We define

HR7Q(A1, ... ,Am) =Q & A D Ang_l & Ang_2 RN Am_1R2 o A,LR. (1)

The above operations are over GF(2"), i.e., @ denotes addition over GF'(2") and terms of the form
A; R~ denote the product A;(x) R™~"*1(z) mod 7(z). The final value of Hg (A1, ..., Ap) is an



element of GF'(2") given by its n-bit string representation with respect to 7(x). From the definition
of Hp (), we have the following simple property which is required for proper decryption.

If By = HRQ(Al,AQ, - ,Am), then A = HRQ(Bl,AQ, R ,Am). (2)

In the conference version [2] of this paper, the function Hg ¢ was defined as Q ® A1 @ AsR& ... P
A R™ 1. This is in the reverse order compared to (1). The present definition of Hg ¢ is useful in
evaluating the hash function in the order of the message blocks using Horner’s rule. The ordering of
the message blocks do not affect the security proof since with both orderings we obtain polynomials
of degree (m — 1) and in the proof we are interested in whether R is a root of such a polynomial.
We note that XCB and HCTR also use the same ordering as (1), a fact which we had overlooked
while writing the conference version.

HCH requires a counter mode of operation. Given an n-bit string S, we define a sequence
S1,...,Sm, where each S; depends on S. Given such a sequence and a key K we define the counter
mode as follows.

CtI’K73(A1, - ,Am) = (Al D EK(Sl), e A @ EK(Sm)) (3)

In XCB, §; is defined from S;_1 in the following manner. The rightmost 32 bits of S;_1 are treated
as a non-negative integer with the least significant bit on the right; then this value is incremented
modulo 232 to obtain S;. This method limits the number of blocks in the message to at most 232.

For our proof, we will require the sequence S; to satisfy two properties. To define these, we
introduce a notation. For i > 1, let S; = f;(S), where each f; is a function from {0,1}" to {0,1}".
Then we need S; to satisfy the following two properties.

fi(S) # f;(S) for each S and for i # j; @
Pr(f;(SY) = f;(S?)] = 2% for random and independent S*, S2.

One simple way of defining f; so as to satisfy (4) is to set f;(S) = S @ bin, (i) as has been done
for HCTR. Both the methods of XCB and HCTR require the use of an adder. On the other hand,
for nonzero S, we can also have f;(S) = L;, where L; is the ith state of a maximal length LFSR
initialized by S. With this definition, it is not too difficult to prove that the sequence S; satisfies (4).
Using an LFSR might be more efficient than using an adder for hardware implementation. In the
following, we will work with S; keeping in mind the properties in (4). Any efficient method for
generating S;s from S such that the S;s satisfy (4) will serve our purpose.
Details on message parsing are as follows.

1. The message length is [ bits, where n < [ < 2" — 1. We write [ =n(m — 1) +r, with 1 <r <n.
2. The message consists of blocks P, ..., Py,

with |Pi| =+ = |Pp_1|=nand 1 <|P,| =7 <n.
3. The ciphertext is of the same length as the message, i.e.,

the ciphertext blocks are C1,...,Cp, with |C;| = |P;| for 1 <1i < m.

The complete encryption and decryption algorithm of HCH is given in Figure 3. A schematic
diagram of encryption is given in Figure 4.

2.1 Messages of Length n

We have excluded the case of [ = n from the above specification. This is because if [ = n, then
there is only a single block message and the counter part becomes vacuous. As a result, the block
cipher call to produce S is no longer required. (The quantity @ is still required.) Thus, this case
needs to be tackled separately. The extension is the following.



Fig. 3. Encryption and decryption using HCH. The tweak is T" and the key is K.

Algorithm E% (P, ...

7Pm)

Algorithm D% (C, ..

7C’m)

1. R=Ex(T); Q= Ex(R& bin,(])); 1. R=Ex(T); Q= Ex(R®bin,(1));
2. My, =pad,,_.(Pn); 2. Um =pad,,_,.(Cn);
3. M :HR,Q(P170047P77L717MWL); 3. U :HR,ZQ(Clv---vcm*hUm);
4. Uy =Ex(M1); I =M @Us; S =Exg(I)i|4d. M1 =EZ"(U1); I =M ®Uy; S= Ex(I);
5 (Ca,...,Cm—1,Dpn) 5 (Pay...,Pn-1,Vi)
= Ctrx,s(P2, ..., Pm—1, Mp); = Ctrg,s(Ca2,...,Cm-1,Un);
6. Cp =drop,,_,.(Dm); Un = pad,,_,.(Cn); |6. P =drop,,_,.(Vin); Mm = pad,,_,.(Pm);
7. Cl :HR,wQ(U17CQ7..A,Cmthm); 7. P1 :HRyQ(Mth,...,mel,Mm);
8. return (C1,...,Cn). 8. return (Pi,...,Pm).
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Fig. 4. Encryption using HCH. Here R =

Ex(T) and Q = Ex (R @ bin,(1)).




If [ > n use HCH to encrypt.
Ifl=nset Cr =2Q @ Ex (P, ® Q).

In the case | = n, there is a single message block P; and a corresponding ciphertext block Cj
defined above. Decryption is simple. This requires a total of 3 block cipher calls (2 to produce @
and one for producing C1).

The security of the above modification cannot be generically derived from that of HCH. We
need to have a separate proof for it. On the other hand, this proof is very similar to that of HCH,
with the only difference that we will have to take care of the possibilities of domain and range
collisions due to single block adversarial queries. We do not actually present this separate proof.
Instead, we present the complete proof for HCH with [ > n, from which a reader can easily obtain
a proof for the modified protocol.

The intuition behind this is quite easy. While considering internal collisions, the quantity P, ®Q
will be considered for possible collisions with other elements in the domain of the block cipher, while
the quantity C7 @ z@) will have to be considered for possible collisions with other elements in the
range of the block cipher. The value of () depends on both the tweak and the length. Thus, for
different length queries, the values of @ will be equal with probability 1/2". This takes care of
possible collisions between single block queries and queries with more blocks. Among single block
queries, if the tweaks are different, then again the values of the corresponding ()s are different and
so the probability of a collision is 1/2". The values of @ will be same only for those blocks which
have the same tweak. But in this case the corresponding plaintexts must be different (as otherwise
the adversary has provided the same query twice) and hence the probability of a collision is zero.

3 Discussion and Comparison

The differences of HCH to XCB and HCTR were mentioned earlier. All three can handle arbi-
trary length strings. Regarding security bounds, XCB does not provide any such bound, HCTR
provides a cubic bound, whereas HCH has a quadratic security bound. Among the hash-Ctr-hash
constructions, this is perhaps the most important feature of HCH compared to the others.

One limitation of XCB is that it might not be possible to use it with a block cipher whose key
length is different from the block length (unless one adopts a multi-key version of XCB as suggested
earlier). Also, the upper bound on the maximum length of a message is possibly determined by
the definition of the counter mode in XCB. HCTR uses one block cipher key plus one key for the
universal hash function. In contrast, HCH uses a single block cipher key. The key for the universal
hash function is derived from the tweak.

TET is a recent construction which is of the hash-ECB-hash type, where the universal hash
function is designed to be bijective. The algorithm can handle arbitrary length tweaks and arbitrary
length messages. It uses two block cipher keys — one for the ECB layer and the other for a pseu-
dorandom function to process the tweak and also for other computations. However, even though
TET can tackle arbitrary lengths, it is not very efficient in such situations. For each query having
m blocks, TET needs to compute 7 = PRF g, (0,7) (where PRFg, () is a pseudo-random function
with key Kj) and 0 = 1 & 7@ --- @& 7™ successively for i = 0,1,... until a non-zero ¢ is found.
Then, this o needs to be inverted. (This o is not to be confused with o,,, the total number of n-bit
blocks provided by the adversary in all its queries.) These computations make TET unattractive
for variable length situations.

In Table 1, we present a comparison of HCH with the previous algorithms. We compare to
CMC, EME and EME* which are encrypt-mix-encrypt type constructions. XCB and HCTR are



also included, since they are of the hash-counter-hash type. We do not include ABL since it is
significantly slower than the other proposals. PEP and TET are hash-ECB-hash type constructions
with PEP being slower than TET.

EME tackles only strings of very specific lengths. From the table, we see that EME*, XCB,
HCTR, HCH and TET are the algorithms which can tackle arbitrary length strings (HCH can
be modified to also tackle strings of length n, see Section 2.1.) As discussed earlier, TET is not
interesting for encrypting variable length strings. EME* has a quadratic security bound, uses one
block cipher key plus two n-bit strings as auxiliary key material. XCB uses a single key (with some
restrictions) but does not provide any security bound. HCTR uses two keys and has a cubic security
bound. On the other hand, HCH uses a single key and has a quadratic security bound.

The algorithms CMC and EME* are based on the encrypt-mask-encrypt approach, while XCB,
HCTR and HCH are based on the hash-encrypt-hash approach. The first approach requires more
block cipher calls while the second approach requires more finite field multiplications. The compar-
ison is based on the relative cost of a block cipher call versus a finite field multiplication. Roughly
speaking, the hash-encrypt-hash approach will be faster than the encrypt-mix-encrypt approach
if one block cipher invocation is slower than two finite field multiplications. This is not true for
software implementation when the block cipher is AES. On the other hand, a mode of operation
is not intended to be used with only one block cipher. It is conceivable that there are (possibly
proprietary) block ciphers for which this condition hold and using the hash-counter-hash approach
will be better.

The number of passes gives the number of times the entire length of the message has to be read.
In the encrypt-mix-encrypt type constructions the number of passes is two while in the hash-ECB-
hash type constructions the number of passes is three. In the hash-Ctr-hash type constructions, the
number of passes is also two. This is because, the second layer of universal hash computation can
be combined with the encryption layer by rewriting the loop in a slightly different manner. (We
note that for HCH, this is due to the current definition of Hpg g(); using the definition of Hpg g()
in the conference version [2] of this paper will require three passes.)

Irrespective of whether the number of passes is two or three, the important thing is that it is
more than one. As a result, the encryption cannot be on-line, i.e., the ciphertext cannot be produced
without reading (or processing) the entire message. This property is natural to expect from a strong
pseudorandom permutation, since such a primitive tries to make each bit of the ciphertext depend
on the entire message.

The number of memory accesses depends on the number of passes and also on the details of
the algorithm. Suppose there are m blocks in the message to be encrypted (the reasoning about
decryption is similar). A single pass algorithm will need to read the m message blocks and write
the m ciphertext blocks. The behaviour of a multi-pass algorithm depends on the nature of the
construction.

Encrypt-Mix-Encrypt: For such constructions, the m message blocks are read; their encryptions
are written; these encryptions are read and the ciphertext blocks are written. Thus, 2m blocks
are read and 2m blocks are written.

Hash-Ctr-Hash: For such constructions, the m message blocks are read and the output of the
universal hash function is computed; then the encryption layer reads the message blocks once
more and simultaneously computes the output of the second universal hash function and also
writes the ciphertext blocks. Thus, in this case 2m many blocks are read but only m blocks are
written.



Hash-ECB-Hash: These are three pass constructions. For PEP, 3m blocks are read and 3m
blocks are written, while for TET 3m blocks are read and 2m blocks are written.

These values are given in Table 1. From the above discussion, we see that the hash-Ctr-hash
constructions require the minimum number of writes. The total time required for encryption and
decryption will be the time for computation as well as the time for reading and writing the blocks.
Depending on the actual implementation, this value can vary quite a lot.

Table 1. Comparison of SPRPs for variable length messages using an n-bit block cipher and an n-bit tweak. Here
m denotes the number of message blocks (full or partial). For HCH, we assume the modification in Section 2.1. For
PEP, we assume m > 3. For TET, m’ is the number of full blocks and 2 is a value which depends on m (and K).
We ignore constants for the security bounds. [BC]: block cipher invocation; [M]: GF(2") multiplication; [I]: GF(2")
inversion; [R]: read a block; [W] write a block; [BCK] block cipher key; [AK] auxilliary n-bit key material; o, total
number of n-bit blocks in all the queries. The construction types are the following. I: enc-mix-enc; II: hash-ECB-hash;
III: hash-Ctr-hash.

Mode [typel|sec. bnd. comp. cost read/write keys msg. len. |passes| enc. |parallel?
layers
CMC | T || o2/2" (2m + 1)[BC] 2m[R]+2m[W] 1[BCK] mn, m>1 2 2 No
EME | I || o2/27 (2m + 2)[BC| 2m[R]+2m[W] 1[BCK] mn, 2 2 Yes
1<m<n
EME"| T || 02/2" | @m+ 2 +1)[BC] [2m[R]+2m[W][1[BCK]+2[AK]| >n 2 2 Yes
PEP [ II || o2/2" (m+ 5)[BC] 3m[R]+3m[W] 1[BCK] |mn,m>1] 3 1 Yes
+(4m — 6)[M]+1[1]
TET | II || 02/2" [o((m — 1)[M]+2[BC])|3m[R]+2m[W]|  2[BCK] >n 3 1 | partial
+(m + 2)[BC]
+2m/[M]+1[1]
XCB | III not (m +6)[BC| 2m[R]+m[W] 1[BCK] [n, 2%] 2 1 | partial
given +2(m + 1)[M]
HCTR| III || o3 /2" m[BC] 2m[R]+m[W] |1[BCK]+1[AK] >n 2 1 | partial
+2(m + 1)[M]
HCH [III || o2/2" (m + 3)[BC] 2m[R]+m[W] 1[BCK] >n 2 1 | partial
+2(m — 1)[M]

Parallelism: Some of the constructions in Table 1 are marked as being partially parallel. This
means that the encryption layer is parallel but the hash computations are not. The hash computa-
tions can also be made parallel, but then Horner’s rule cannot be applied for polynomial evaluation.

For XCB, HCTR, HCH and TET, this increases the total number of GF'(2") mutliplications by
roughly a factor of two.

Arbitrary Length Tweaks: CMC, EME, EME* and HCH support n-bit tweaks. On the other
hand, XCB TET support arbitrary length tweaks, while HCTR supports arbitrary but fixed length
tweaks. For HCH, it is easy to obtain a variant supporting arbitrary length tweaks by using a
separate pseudorandom function which uses an independent key. This PRF will produce an n-bit
digest of the tweak which will be used by the usual HCH construction. This approach is used in
TET. The difference is that for TET, one needs the PRF even for n-bit tweaks. We note that n-bit
tweaks are sufficient for disk encryption, since in this case sector addresses are used as tweaks.



3.1 Pre-Computation

In certain situations, one can use pre-computation to generate tables and use these during the
actual encryption to speed up the computation. Two kinds of quantities may be pre-computed.

Block cipher key schedule. If the block cipher key is fixed, then it is possible to pre-compute
the entire key schedule. This helps in reducing the time required for encrypting each block. While
this improves speed, it also means secure storage for the pre-computed key schedules. Thus, a
construction which uses more block cipher keys requires more storage space. Let us consider XCB
as an example. The five keys that it requires does not depend on the message or the tweak and
hence these can be pre-computed. Out of these, three are block cipher keys and to obtain good
speed one may need to pre-compute and store the key schedule for all three of these. Similarly,
TET uses two block cipher keys and will require to store the key schedule for both keys. Compared
to this, EME*, HCTR and HCH use a single block cipher key and hence the storage space for the
pre-computed key schedule will be lesser.

Table for computing polynomial hash. If one of the operands is fixed, then pre-computation
can be used to speed up finite field multiplication [13]. XCB, HCTR and TET can use such pre-
computation to speed up the computation of the polynomial hash. On the other hand, since HCH
evaluates the polynomial at a value which depends on the tweak and the length, it is not possible
to use pre-computation for speeding up polynomial arithmetic.

We note, however, that the general issue of pre-computation comes at a cost. One will require
secure storage for the pre-computed tables (whether for block cipher key schedules or for polynomial
evaluations), which can be a problem especially in multi-key situations or in hardware implemen-
tations. The related issue is of key agility. If the key changes often, then changing the tables each
time can be problematic.

3.2 HCHp: A Variant Supporting Pre-Computation

Any construction of the hash-Ctr-hash type will basically require at least two keys — one for the
block cipher and another one for the universal hash function. In HCH, the universal hash key is
derived by encrypting the tweak and hence pre-computation cannot be used. On the other hand, if
one wants to utilize pre-computation, then it is easy to modify HCH to obtain a variant for which
this is possible. This variant is called HCHp and is described in Figure 5.

Fig. 5. Encryption and decryption using HCHp. The tweak is T" and the key is (K, a), where K is the block cipher
key and « is the universal hash key.

Algorithm Ej (P, ..., Pn) Algorithm D};’a(cl, ey C)

1. R=Ex(T); Q= Ex(R& bin,(])); 1. R=Ex(T); Q= Ex(R®bin,(1));

2. My, =pad,,_.(Pn); 2. Um =pad,,_,.(Cn);

3. Mi=Haq(Pr,. ., Pn-1,Mn); 3. Ui =Ha2q(Ch,...,Cm-1,Un);

4. U1:EK(M1);I:M1€BU1;S:EK(I);4. M1:E;(1(U1);I:M1€BU1; S:EK(I);
5. (Ca,...,Cm—1,Dpn) 5 (Pay..., Pm—1,Vm)

= C'chys(Pz7 ey mel, Mm); = Ctl’K,s(Cz7 Cey Cmfh Um);
Cm =drop,,_,(Dm); Un = pad,,_,.(Cw); |6. Pm =drop,,_,.(Vin); My = pad,,_,.(Pm);
Ci = Ha,;cQ(Uh C27 ey Cmfh Um)7 P = Ha,Q(Mh P27 ey meh Mm);
8. return (C1,...,Cn). 8. return (Pi,...,Pm).

b
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The change to HCH is minimal. An n-bit (also considered to be an element of GF(2")) key «
for the universal hash function is used. This is chosen uniformly at random from the set of all n-bit
strings and is independent of the block cipher key K. The invocations of the hash function H() is
done using « instead of R. Since, « is a fixed quantity, a table can be pre-computed to speed up
multiplications using a. Note that @ (which is computed from R) is used in the same manner as
in HCH.

Security is not affected by the replacement of R by « in the hash function computation. The
intuitive argument for this is the following. R depends upon the tweak while o does not. Thus, a
problem may arise if two different queries are made with the same message but different tweaks.
However, note that the H, g() depends upon @) which in turn depends upon both the tweak and
the length. Hence, if the tweaks are different, then the corresponding values of ) will be different,
which will ensure that there is no collision for the internal variables corresponding to the two
queries. More details on the collision analysis is provided in Section 6.5.

4 Fixed Length Variants

One important application of tweakable enciphering scheme is disk encryption. For such applica-
tions, the length of the message is fixed and is some multiple of the block length. The tweak is taken
to be the sector address. For such applications, it is possible to simplify some of the constructions.

For XCB, as mentioned earlier, the three block cipher keys and the two polynomial hash keys can
be pre-computed. (After pre-computing the keys, depending on the available secure storage space,
one may or may not choose to pre-compute the key schedules and tables to speed up polynomial
hash.) This makes the number of block cipher calls for an m-block message to be (m+1). For TET,
since the value of m is now fixed, the values of 7 and ¢! can be pre-computed and stored. Also,
TET requires the encryption of the message length which can be pre-computed and stored. This
reduces the number of block cipher calls by one and increases the storage requirement by three
n-bit strings.

4.1 HCHfp: A Fixed Length Variant of HCHp

As mentioned earlier, in HCH, it is not possible to use pre-computed tables to speed up the hash
function computation. The variant HCHp was introduced for this purpose. We next describe a fixed
length variant HCHfp, which is a variant for fixed length messages and supports pre-computation.
This is given in Figure 6.

In HCHfp, the key « for the universal hash function is chosen uniformly at random and is
independent of the block cipher key. Moreover, this key is fixed for all messages and a table can be
pre-computed to speed up the hash function computation. The dependence of the hash value on
the tweak is achieved by invoking the hash function as H, g() and Hq zr(). The collision analysis
of HCHfp is given in Section 6.6.

Remark: It is possible to derive « using the block cipher key by setting o = Ex (xEgk(0™)). This
will make HCHfp a single key algorithm where the hash key (and a corresponding table) can be
pre-computed if required. This may be desirable for some applications. The collision analysis of
this variant is almost the same as that of HCHfp and hence is not provided.



Fig. 6. Encryption and decryption using HCHfp. The tweak is T" and the key is (K, «), where K is the block cipher
key and « is the universal hash key. The number of blocks m is fixed.

Algorithm E (P, ..., Pn) Algorithm DY ,(C1,...,Cn)

1. R= Ex(T); 1. R=Ex(T);

2. My, =pad,_,.(Pn); 2. Um =pad,_,.(Cn);

3. M1:HQ7R(P1,...,Pm71,Mm); 3. U1 :HaﬁwR(Clpn,Cmthm);

4. U1:EK(M1);I:M1@U1;S:EK(I);4. M1:E;{1(U1);I:M1€BU1; S:EK(I);
5. (Cay...,Cm—1,Dn) 5 (Pay..., Pm—1,Vm)

= Ctl’K,s(Pz7 vy Pra, Mm); = CtrK,s(Cg, vy O, Um);
Pm = dropnf'r(‘/””); Mm = padnf'r(P’”l);

6. Cm =drop,,_,.(Dm); Un = pad,,_,.(Cn); |6.
7. C1 :Ha,zR(UhOz,...,Omthm); 7. P1 :HQ,R(M17P27..47P77L71,Mm);
8. return (C1,...,Cn). 8. return (Pi,...,Pn).

4.2 Comparison Among Fixed Length Variants

The comparison for fixed length inputs is given in Table 2. As mentioned earlier, the comparison
between encrypt-mix-encrypt and hash-encrypt-hash approaches depends on the relative efficiency
of a block cipher invocation to a finite field multiplication. If a block cipher invocation is slower
than two multiplications, then the second approach is faster. Otherwise, the first approach is faster.

Table 2. Comparison of different tweakable SPRPs for fixed length inputs using an n-bit block cipher and an n-bit
tweak. The fixed number of blocks is m > 1 and each block is of length n bits. [BC]: block cipher invocation; [M]:
GF(2") multiplication; [R]: read a block; [W]: write a block; [BCK]: block cipher key; [AK]: auxiliary n-bit string
(including polynomial hash keys).

[Mode [ CMC | EME° | XCB | TBET || HCH | HCHp |
sec bnd. gz /2" gz /2" not given oz /2" az /2" gz /2"

B(C| 2m+1 2m+1+m/n m+1 m+1 m+3 m+2

M] - - 2(m + 3) 2m 2(m —1) 2(m —1)
number of passes 2 2 2 3 2 2

read /write 2m[R]+2m[W][2m[R]+2m[W]|2m[R]4+m[W]|3m[R]+2m[W]|[2m[R]+m[W]|2m[R]+m[W]
[BCK] 1 1 3 2 1 1

[AK] = 2 2 3 = 1
precomp (key sch) yes yes yes yes yes yes
precomp (mult table) - - yes yes no yes

Table 3. Efficiency of key change. For TET, the value of « depends only on K (since the number of blocks m is
fixed). [I]: inversion.

[Mode _ [OMC[EME'|XCB] TET [FCH[HCH]
comp. cost| — — |5[BC]|2((m — 1)[M]+2[BC])+1[BC]+1[I]|| — -
key sch. 1 1 3 1 1

mult. tab. - 2 1 -

Let us now consider the constructions in the hash-encrypt-hash approaches. Table 2 lists two
other constructions of this type — XCB and TET. XCB is of the hash-counter-hash type while TET
is of the hash-ECB-hash type. We do not include HCTR in the comparison table since it has a
cubic security bound. XCB, on the other hand, is included because it is the first hash-Ctr-hash



type construction (even though it does not have a security bound). The variant HCHfp is given
for comparison. The difference between these two variants is that HCH uses a single block cipher
key but cannot use pre-computation to speed up the hash computations while HCHfp uses a block
cipher key and an n-bit hash key and can use pre-computation to speed up the hash computations.
Also, HCHfp makes one less block cipher call. The other features are the same.

The number of block cipher calls and the number of multiplications made by XCB, TET and the
two HCH variants are roughly the same. If pre-computation is used, then XCB, TET and HCHfp
have similar efficiencies.

Key Agility: Table 3 provides the costs for the different algorithms when a key is changed.
The first row gives the computation cost, which includes block cipher invocations and finite field
operations. These costs are matched with Table 2 in the sense that if less is pre-computed, then
the computation costs in Table 2 will increase.

In terms of key agility, CMC, EME* and HCH are the best, since only one block cipher key
schedule has to be computed on a key change. (EME* requires two additional n-bit keys.) Next
comes HCHfp, which requires computation of one block cipher key schedule and one multiplica-
tion table. From the viewpoint of key agility, XCB and TET are significantly slower compared to
the other four with XCB requiring the maximum amount of secure storage space. TET requires
a finite field inversion for every key change. This necessitates an inversion circuit for hardware
implementation, which is not required by the other five modes.

5 Security of HCH and the Variants

5.1 Definitions and Notation

The discussion in this section is based on [6]. An n-bit block cipher is a function E : K x {0,1}" —
{0,1}", where K # () is the key space and for any K € K, E(K,.) is a permutation. We write F ()
instead of E(K,.).

An adversary A is a probabilistic algorithm which has access to some oracles and which outputs
either 0 or 1. Oracles are written as superscripts. The notation A9©2 = 1 denotes the event that
the adversary A, interacts with the oracles O1, O, and finally outputs the bit 1. In what follows,

by the notation X Es , we will denote the event of choosing X uniformly at random from the set
S.

Let Perm(n) denote the set of all permutations on {0, 1}". We require E(, ) to be a strong pseu-
dorandom permutation. The advantage of an adversary in breaking the strong pseudorandomness
of E(,) is defined in the following manner.

—1

Adviprp(A) = ‘Pr {K &k APOELO o 1} —Pr {7‘( s Perm(n) : A0 0 o 1} ‘ .

Formally, a tweakable enciphering scheme is a function E : K x 7 x M — M, where K # () and
T # () are the key space and the tweak space respectively. The message and the cipher spaces are
M. For HCH we have M = U;~,{0, 1}*. We shall write EX(.) instead of E(K,T,.). The inverse of
an enciphering scheme is D = E~! where X = D%(Y) if and only if EL(X) =Y.

Let Perm? (M) denote the set of all functions 7 : 7 x M — M where m(7,.) is a length
preserving permutation. Such a w € PermT(M) is called a tweak indexed permutation. For a
tweakable enciphering scheme E : IC x 7 x M — M, we define the advantage an adversary A has



in distinguishing E and its inverse from a random tweak indexed permutation and its inverse in
the following manner.

AQE ) = [pe 1 1 AP R 1] e P (v a0 ]

Pointless queries: We assume that an adversary never repeats a query, i.e., it does not ask the
encryption oracle with a particular value of (7, P) more than once and neither does it ask the
decryption oracle with a particular value of (T,C) more than once. Furthermore, an adversary
never queries its deciphering oracle with (7, C) if it got C' in response to an encipher query (T, P)
for some P. Similarly, the adversary never queries its enciphering oracle with (7', P) if it got P
as a response to a decipher query of (7, C') for some C. These queries are called pointless as the
adversary knows what it would get as responses for such queries.

Following [6], we define the query complexity o, of an adversary as follows. A string X con-
tributes max(|X|/n,1) to the query complexity. A tuple of strings (X1, Xa,...) contributes the
sum of the contributions from all oracle queries plus the contribution from the adversary’s output.
Suppose an adversary makes ¢ queries where the number of n-bit blocks in the ith query is ¢;.
Then, 0, = 14+ Y7, (1+4;) > 2q. Let p be a list of resources used by the adversary A and suppose
AdvécXXX(A) has been defined where £ is either a block cipher or a tweakable enciphering scheme.
AdvE™¥(p) denotes the maximal value of AdvE™*(A) over all adversaries A using resources at
most p. Usual resources of interest are the running time ¢ of the adversary, the number of oracle
queries ¢ made by the adversary and the query complexity o, (n > 1).

The notation HCH[E] denotes a tweakable enciphering scheme, where the n-bit block cipher
E is used in the manner specified by HCH. Our purpose is to show that HCH[E] is secure if F is
secure. The notation HCH[Perm(n)] denotes a tweakable enciphering scheme obtained by plugging
in a random permutation from Perm(n) into the structure of HCH. For an adversary attacking
HCH[Perm(n)], we do not put any bound on the running time of the adversary, though we still put
a bound on the query complexity o,. We show the information theoretic security of HCH[Perm(n)]

by obtaining an upper bound on Advlj—tl%rIFI)[Perm(n)](U")' The upper bound is obtained in terms of

n and o,. For a fixed block cipher E, we bound Advﬁggw] (on,t) in terms of Advfgprp(an,t’),

where ¢ =t 4+ O(c,,). We will use the notation E; as a shorthand for HCH[Perm(n)] and D, will
denote the inverse of E;. Thus, the notation AF~P= will denote an adversary interacting with the
oracles E; and D,.

5.2 Statement of Results

The following theorem specifies the security of HCH.

Theorem 1. Fizn,q and o, > 2q to be positive integers and an n-bit block cipher E : Kx{0,1}" —
{0,1}™. Then

+prp n
AdeCH[Perm(n)](U") S Ton ()
AdviPP B < 170, AdyE (g, o 6
VhcH[g) (T t) < 5o+ AdvET (o, ) (6)

where t' = t+ O(oy,,). Equations (5) and (6) also hold when HCH is replaced by its variants HCHp
and HCHfp.



The above result and its proof is similar to previous work (see for example [6, 7, 3]). As mentioned
in [6], Equation (6) embodies a standard way to pass from the information theoretic setting to the
complexity theoretic setting. We briefly provide the argument. For any adversary A, we have the
following.

Advﬁgrg[E](A) =Pr [K i K- AEK('7~)7E;(1(-7-) = 1:| — Pr |:7r 3 PermT(,/\/l) : A‘"("')77r71('7-) N 1:|

= (Pr [K 3 K ABKCOEL () o 1] —Pr [77 & Perm(n) : AE=Dr — 1})
+ (Pr {7? & Perm(n) : AB=DPr = 1}
— Pr [’n’ i PermT(M) CATC)ATH) o 1])

_ +prp
=X+ AdeCH[Perm(n)] (4)

where X = (Pr {K &K ABKGIEL () o 1] —Pr [w & Perm(n) : AB~Dx = 1]) The quantity

X represents an adversary’s advantage in distinguishing HCH[E] from HCH[r|, where 7 is a ran-
domly chosen permutation from Perm(n). Clearly, such an adversary A can also distinguish E from
a random permutation and hence X < Advff;prp(A). This argument shows how (6) is obtained
from (5).

For proving (5), we need to consider an adversary’s advantage in distinguishing a tweakable
enciphering scheme E from an oracle which simply returns random bit strings. This advantage is

defined in the following manner.

rnd
AdVI:FICH[Perm(n)] (4) =

Pr [71' & Perm(n) : AB=DPr — 1} —Pr {A$("')’$("‘) = 1} ‘

where $(., M) returns random bits of length |M].
The basic idea of proving (5) is as follows.

+pIy P |
AdVH%rg[Perm(n)](A) = <Pr _71' & Perm(n) : AB=Pr = 1

— Pr {ﬂ‘ & PermT(M) CATCDTTG) o 1})

= (Pr r& Perm(n) : AB=P~ = 1| — Pr [A$('7')’$("') - 1})

+ (PI' [A$(7)7$(,) = 1:| — Pr |:7'r i PermT(j\/l) . A"r(w-)ﬂfil(.,.) N 1:|)

1
= Advﬁ%ﬁ[f’erm(n)] (4) + (g) on (7)

where ¢ is the number of queries made by the adversary. For a proof of the last inequality see [6].

The main task of the proof now reduces to obtaining an upper bound on Advli{gll({i[Perm(n)] (o)

This proof is provided in Section 6, where we show (see (20)) that for any adversary having query
complexity o, we have

Advﬁglg[Perm(n)] (o) on -’ (8)

IA
;



Using this and (7), we obtain

+prp 70’%
AdVHCH[Perm(n)](U") S o
The proof of (8) uses the standard technique of sequence of games between an adversary and the
mode of operation HCH. The proof is similar to the corresponding proofs of CMC [6] and EME [7].
By a sequence of games we show that if in response to any valid query of the adversary, random
strings of appropriate lengths are returned then the internal computations of HCH can be performed
consistently under the assumption that the block cipher and its inverse are random permutations.
The crux of the proof lies in showing that there would seldom be any collisions in the range and
domain sets of the block cipher if the adversary queries HCH with valid queries and HCH responds
to them by producing random strings. In a later part we remove the randomness associated with the
adversary and the game runs on a fixed transcript consisting of the queries and their responses. We
show that in such a situation also the internal computations of HCH can be performed consistently.

6 Proof of Theorem 1

We describe the detailed proof for Theorem 1 for HCH. The proofs for the variants are similar. At
the end of the proof for HCH, we provide the details of the variables which arise for each of the
variants and among which the collision analysis is to be made.

We prove the upper bound on Advli{gll({i[Perm(n)] (q,0n). Recall that this is the difference in the

probabilities of the adversary producing one when interacting with HCH instantiated by a random
permutation (E, and D,) and when interacting with an oracle which returns random strings on
any input.

We model the adversary’s interaction with the oracles E; and D, as a game. In the usual game,
which we call HCHI1, the adversary submits queries to E; and D, and gets appropriate answers.
Starting from this game, we modify it in successive steps to obtain games where the adversary is
provided random bit strings of appropriate lengths. This results in a sequence of games: HCHI,
RANDI1, RAND2, RAND3 and NON. In the final game, both the plaintext and the ciphertext
are allowed to be fixed by the adversary. The point is then to show that even in this case, with
high probability it is possible to adjust the internal variables so as to ensure that these plaintext-
ciphertext pairs are consistent with the HCH mode of operation.

6.1 Overview

Before presenting the details of the games, we describe the idea behind the games. This may help
in understanding the details of each game.

Game HCH1: In this game, the adversary interacts with HCH where the block cipher is instan-
tiated by a random permutation 7. For every invocation of 7 (resp. m—!), we generate a random
string; if this string is already in the domain (resp. range) of 7, then we set a flag bad to true and
randomly choose a string which is not currently in the domain (resp. range) of .

Game RANDI1: In this game, we do away with the explicit domain and range checks (and as
a result the adversary obtains random strings in response to any query). So, if bad is not set to
true, then Games HCH1 and RAND1 are same. The setting of bad to true means that there is
either a domain or a range collision. The whole point of the rest of the proof is to upper bound the
probability of such collisions.



Game RAND2: In this game, in response to any query, we explicitly return random strings to
the adversary. Then, the internal variables are adjusted to ensure that whatever is returned to the
adversary is consistent with the mode of operation. If this adjustment cannot be done, then bad
is set to true. The probabilities of bad being set to true is the same for both games RANDI1 and
RAND2. Also, in this game the adversary is effectively interacting with an oracle which provides
random strings on any input.

Game RAND3: In this game, we first return the random strings to the adversary and then try
to adjust the internal variables. Also, in this game, we maintain the current domain and range of
7 as multisets. If a value occurs twice in this multiset, then there is a collision. The changes from
RAND2 to RAND3 are technical in nature and does not affect the adversary’s view in any manner.

Game NON: We first upper bound the probability that there is a collision in the output of the
counter mode over all the queries. (This is also the probability that the quantities P; & C; are
all distinct.) This probability is o2/2". The set of queries by the adversary and the responses to
them constitute a transcript of the game. We now consider all transcripts such that outputs of the
counter mode are distinct over all the queries. Such transcripts are called allowed transcripts. To
obtain the game NON (for non-interactive) we fix a transcript which maximizes the advantage of
the adversary. We then show that for such a transcript the probability of bad being set to true is
small. Structurally, games RAND3 and NON are exactly the same though the interpretation of the
variables are somewhat different.

Combinatorial analysis: The task of showing the probability of bad being set to true boils down
to a combinatorial analysis. We carefully identify the quantities in the domain and range sets and
then upper bound the probability that two elements in the domain or two elements in the range
are equal. Most of this is routine except for the polynomial hash output. We discuss this in more
details.

Polynomial hash and the effect of the extra block cipher invocation: In HCTR, the
counter is initialized with the XOR of the input and the output of the block cipher invocation for
the first block. In the game NON, where both the plaintext and the ciphertext are fixed, this results
in the counter being initialized with the XOR, of two polynomial hashes. Consequently, for each
query of length m, there are m quantities in the domain which are variants of these polynomial
hashes. As a result, almost all the quantities in the domain are some kind of polynomial hashes. A
collision analysis of so many polynomial hash quantities makes the bound cubic.

Let us now consider the situation of HCH. For each query, the counter is initialized by the
output of an encryption. In Game NON, the XOR of the polynomial hashes of the plaintext and
ciphertext enters the domain once as input to the extra block cipher invocation. Thus, in HCH, for
each query, we have only one polynomial hash quantity to take care of. This makes it possible to
obtain a quadratic security bound.

6.2 The Games

By an abuse of notation, we will use AHCH! to denote an adversary A’s interaction with the
oracles while playing game HCH1. We will use similar notations for the other games. The detailed
pseudocode for the different games are given in Section A.



Game HCH1: We describe the attack scenario of the adversary A through a probabilistic game
which we call HCH1. In HCH1, the adversary interacts with E, and D, where 7 is a randomly
chosen permutation from Perm(n). Instead of initially choosing 7, we build up 7 in the following
manner.

Initially 7 is assumed to be undefined everywhere. When 7(X) is needed, but the value of 7 is
not yet defined at X, then a random value is chosen among the available range values. Similarly
when 7=1(Y) is required and there is no X yet defined for which 7(X) =Y, we choose a random
value for 771(Y) from the available domain values.

The domain and range of 7 are maintained in two sets Domain and Range, and Domain and
Range are the complements of Domain and Range relative to {0, 1}". The game HCHI is shown in
Figure 7. The figure shows the subroutines Ch-7, Ch-7—!, the initialization steps and how the game
responds to a encipher/decipher query of the adversary. The ith query of the adversary depends on
its previous queries, the responses to those queries and on some coins of the adversary.

The game HCH1 accurately represents the attack scenario, and by our choice of notation, we
can write

Pr[AE=Dr = 1] = pr[AHCHL = 1], (9)

Game RAND1: We modify HCH1 by deleting the boxed entries in HCH1 and call the modified
game as RAND1. By deleting the boxed entries it cannot be guaranteed that 7 is a permutation
as though we do the consistency checks but we do not reset the values of Y (in Ch-7) and X (in
Ch-7~1). Thus, the games HCH1 and RAND1 are identical apart from what happens when the
bad flag is set. So,

| Pr[AHCHL — 1] — Pr[ARANDL 5 )| < Pr[ARANDL gets bad] (10)

Game RAND2: We make certain changes to the game RAND1 which are invisible to the adversary.
In RANDI1 as the permutation 7 is not maintained, thus the subroutine Ch-m and Ch-7—! are
no more needed. Instead we add a new subroutine called Check-Domain-Range(X,Y"). In Check-
Domain-Range(X,Y"), X is inserted into Domain and Y is inserted into Range; also, if X €
Domain or Y € Range then the bad flag is set.

In this game, for an encryption query, we choose the ciphertext blocks to be random n-bit
strings and return to the adversary. Then we adjust the internal variables so as to ensure that the
particular choice of ciphertext blocks is consistent as per the protocol. Similarly, for a decryption
query, we choose the plaintext blocks to be random n-bit strings and return to the adversary and
then adjust the internal variables. This does not alter the adversary’s view of the game since for
each such change the adversary obtains a random n-bit string both before and after the change.
Thus,

PrARANDL = 1] = Pr[ARAND? = 1] (11)

also,
Pr[ARANDL gets bad] = Pr[ARAND2 gets bad] (12)

In RAND2 the adversary is supplied with random bits as response to queries to both the encrypt
and the decrypt oracles. Hence,

Pr[ARANDZ = 1] = Pr[A3(:)80) 5 1] (13)



Now, from Equation (9), (10), (11), (12) and (13) we get

Advlﬂ_;glg[Perm( (A = | Pr[AE=DPr = 1] — Pr[A3%¢:):80) = 1] (14)
— |PI'[AHCH1 ] PI‘[ARAND2 - 1”
— |PI'[AHCH1 ] PI‘[ARANDl - 1”

< Pr[ARANDL gets bad]
= Pr[ARAND2 gets bad] (15)

Our task is thus to bound Pr[ARAND2 sets bad).

Game RAND3: Here we make two subtle changes to the game RAND2. Here instead of the
Domain and Range sets we use multisets D and R respectively. In the game RAND3 on either an
encryption or a decryption query by the adversary a random string is given as output. Next, the
internal variables are adjusted in the first phase of the finalization step. The bad flag is set at the
second phase of the finalization step by checking whether a value occurs in either R or D more than
once. The game RAND3 is shown in Figure 9. RANDS3 sets bad in exactly the same conditions in
which RAND2 sets bad, hence

Pr[ARAND2 gets bad] = Pr[ARAND3 sets bad). (16)

Game NON: In Game RANDS3 consider the variable Y;* which is defined as

=C;@P’, when 1 <i<m®—1;
=D}« ® M., when i =m* and ty = Enc;
=U;:® V>, wheni=m® and ty = Dec.

For 2 < i < m?, the variable Y;® enters the range set and it is always an n-bit random quantity. As,
when 2 <i < m?® — 1, then for a encryption (resp. decryption) query C? (resp. P?) is a randomly
chosen n-bit string. When ¢ = m?, then for an encryption (resp. decryption) query D3 s (resp. V,5s)
is a randomly chosen n-bit string. Thus, for (s,7) # (t,7), Pr[Y = Y]] = - The condition Y;* = Y}
for some (s,7) # (t,7) leads to a collision in the range and results in bad being set to true. The
total probability of bad being set to true due to collisions of this kind is at most (|§|) /2" < o2 /2m.
(Note that |R| < oy,, where o, is the query complexity.) Let X be the event that bad is set to true
in Game RAND3 due to collisions of this kind. Then we have

Pr[ARANDS gets bad] = Pr[(ARANDP3 sets bad) A (X v X))

[(ARANDS sets bad) A X] 4 Pr[(ARAND3 sets bad) A X]
[(

[

Il
q 9 9T
==

ARANDS gets bad)|X] Pr[X] + Pr[(ARAND3 sets bad)|X] Pr[X]
X] + Pr[(ARAND3 sets bad)|X]

IN A
N|3m

+ Pr[(ARANDS gets bad)|X].

Our next task is to upper bound Pr[(ARANDP3 sets bad)|X]. The condition X translates into the
fact that we can assume all the Y;*’s to be distinct. We consider the adversarial behaviour under
this condition.

In the previous games, for an encipher query, the adversary specified the tweak and the plaintext;
and for a decipher query, he specified the tweak and the ciphertext. We now consider the stronger



condition, whereby the adversary specifies the tweak, the plaintext and the ciphertext in both the
encryption and the decryption queries subject to the condition that the Y;*’s are all distinct. For
2<i<mf-1,Y7 = P’@C} and hence is determined entirely by the transcript. On the other hand,
the last block can be partial and hence in this case Y. is not entirely determined by ;. & Cy, .
There are two ways to tackle this situation. In the first way, we allow the adversary to specify an
additional (n —7*)-bit string, which when appended to (P} @ C;,.) forms Y,;.. In the second way,
we can generate this (n — r®)-bit string within the game itself. We prefer the first way, since this
is notationally simpler. The effect of both the methods are same since we require that Y;*’s are
distinct for all s and i = 2,...,m".

We do this by modifying the game RANDS3 into a new game NON (non-interactive). NON
depends on a fixed transcript tr = (ty, T, P, C,E) with ty = (ty', ty?,...,ty9), T = (T, T2,... T9),
P = (P}, P2,...P%), C = (C!,C?,...C% and E = (E',E?,...,E9) where ty* = {Enc,Dec}, T* €
{0,1}", P* =P{,P5,...,P;,., C°=C{,C5,...,C;, and each E® is a string of length (n — r®) such
that Y; . = (P;,. © C;,.)||E®. If this fixed transcript does not contain pointless queries and satisfies
the condition that the Y3’s are all distinct, then the transcript is called allowed.

Now fix an allowed transcript tr which maximizes the probability of bad being set. This transcript
tr is hardwired into the game NON. The syntax of NON is the same as the syntax of RANDS3,
except that the part before the finalization step is not present in NON. The main difference between
NON and RAND3 is in the interpretation of the variables. The tweaks, plaintext and ciphertext
blocks in RAND3 are given by the adversary while in NON they are part of the transcript tr which
is hardwired into the game. We denote this difference by using the symbols T® PJ, C7 and Y7 to
denote the tweaks, plaintext, ciphertext and the XOR blocks respectively in game NON. We have

Pr[ARANDS gets bad] < Pr[ANON sets bad] + 7 (17)

§.|:w

6.3 A Useful Result

The analysis of NON requires a result, which we state and prove here. Let £ = (£!,..., £9) be a
list of vectors, with £ # £ for iy # i and where £ = (L! ,Lfﬂl) with each L; is an n-bit
string considered to be an element of GF(2"). Let S be the set of all 4,5 such that m* = m?. In
other words, if i, j € S, then £¢ and £/ have the same number of components. For {i,j} € S, define

a polynomial P; ;(X) € GF(2")[X] as
Py(X) = (Liel)e (e )X e (e L)X e oL, oL)X" " (18)

We do not distinguish between P; ;(X) and P;;(X). The coefficients of this polynomial are elements
of GF(2"). Let e; ; be the following event. Choose a random element R from GF(2") and evaluate
P; i(R): €; j is the event P; ;(R) = 0. Define

e = \/ €; 5. (19)
{ijtes
The probability of e is given by the following proposition.
N2
Proposition 1. Prle] < & ( i m]) .
Proof : Suppose the different possible distinct lengths of the £;’s are [y,...,1,, for some p < q.
Further, let the number of £;’s of length i be t;. Then we have Zizl Lt =39, mJ. All the £;’s

J
of length [j contribute (tz’ﬂ) pairs to S.



Consider the polynomial P; j(X). This is a non-zero polynomial, since for i # j, we have £* # £7.
The degree is at most m’ — 1. Let m’ = Iy, for some k in {1,...,p}. Thus P; ;(X) has at most I — 1
distinct roots over GF'(2"). We have P; j(R) = 0, if the randomly chosen R is equal to one of the
roots. The probability of this happening is at most (I — 1)/2". Since there are (t") pairs in S
corresponding to length I, the contribution of all tuples of length [}, to e is at most ('i’“)(lk —1)/2™.

Hence,
Prle] < (g) LoDy (’3) G-l

P P 2 q 2
1 .
<o > il < o >t < o (Z tklk> = o (Zmﬂ)

The above bound can be improved by using Cauchy-Schwartz inequality in a different manner. (This
was pointed out to us by Mridul Nandi.) However, this improvement only improves the constant
in the bound of Theorem 1.

O

6.4 Analysis of NON

In the analysis we consider the sets D and R to consist of the formal variables instead of their
values. For example, whenever we set D < D U {X} for some variable X we think of it as setting
D — DU{“X”} where “X” is the name of that formal variable. This is the same technique as used
in [6]. Our goal is to bound the probability that two formal variables in the sets D and R take the
same value. The formal variables which enter D and R are the following:

Elements in D :  T°, R®* & bin(l*),
Mi = Q° & PF & PY(RY™ 16 P, (RY)? @ M3,

ms—1
P=MioUi=(+DQeY;aY5R)™ o - @ V;.R,
S$,S5,..., 5% 1.

Elements in R :  R*, Q%,
Ui =2Q* @ GG GR)™ 1o @ C_1(R*)? @ USRS,
S#,
(P5dC3),..., (Pl 1 ®Clsq), (MSs ®USS).

Now let us consider the probability of bad being set under the particular (allowed) transcript
hardwired into NON. The variable bad can be set either as a result of a collision in the domain
or as a result of a collision in the range. We consider these two separately. The number of blocks
in a particular adversarial query is the length of the query. Suppose the distinct lengths of the
queries made by the adversary are ly,...,[, and the adversary makes t;, queries of length [;,. Then
Ei:l lktk = Z:l ms.

There are (‘g') (unordered) pairs of distinct variables in D. We have to consider the probability
that such a pair collides, i.e., both the variables of the pair get the same value. We identify the
following two types of pairs of variables and call them special pairs.

1. (M$,M}), such that s # t and (T%,1%) = (T%,1%).
2. (15,1%), such that s # t and (T%,1%) = (T4, 1%).



The number of pairs of each kind is at most >°F_, (lg) The total number of special pairs is at most
25, (4).

First let us consider the collision probability of the special pairs. The total (over all s and t)
probability of the pairs of either the first or the second kind giving rise to a collision is given by
Proposition 1 in Section 6.3 to be at most o2/2". Note that since queries are not pointless, we
will have (P§,P5,..., P51, P5.) # (PL,PSY, ... PL, P! .) when (T5,0%) = (T 1"). Also, in an
allowed transcript, all the Y{’s (for 1 < ¢ < m?® — 1) are distinct. These ensure that we can apply
Proposition 1 to the above two cases.

For any non-special pair, the probability of collision is either 0 or equal to 1/2". The actual
proof is a tedious case analysis, but is based on a few observations.

— The value of T* is never repeated in D. According to the game, if a tweak is repeated, then it
does not enter the domain again. As a consequence, the earlier value of R is used.

— If a tweak is repeated and length is kept same, then the earlier value of Q is used. These two
points ensure that there is no collision due to repetition of the tweak and/or length.

— The variables R, Q and S are always generated randomly. Hence, when these appear as additive

terms in some expression, they ensure that the corresponding quantity is a random n-bit string.

By definition, the values S;’s are all distinct, and therefore Pr[S7 = Sj] = 0 for i # j. As S* and

S* are independent and random n-bit strings, so Pr[Sf = S%] = 1/2", for s # t. See Equation (4).

The total probability of a domain collision is the sum of the probabilities of collision between special
pairs and non-special pairs. The total number of non-special pairs is at most (‘g') |. Thus, the total
probability of a domain collision is at most

<|D|>1 202 |D? 202 302

o Jon T = om n n
Now consider pairs of elements from R. First, leave out the pairs (U, U}), such that s # ¢t and
(T%,15) = (T%,1"). These are now the special pairs and there are a total of >-F_; (15) of such
pairs. The total (over all s and t) probability of such pairs giving rise to a collision is given by
Proposition 1 to be at most o2/2". Here we use the fact that queries are not pointless to note that
(C3,C5,...,C50_1,C50) # (CE,Ch, ..., CL,,CE ). This ensures that we can apply Proposition 1.

The probability of any non-special pair of elements from R colliding is either 0 or is equal to
1/2™. This analysis is again similar to that for the domain. The additional thing to note is that
since the transcript is allowed, we have (P§ @ Cf) # (P} @ C}) for (s,i) # (j,t). In other words, the
elements (P @ Cf) are all distinct and so the probability of any two such elements colliding is zero.

There are at most (‘722‘) non-special pairs for R. As in the case of domain elements, we can now
show that the probability of a pair of elements in R colliding is at most 202/2". (Note that the
corresponding value for D has 302. We get 2 here because there is only one type of special pairs
from R.)

Combining the domain and range collision probabilities, we obtain the probability of bad being
set to true in NON to be at most 502 /2". Combining (17), (16) and (15), we have

602
Advﬁglg[Perm(n)](A) < Q—nn

We now consider the variants of HCH. The game sequence for each of the variants can be
constructed in a manner similar to that of HCH. The final collision analysis is based on the elements
which enter the domain and range. Below, we provide the details of domain and range for the
variants. In each case, given the elements of the domain and the range, a collision analysis similar
to that of HCH provides the desired bounds on the probability of domain and range collisions.

(20)



6.5 Case of HCHp

In this case, the hash is computed with a separate random key « which is independent of the block
cipher key. Compared to HCH, in this case, the quantity R® is replaced by « in the polynomial
expressions. Everything else remains unchanged.

Elements in D :  T% R & bin(l®),
Mi=Q*@Pl@Psa™ & & P10 & M,
P=MioUi=@+1)Q°dY;aY5a™ 1o - @Y.,
7,55, ...,50 1.
Elements in R :  R*, Q%,
Ui=2Q°aCiaCa™ 1o &CL_1a?dUs.q,
S°,
(P3®C5), o, (Phs1 © Chs), (Mps @ Upe).

6.6 Case of HCHfp

All messages have the same fixed number of blocks denoted by m. In this case, the separate hashing
key « replaces R* in the polynomial expresssion. Also, @ is no longer computed and so R & bin(l)
does not enter the domain and ) does not enter the range. Instead, the quantity R plays the role
of . The use of a introduces an extra source of randomness in the key. Since the length is also
fixed, we can eliminate the block cipher call to produce Q.

FElements in D :  T%,
M =R ®P{@Psa™ ' @--- 0P _10° M a,
F=MiaUi=@x+1)R°dY{aYsa™ 1 - ®Y:a,
$,55,...,50, 1.

Elements in R : R?,
Ui=z2R°aCiaCamte - - aC,_a?dUsa,
S#,
(Ps @), ..., (P11 & Chy), (M5, & U).

7 Conclusion

In this paper, we have presented HCH, which is a new tweakable enciphering scheme. Our approach
to the construction is based on the hash-encrypt-hash approach, where the encryption layer consists
of a counter mode of encryption. The important features of HCH are the use of a single key, ability
to encrypt arbitrary length messages and a quadratic security bound. To the best of our knowledge,
HCH is the only construction to simultaneously achieve all the above three properties. We describe
two variants of HCH — HCHp which can use pre-computation to speed up multiplication; and
HCHfp which works for fixed length messages and can also utilize pre-computation. An important
application of tweakable enciphering scheme is disk encryption. Both HCH and HCHfp provide a
designer of a practical disk encryption algorithm with attractive alternatives.
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A The Games

Fig.7. Game HCH1

Subroutine Ch-7(X)

y & {0,1}"; if Y € Range then bad « true;

Y & Range |, endif;

if X € Domain then bad « true; | Y «— 7(X) |, endif
m(X) < Y; Domain < Domain U {X}; Range «— Range U {Y'}; return(Y);

Subroutine Ch-7—*(Y))
X & {013

if X € Domain, bad < true;] X & Domain . endif;

if Y € Range then bad « true X «— 7 (YY) |; endif;
m(X) < Y; Domain < Domain U {X }; Range «— Range U {Y}; return(X);

Initialization:

for all X € {0,1}" n(X) = undef endfor

bad = false

Respond to the s'™ query as follows: (Recall I°

=n(m®—1)+r°, with 1 <r° <n.)

Encipher query: Enc(T®; P?, Ps, ... P5s)

if 75 = T* for some ¢t < s then R® «— RY;
if I° =" then Q° — Q*;
else Q° — Ch-7(R°® @ bin(l*));
endif

else
R® «— Ch-n(T?);
Q° — Ch-m(R® @ bin(1%));

endif

Mls — HRS,QS(P17 257 R 7‘37,717M7‘3L);

S® «— Ch-7(I°);
for i =1 tom® — 2,
A} — 87; B] «— Ch-n(A3?);
Cipn — PPho B
end for
D;,s «— M;s @ Ch-m(Sps_1);
Crs «—drop,,_.(Dys); Ums «— pad,,_,.(Crrs);
CvlS - HRS,;CQS (Uls7 0287 B C,Sn717 U'rsns);
return C7||C3

Decipher query: Dec(T%; Ct,Cs,...,Chys)
if T° = T" for some t < s then R® «— R";
if I° = I* then Q° — Q°;
else Q° — Ch-m(R® @ bin(l*));
endif
else
R® «— Ch-n(T?);
Q° «— Ch-m(R° @ bin(1*));
endif

Uss < pad,,_,.« (Cms);
Ui «— Hgs 20:(C5,C5, ...
M; «— Ch-n=Y(U})
I — M, @ Uy,
S% «— Ch-w(I°);
for i =1 to m® — 2,
Aj — 875 Bf «— Ch-m(A});
Py — Cl @ By
end for
Vigs < Ups @ Ch-m(Sys _1);

s s .
7Cm3717Um )7

Pjs —drop,_,.(Vims); Mys «— pad,,_ . (Pms);

S S S S
Pl <_*[2[1?‘*\»@5(‘1\417P27‘‘‘7*Pm5717

S .
ms /)y

return P7||Ps]|...||Pms




Fig.8. Game RAND2

Subroutine Check-Domain-Range(X,Y)
if X € Domain then bad = true; endif
if Y € Range then bad = true; endif
Domain = Domain U {X}; Range = Range U {Y'};

INITIALIZATION

Domain = Range = (); bad = false;

ENCIPHER QUERY: Enc(T°; PY, Ps, ..., P5s)
if T° = T" for some r < s then R® «— R,
if 15 = I' then Q° — Q;
else
Q" & {0,1}";
Check-Domain-Range(R® @ bin(I®), Q°);
endif
else
Re {0,137
Check-Domain-Range(T*, R®);
Q° —{0,1}";
Check-Domain-Range(R® @ bin(1°), Q°);
endif

M, «— pad,,_,(Pr:);
M; — Hpe g (P{, P5, ...,
s & 0,13
fori=2tom® —1,

cs & 0,13

YP < CF o P

Check-Domain-Range(S;_1,Y;");
end for
Die & 0,1} Yie « DS @ Moy
Check-Domain-Range(S;,s _1, Yims);
C’rsns — dI’Op,,L,,,«( fns)§
Uss < pad,,_,.(Chs);
C & {0, 1)
UfHHRS,JCQS(Ci:CSM"? 'rsn717 ’f)’b
Check-Domain-Range(M7, U7);
Check-Domain-Range(M7; @ U7, S°);
return C7||C3]| ... ||Cms

P7‘37,3717an);

);

DECIPHER QUERY: Dec(T%;Ct,C5, ..., Chys)
if T° = T" for some t < s then R® «— R";
if 1° = I' then Q° — Q;
else
Q" & {0,1}";
Check-Domain-Range(R® @ bin(I®), Q°);
endif
else
Re {0,137
Check-Domain-Range(T*, R®);
Q° —{0,1}";
Check-Domain-Range(R® @ bin(1°), Q°);
endif

Ufns - padnfr(cfn**%
Uf «— Hrs2q+(CT,C5, ..,
$* & {0, 1)
fori=2tom® —1,
P& {01}
Y7 - P o O
Check-Domain-Range(S;_1, Y;");
end for
Vioe & {0,117 Ve — Vie ® Uppes
Check-Domain-Range(S;,s _1, Yims);
Pjs —drop,,_,.(Vins);
M;s «— pad,,_,.(P3s);
pr—{0,1}™
Mf — HRS,QS (Pls7 P57 ey 7‘:7,5717
Check-Domain-Range(M7, U7);
Check-Domain-Range(M; @ U7, S°);

C"rsn5717 Uﬁ‘b )7

My);

return P7||Ps]|...||Pms




Fig.9. Game RAND3

Respond to the s adversary query as follows:

ENCIPHER QUERY Enc(T®; PP, Ps,..., Ppns)
s 5 5 5 s $ nm?
ty = Enc; CTHCQS” e ||C767L571||D77LS — {07 1} o )
Crs < drop,,_,.(Dps) return C7||C5]] ... ||Crns;
DECIPHER QUERY Dec(T%;C{,C5,...,Crs)
S S S S S $ nms
ty :DeC; P1||P2||...||Pm871||vms <—{071} H
Pjs «—drop,,_,.(Vins) return PP||Ps|| ... || Pas;
Finalization:

FIRST PHASE
if T° = T for some t < s then
R® — R
if I* =[' then
Q° — QY
else
Q* {0,137
D—DU{R’®bin(l®)}; R —RU{Q’};
endif
else
Re {0,137
D—DU{T*}; R —RU{R’}

Q< {01}
D —DU{R’®bin(l®)}; R — RU{Q°};
endif
Case ty® = Enc: Case ty® = Dec:
Mys — pad,,_, (Pps); Uns < pad,,_,.(Cpis);
Mf — HRS,QS(P157PZS7 .. ‘7P767l7,3717 M'rén)7 Uis — HRS,wQS(Cf7CS7 . '701‘315717 U’r‘sn )1
s & 0,13 s & 0,13
for i =2tom® —1, for i =2 tom® —1,
Y? — CF o P Y? — C7 o P
D—DU{Si 1} R RU{Y’} D—DU{Si_1}; R—RU{Y’}
end for end for
Y5 — Dis ® MSs Yis —V3s®US s
D—DU{S;s_1}; R—RU{Ys}; D—DU{S;s_1}; R—RU{Y;:};
UrsnS — padn—r( fns); M'rsns — padnfr( 7Sn°)a
UfHHRS,xQS(Cf7CS7“‘7 fn717U1§1 )7 Mis<_HRS,QS(Pls7P257"'7P1:"L5717M7§‘L);
D—DU{M?}; R« RU{U;}; D—DU{M;}; R—RU{Ui}

D—DU{M;®U}; R—RU{S’};, D—DU{M;®Ui}; R—RU{S}

SECOND PHASE
if (some value occurs more than once in D) then bad = true endif;
if (some value occurs more than once in R) then bad = true endif.




B Patent and Other Issues

There are pending US patent applications on CMC, EME and XCB. The patent numbers are given
in [5]. Below we put down some of our observations on the confusing issue of patents.

1.

2.

First, we would like to emphasize that we have not applied for any patent for HCH anywhere
in the world and neither do we know of anyone who has done so.

The main components of HCH — block cipher; polynomial evaluation based universal hash
function; and counter mode of operation — are old concepts. HCH puts these together in a
particular fashion to construct a mode of operation. XCB, which is earlier to HCH and has
a pending patent claim, also puts these components together in a different way to create a
different mode of operation. However, as discussed in the main body of the paper, HCH offers
several advantages over XCB which underlines the fact that the two modes of operations have
significant differences.

On the other hand, depending on the nature of the patent applications, there is a legal possibility
that the claims on CMC, EME and XCB cover aspects of the other constructions including PEP,
HCTR, HCH and TET. Being a legal question, this can be settled only through legal procedures.



