on . el key, O pagser presents an adaptive collusion attack to
the buyer watermarking scheme by selectively manipulating the wa-
termarked pixels. Concretely, when the traitors find two unequal wa-
termarked pixels generated from the same original pixel, they average
these two pixels so as to alleviate the watermark information. This at-
tack not only removes the watermark so that the traitors escape from
being identified, but also increases the watermarked image quality. We
present a theoretical analysis onthe size of traitor group and quality im-
provement. Our experimental result and theoretical analysis show that
the attack is effective.
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Crypianalysis of Chu's DCT Based Watermarking Scheme

Tanmaoy Kanti Das, Subhamoy Maitra, and Jianying Zhou

Abstract—In 2003, Chu proposed an oblivious watermarking alporithm
by modifying the CKLS scheme proposed by Cox, Kilian, Ldghton, and
Shamoon in 1997, known as the CKLS scheme. In this correspondence,
wie report that the modification presented by Chu is susceptible to a suit-
ably modified attack devised by Das and Maitra in 2004, In fact, the ex-
perimental results show that Chu's scheme is even weaker than the CKLS
scheme in terms of our attack.

Index Terms—Cryptanalysis, digital watermarking, single copy attacks,
subsampling.

l. INTRODUCTION

As the quest for robust digital watermarking schemes becomes
more and more intense, researchers are designing new watermarking
schemes or extending the existing ones keeping in mind the changing
needs of the user. However, during design and extension of water-
marking schemes, most of the times security of the watermarking
schemes gets neglected. There exist a number of image processing
based benchmarks which robust watermarking techniques should pass.
However, these benchmarks never take into account the individual
watermarking techniques to discover any design faws that may be
unique. Thus, there is a need to analyze each individual scheme in
detail to identify its weaknesses.

In this correspondence, we concentrate on Chu's 3] watermarking
strategy, which is an extension of the basic CKLS [4] scheme. We show
that 13 Chu's scheme [3] is not secured and 2) it is even less secured
than the original CKLS scheme [4] with respect to a suitably modified
cryptanalysis proposed in |5].

Given an image £, by X)) we denote the set of images which
are visually indistinguishable from I. A typical invisible watermarking
scheme adds asignal s** to the original image I in such a manner that
the watermarked image ' = f | &' remains in % {{1. The signal
s'* known as watermark, helps in forensic tracking of the buyer. In-
visible watermarking schemes are divided into two groups depending
on the requirement of original image during watermark verification.
Oblivious schemes unlike nonoblivious schemes do not require the
original image during watermark verification. Generally in nonobliv-
ious schemes original image [ is subtracted from the watermarked
image I to retrieve a signal ¥ — I — F. On the other hand, in
oblivious schemes, the signal =® is recovered using some other infor-
mation related to original image, but not the image itself. Buyer £ is sus-
pected if correlation between recovered signal =* and embedded signal
a'" is significant. It is also important that the probability of wrongly
implicating an honest buyer should be extremely small.

MNote that, most of the present watermarking schemes are correla-
tion based. i.e., during verification process, the correlation between em-
bedded signal ' and recovered signal = is used as the measure of
confidence. Thus it is easy to see that an attacker would try to remove
this correlation to evade detection. To achieve his goal, given an water-
marked image {'7, the attacker attempts to construct an image /7%
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in such a manner that 7% £ x¢fyvand «% = £7F _ ¢ s uncor-

related to #** . Thus it is not possible to identify the malicious buyer 7
any more.

Il. CHU'S SCHEME: AN OVERVIEW

Chu’s [3] scheme is an extension of the CKLS [4] scheme., How-
ever, it no longer requires the original image during watermark veri-
fication unlike CKLS scheme, i.e. the extended scheme is oblivious.
To convert the existing scheme to oblivious one, author first subsam-
ples the original image I to generate me different subimages. During
subsampling, one should assign each pixel from a block of size 2 = 2
to different subimages. As example, one can create four subimages by
subsampling ! as follows:

I[ia] =T[=.20
Leliog] = f[2620 + L.

Lalioj) = F[2 — 1. 25).
L] = F[2i + 125 + 1),

where, + = 1, ... (N /20 T,y =000 0 /20 1, 0%, g are
the height and width of the original image . Each of these subimages
are subjected to Discrete Cosine Transform (DCT) before watermark
insertion. The watermark W™ is a sequence of real numbers, selected
from the standard normal distribution with mean O and standard devia-
tion 1. DCT coefficients from corresponding location of the subimages
are modified in different fashion to embed the watermark. Typically, a
sample I of watermark sequence W is embedded in a pair of subim-
ages using basic CKLS [4] method. Let the fith and and 'th subimages
be employed toembed W, , whichcan be accomplished inthe following
M er:

a0 (1)

(2)

ol = feelidit
L ] = Linld]il — oW

Here {530, fror and £, 1, indicate DCT domain representations of
the subimages £, f; and corresponding watermarked subimages for
B £ 1. We consider the two dimensional DCT coefficient matrices
as single dimensional arrays and use only one index {, instead of two
indices &, j. Here « is known as watermark strength [4] and used to
control the distortion introduced due to watermarking. An “watermark
insertion order sequence” determines how apair of coefficient is chosen
from the available coefficients of different subimages for a particular
location £, As the number of possible order sequences is very large, it
is not possible for an attacker, without any knowledge of the proper
order sequence, to extract the watermark in a reasonable amount of
time. Thus order sequence acts as a part of the secret key in watermark
insertion process. Alsolf | s || =Fn i3/ i s+ 5nli 3| & 30,
one should not use the pair £ Fo 4] Tos ] toembed the watermark | 3].

Extraction of watermark is possible by comparing DT coef-
ficient of different subimages as same watermark order sequence
is available during extraction. Let {Iin[i]l.Iin[{]) indicates a
pair of coefficients selected according to the order sequence. If
[ifenlf] Holidiodogld o Hellnl = e, then no watermark
had been inserted in this pair, otherwise the extracted watermark
W' — (Liad|ifinl] = Gl Iial] + sl Like the
CKLS scheme, the correlation between the embedded and extracted
watermark is used as the messure of confidence.

Chu’s watermarking scheme divides the original image into several
subimages. Then it watermarks each of them, so that information from
different subimages can be compared to recover the secret watermark
signal. Basically, each of the subimages are watermarked using CKLS
scheme employing either (1) or (2). We apply our attack reported in [5]
on each of the four subimages first, Then we select four subimages with
certain properties to construct the attacked image. Experimental results

show that our attack is successful as the correlation between attacked
and watermarked images are negligible.

L. PROPOSED CRYPTANALY TIC ATTACK

We start by presenting the security paradigm of a digital water-
marking scheme from cryptographic viewpoint. It is well accepted in
the field of cryptology and information hiding [1] that the algorithim
will be known to the attacker but not the secret information (key
or watermark). Hence, a watermarking strategy is considerad to be
secured, if a cryptanalyst, who has access to the algorithmic principle
of the strategy but has no access to the secret key, should not be able
to erase the watermark [1]. This principle had been introduced by
Kerckohofts [6] in as early as 1883, There are many instances to justify
that “Security by Obscurity” (the assumption that opponent will stay
ignorant about the system being used) can’t work. One of the recent
examples is the Secure Digital Music Initiative (SDMI) challenge
[2]. In the challenge, the algorithmic principles of watermarking
strategies were kept secret. In spite of that, authors of [2] were able
to successfully attack one of the schemes. Thus while analyzing a
watermarking scheme, it is assumed that the scheme is known to the
attacker but the keys are unknown. In light of this, we consider that (i)
the watermarking algorithm and the number of subimages are known
and (ii} the order sequence (secret information) is not known to the
attacker.

It has been assumed by Chu that different subimages generated
during the watermark embedding are almost similar (see [3, equation
3]y and the success of the decoder depends on how well this approx-
imation works. This poses a constraint on the number of subimages
one can generate. In fact, subimages will be quite similar only when
the number of subimages generated is four. In all other cases this
approximation will be coarse enough to degrade the performance to a
large extent. Thus one can safely assume that for all practical purposes,
number of subimages generated is four. Indeed, all the algorithms and
experimental results reported in [3] are on the basis that the number of
subimages is four.

A. Basic Statistical Toeels and Fitting DCT Polynomial

We like to summarize the results from [ 5, Sec. ll-A and 1I-B| for the
tools used for cryptanalysis.

Consider that the data set a7y, ..., #¢ represents the original image
where the watermark will be added. Now we consider another data set
Lty i taken from a distribution with mean & and standard devia-
tion 7., which will basically work as the watermark. Hence the water-
marked image can be viewed as a data set 2 {1 — v oo wel ] —
cia ), where, o is a very small value which does not disturb the vi-
sual quality of the image. Further, consider another watermarked image
gen de oot 1 g b, where the watermark . . iy B8 se-
lected from adistribution with mean 7 and standard deviation - ,.

MNow analyze the data 2 (1 — ap 1o, el L4 cepte ), with respect
tothe data 11+ ars f, o, 201 4 s 3. We need this to understand
what is the distribution of watermarking data when considered with
respect to the data available from another watermarked image. Thus
we need to calculate the parameters for the data set

il

anll—apy =y (Lo L= M :
Ll I#":J 24 : B Ko ” TR popmongs %
TR B R L

O RN

(3)

From the basic assumption of uncorrelatedness of two different wa-
termark signal, we always assume that the data sets » ... .. 0 and
Ji1. 0. g are uncorrelated, i.e., Ei_l Jieey, =10,

When we consider that j,., ¢y are chosen from standard normal dis-
tribution [4], [5],then 7 = ¥ = Jand m,, = 7, = 1. This also gives
thatas F Lt Sor e pt LI YT e = L
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To calculate the mean of the data set [py — w1 /1L — aws 1), for
ko= 1,....f we approximate this by (g — @001 — e ], as for
small «1, 01 | aes ! ! can be approximated as {1 e ) Thus the
approximate mean can be calculated as

Hiis 7
I Z L — # = aps + ru:;.] — A (4}

L |

Tocalculate the standard deviation of the data set (g — w5 ST L—arp 10,
for b — 1..... 1, we approximate this in a coarser way by (g — ), as
for small e¢, {1 | cve ] can be approximated as 1. Thus the approximate
variance can be caloulated as

1 i
=2 [ —

. G pafie et
W =) 2 =2 9
i—l

which gives the approximate standard deviation as 2.

We like to identify that the statement of | 5, Corollary 1] has anerror.
It has been written that the mean and standard deviation of the data set
py — gk = 1, .., b are approximately r, 12, Basically the data set
is (g — v 0L e B as explained in [5, The 1], not gy — 5.

For better understanding we also like to summarize the construction
of DCT polynomial which is the main tool for cryptanalysis. We sort
the DCT coefficients of an image [ in ascending order in an array .,
storing an index vector using which we can get back to the DOT matrix
againfrom A. Thus 4 is a sorted array of real numbers, We partition the
values of 21 contiguously in g different parts 1o, 21, ..., 21, Note that
eachof A . As ..o oy is also a sorted array. Corresponding to each
A;, we fit a polynomial of degree «; |7, Chs. 2, 3], such that the mean
square erroris minimized. It is clear that as we increase the degree J; of
the poly nomial, the mean square error is less, However, since the datais
monotonically increasing, we get very good ap proximation using poly-
nomials with moderate degrees. Thus, we get a series of polynomials
Py 1y corresponding to the arrays 4. da. .00 A,

Let us now present an experimental result. See the leftmost image
of Fig. 1 for the original image I (Lena image of size 256 x 250).
Corresponding to the image [ we get a DUT matrix and we sort it in
ascending order. We keep the first 50 values (the lower most) as it is.
Then we approximate the next 22000, 37436, 5000, 1000 data by four
different polynomials of degree 30. The maximum 50 data are also kept
a8 it is. The DCT data pattern (second from left) and the polynomials
{third from left) are presented in Fig. 1. In these figures, we have not
presented the data for the lower most (negative) 50 values and the up-
permaost (positive) 50 values since those values are very large and not
presenting them in the figure makes the nature of the graphs clearer.

Then we recover an image as follows: i) extracting data from the
DCT polynomials, ii) placing them in proper order in the DCT matrix,
and then iii) using the inverse DCT transform to get back the image in
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Onginal image, sorted DCT data, DCT palynomials and the eeoversd image from the DCT polynomials.

spatial domain. The resulting image is displayed in the rightmost side
of Fig. 1. Note that the recovered image (topright hand side) has PSNR
value as high as 41.3 dB with respect to the original image (left hand
side of Fig. 1).

Mote that by slightly changing the coefficients of the polyno-
mials, we get a large pool of polynomial sets B/, Ff,.... Fy for
4 = 1.2 ... The DCT matrix recovered from each set of polyno-
mials will produce an image. Depending on the modifications of the
polynomial coefficients, the image quality will vary. In fact, it is clear
that if we change the coefficients by a very small amount, the image
quality will stay good. However, large change in the coefficients of the
polynomials will indeed degrade the images.

Mow the attack (watermark removal) works as follows. Consider
the DCT matrix corresponding to a watermarked image. Changing the
polynomial coefficients slightly, one can produce a large set of images
with good visual quality {we use PSNR measure ) and statistical criteria
will be used to find out one or more images where the watermark has
been removed.

B. Exact Atack on Chic’s Scheme

Each of the four subimages generated by Chu’s watermark embed-
ding algorithm is watermarked using basic CKLS scheme [4]. Natu-
rally, we use the exact algorithm as [ 5, Algorithm Attack 1] on each of
the subimages. We generate four containers A . ..., ATy containing
sufficient number of attacked subimages. Thus considering that each
subimage is watermarked using CKLS scheme, one can not recover
the watermark from these subimages after the attack. This is the first
step in our attack.

MNow we add some extra steps. We like to guarantee that the intercor-
relations between the watermarking signal of subimages with respect
tothe original image (introduced by Cho’s watermarking scheme) are
also removed. Thus before menging the attacked subimages to get the
attacked image, we need to ensure that the inter-correlations cease to
exist.

Based on this assumption and the analysis presented in | 5], we can
consider that subimages in four different containers AT, .., AT
as the four different watermarked version generated from the same
subimage. Firstwe consider the containers 7, Ao Let f;  (respec-
tively £+ ) be the DCT version of an attacked subimage from container
1 (respectively container 2). Let =, il =i taill] Pzl TazlD.
We will consider these two images if we find that the mean and stan-
dard deviation of s} * are close to 7 and /2 respectively (for detailed
reasoning see Section II-A). Thenwe also need to consider the subim-
ages from containers AT, and AT successively, Ultimately we need
four subimages oy . fea. {2z, 1o from four containers ATy ATy,
AT,, AT, such that the mean and standard deviation of =" are
close to v and 2 where Hik'r': [l = ifanld] o Taslf]ldn Tusli]) for
any &LL<k # T < 4, This guarantees that the inter-correlation
between the watermarking signal of subimages with respect to the
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TABLE I
CORRELATION AND PSNE VALUES OF ATTACKED IMAGES
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original image (introduced by Chu’s watermarking scheme) becomes
close to zero ( similar to the idea explained in Section HI-A).

Omnee we get four such subimages, we merge them to get the attacked
image. We like to mention that one does not need to search T]!_, |47}
many images where the container 47} contains | A7} | many images. In
fact, for all our attacks we just took the first available subimage from
each of the containers and found desired property.

IV¥. EXPERIMENTAL RESULTS

Let us now present the experimental results with the same experi-
mental set-up as used in [3]. We use ten different gray scale images of
size 256 : 256 for experimental purpose which are available from 8],
Also the values of o, 2 are 0.1 and 1000 respectively. As X = 1000,
we deal with 1000 DCT coefficients. After sorting them in ascending
order, initially we do not disturb the top 50 coefficients. The rest 950
data are approximated using a polynomial (see |5, Sec. U-B] of degree
three. In case of the Lena image, the four polynomials corresponding
to four subimages are as follows,

Ih GO o) 26s 425 5 '

OO0 2GA0LE 3710 £f 0005 000 253 205 5 X +
22ATHANE 212 V120
2) OLORCHO) A0 TAS 2 a? =
(ROICE 2T N2 s 20 4k at ALINT TAT A 104 r
LA G GITRT N
3) 0000000 23334112 3 e
OO 240 160 2440 24 o L1 32T 451047 0 r +
AUNENHETT HIEATES,
Ay OO0 280 TS wr
Q00 230 135 160 & 20 IN5E13 131097 r +
20,993 772 TV0E 195 5.
For each of the polynomials, we vary the coefficients of »* and » in
the range of £2% and 3% respectively at a step of 0.2%. Finally we
change the top 50 DCT coefficients randomly in the range of | 2%. In
the next step we consider only those subimages whose PSNR values
are greater than 30 dB to maintain perceptual quality. From the four
containers we choose the right ones (in fact, in our experiments we
found the firstones satisfy ing the requirements) for merging to generate
the attacked image.

Experimental results are presented in Table . Here PSNR{w a) rep-
resents the PSNR value of the attacked image with respect to the wa-
termarked image. From the result in Table 1, one can find that 1) the
correlations (between embedded and extracted watermark signals) for
the attacked images in Chu’s scheme are lower than the correlations
for the attacked images in CKLS scheme and 2) further the PSNR(w,
a)in case of Chu's scheme are higher than that of the CKLS scheme.
Thus it can be concluded that with respect to our attack, Chu’s modi-
fied scheme is weaker than the basic CKLS scheme.

MNow we present a justification why the attack is stronger against the
Chu’s scheme [3] than the basic CKLS scheme [4]. This is because of
two stages in the attack which could be mounted due to the fact that
the Chu's scheme is oblivious (extraction of watermark does not rely
on the original image), unlike CKLS scheme which is nonoblivious
{extraction of the watermark does rely on the original image).

1) First, we try to get attacked subimages such that the correlation

between
a) “information in the attacked subimages with respect to the
original subimages™:
by “information in the watermarked subimages with respect to
the original subimages™
becomes close to zero. This is similar to the basic attack on the
CEKLS scheme as mentioned in [5].

2} Next, we try to remove the correlation among the “information
in four subimages with respect to the original image” that consti-
tute the attacked image. Note that during the Chu’s watermarking
process | 3], anegative correlation is induced between two subim-
ages as the value in one of them is increased and the value in the
other one is decreased. In this stepthat correlation is also removed.

This is the reason why we get a stronger attack here.
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