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Combining all the probabilities, we prove that Adv (¢, m) is bounded

by
t m)?
40 <( +c*m) >
2n
as stated.

For the lower bound, we describe two strategies from which the ad-
versary can pick the one yielding better success probability depending
on the parameters. In strategy A, the adversary computes separate paths
of length ¢, for [(t — ¢*)/c.| passwords p;||s||c« using ¢t — ¢* Type
1 queries. He then makes a Type 2 query asking for y = F, (s, cs).
With probability | (t—c*)/e.| /| PW|, vertex y coincides with the end-
point of one of the paths, thus revealing the password po. In such an
event, the adversary then makes c¢o more Type 1 queries to compute
Yy = H(CO)(]?[)HS(J”CU) and answers 1 if y; = yo. All together the
adversary used at most ¢ Type 1 and one Type 2 queries to achieve suc-
cess probability of [(t — ¢*)/c.|/|PW].

In strategy B, the adversary constructs (1 to be a single path
of length ¢ starting from an arbitrary pl|s|lc. With probability
1 — O(t*/2"), the path will be cycle free. Its first ¢+ — ¢* vertices
p:||s:||ci have their full paths T, )., |, completely contained in Q1.
Assuming m to be much smaller than ¢ — ¢*, the adversary can pick
m vertices p;||si||c; along the path with distinct p; and make at most
m Type 2 queries with the corresponding (s;, ¢;)’s. With probability
m /|PW]|, it can identify the password. This completes the proof of
Theorem 2. QED

[t/cx] + 2m
|PW|

VIII. CONCLUSION

Password-based KDFs are necessary in many security application.
Despite their importance and widespread usage, rigorous analysis of
such functions seems to have received relatively little attention in the
literature compared to many other cryptographic schemes.

In this paper, we define a general security framework for password-
based KDFs where salt and iteration count are included as parameters.
Under this framework, we focus on the most commonly used construc-
tion H*)(p || s) and prove that the iteration count ¢, when fixed, does
have an effect of stretching the password by log, c bits. Our analysis
is done using a random functional graph representing H, conditioned
upon a query graph representing information revealed to the attacker.
It provides insights on the exact way that each parameter contributes to
the overall security.

We then analyze two widely deployed KDFs defined in PKCS#5. We
show that both are secure if the adversary cannot influence the param-
eters, but are subject to attacks otherwise. We also consider how such
security weaknesses can be exploited in practice.

Finally, based on the insight gained from our earlier analysis, we
propose a new password-based key derivation that is provably secure
even when the attacker has full control of the salt and iteration count.
The new proposal achieves stronger security while preserving the same
efficiency as existing KDFs. We expect that the new proposal will find
its application in practical implementations.
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Toward a General Correlation Theorem

Kishan Chand Gupta and Palash Sarkar

Abstract—In 2001, Nyberg proved three important correlation theorems
and applied them to several cryptanalytic contexts. We continue the work
of Nyberg in a more theoretical direction. We consider a general functional
form and obtain its Walsh transform. Two of Nyberg’s correlation theorems
are seen to be special cases of our general functional form. S-box lookup,
addition modulo 2%*, and X-OR are three frequently occurring operations
in the design of symmetric ciphers. We consider two methods of combining
these operations and in each apply our main result to obtain the Walsh
transform.

Index Terms—Boolean function, correlation, linear approximation, S-
box, symmetric cipher, Walsh transform.

I. INTRODUCTION

Symmetric ciphers are a basic cryptographic primitive. In practice,
symmetric ciphers are designed using nonlinear Boolean functions and
S-boxes. One of the most effective methods of attacking symmetric ci-
phers is the technique of linear cryptanalysis [5]. The efficacy of this
technique depends upon the ability to obtain good linear approxima-
tions of the constituent Boolean functions and S-boxes.

Linear approximations are studied using the technique of Walsh
transform analysis. While it is usually easy to apply the Walsh trans-
form to an individual constituent of a symmetric cipher, in general it is
more difficult to apply the technique when a combination of primitives
are used. This requires the development of a general methodology of
Walsh transform applications.

Manuscript received December 5, 2004; revised June 5, 2005.

K. C. Gupta was with the Applied Statistics Unit, Indian Statistical Institute,
Kolkata 700 108, India. He is now with the Centre for Applied Cryptographic
Research, University of Waterloo, Waterloo, ON N2L 3G1, Canada. (e-mail:
kishan_t@isical.ac.in).

P. Sarkar is with the Applied Statistics Unit, Indian Statistical Institute, Cal-
cutta 700 108, India (e-mail: palash@isical.ac.in).

Communicated by E. Okamoto, Associate Editor for Complexity and Cryp-
tography.

Digital Object Identifier 10.1109/TIT.2005.853326

0018-9448/$20.00 © 2005 IEEE



3298

One such important work has been done by Nyberg in [8]. This work
unifies some of the previous approaches and obtains three key results
on the Walsh transform of various functional forms. These are then
applied to several typical cryptanalytic context.

The purpose of this correspondence is to continue the direction of re-
search initiated in [8]. We obtain the Walsh transform for the following
general functional form:

h(zt, ... = flgi(z1,22), g2 (22, 23), . ., ge(e, Xeg1))

m+mgyq

7'7"f/+1

where each g¢; is a map from IF, to IF5* and f is a Boolean
function from IIE"}1+ T o TR 2. We obtain a closed-form expression
for the Walsh transform of /» in terms of the Walsh transform of f and
dis---,9:. We show that two of Nyberg’s results in [8] are special
cases of our theorem. This underlines the importance of our result in
the context of symmetric cipher cryptanalysis.

We also consider two applications of our result. The operations of
S-box lookup, X-OR, and addition modulo 22k typically occur in the
design of block and stream ciphers. We consider two possible ways
of combining these operations. The first method is the situation where
an S-box is applied to the X-OR of two outputs of the application of
the S-box to two input bit strings. The second method considers the
situation where an S-box is combined with addition modulo 2%*. In
both cases, we obtain complete expressions for the Walsh transform.

II. PRELIMINARIES

Let IF; = GF(2) be the finite field of two elements. We consider
the domain of an n-variable Boolean function to be the vector space
(IF3, @) over IF,, where & is used to denote the addition operator over
both IF'» and the vector space IF; . The inner product of two vectors
u,v € IF§ will be denoted by {u, v). We will denote the weight of a
binary string * by wt(z).

An n-variable Boolean function is a map f : IF; — IF5. The Walsh
transform of an n-variable Boolean function f is an integer-valued
function Wy : IFy — [—27,2"] defined by (see [4, p. 414])

W’f(u) = Z (_l)f(w)%(u,uy)' a

welrl
The Walsh transform is called the spectrum of f. The inverse Walsh
transform is given by

( f(u) (u,w) . (2)

Z Wi (w)

uGIF"

An (n,m) S-box (or vectorial function) is a map g : {0,1}" —
{0,1}™ Letg : {0,1}" — {0,1}™ be an S-box and f : {0,1}™ —
{0, 1} be an m-variable Boolean function. The composition of f and
g, denoted by f o g, is an n-variable Boolean function defined by
(f o g)) = fglx)).

Linear cryptanalysis [5] is a very powerful cryptanalytic method for
block ciphers. The study of correlation between linear combinations of
input and output of an S-box is therefore very important. If two func-
tions are highly correlated, then they are “close” to each other and can
be approximated one for the other. The correlation between two n-vari-
able Boolean functions f and g is defined in the following manner (see,
for example, [8]):

c(f,g)=2"" Z (—1)f()De(®), 3)

zellhy

We have the following relationship: ¢(f,g) = 27"W;5,(0) and
c(f,lv) = 27"Wy(v), where [, is the linear function defined as
l,(x) = (v,z) for @ € IF3. Thus, correlation between a Boolean
function and a linear function can be conveniently studied using Walsh
transform analysis.
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III. CONVOLUTION AND COMPOSITION THEOREMS FOR S-BOXES

The convolution for two n-variable Boolean functions is well known
(see, for example, [1]).

Theorem 1 (Convolution Theorem): Let f and g be n-variable
Boolean functions and 2(x) = g(x) @ f(x). Then

Wilw) = 5 3 W)Wy o), @

velky

We next prove a generalization of the Convolution Theorem.

Theorem 2 (Generalized Convolution Theorem): Let g1,..., gi be
n-variable Boolean functions and h(z) = gi(x) @ - -+ @ gx(x). Then
for u € TF3

. 1 . .
Wi (u) = o Z Wy (u® w1 )Wy, _, (tk—1 & tr—2)
’UG].FS

Wy (u2 & wr )Wy, (ur)

&
= 2% Z HW/'gq_(ui Dui_1)

’UG]FS =1

where s=n(k — 1),v=_(uq,...
with each u; € IF5.

Proof: We prove Theorem 2 by induction on k. For & = 2, the
result follows from the Convolution Theorem. Assume that result holds
for (k — 1) > 2. We now apply the Convolution Theorem on the func-
tions gx(«) and f(x) = g1(x) B --- & gr—1(x). This gives

Wi (u) zi >

up 1 €FY

1
2

up 1 €FY

JUp—1),uk=1u, and ug=(0,...,0)

Wiy(ug—1)Wy, (0D ug_1)

W’rf('uk_1 )V[""—yk (LL}, B ug—1).

Now we invoke the induction hypothesis for (& — 1) on the function f
to get

1
Wilw)= o Y W (ux @ upa)
“ up_ €Wy
1 k—1
som 2 IWaludu-)
(ug,eup_o) 1=1
1 k
= 2—‘! Z 1_[‘/Vg1 (ui & uifl).
UEIFS =1
This proves the result. O

Now we provide the Walsh transform of composition of an S-box
and a Boolean function. A similar result is stated in [1] in terms of
correlation matrices.

Theorem 3 (Composition Theorem): Let g : {0,1}" — {0,1}™
and f : {0,1}™ — {0,1}. Then for any w € IF3

Wigon () = 5o 30 Wr()Wit,o0 ()

vElk ™

where (I, o g)(x) = (v, g(x)).
Proof: From the inverse Walsh transform (2) we know

2”7 > Wre) (=1

vellry?

( f( '”)
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Let y = g(x). Then
(_1)(f09)(~l') _ (_l)f(g(x)) — (_1)f(fy)

= zim Z 1"Vf(1’)(—1)<u'y>

116“351
1 7 / v,g(x
=5 Z Wf(’u)(—l)( g(=))
vERT
1 7 ly0 x
=3 2 Wi (v)(=1)"e0),
UETF;"
So we have
Wog(w) = Z (_1)(1"09)(1)%(%1)
,LE]FS
_ 1 ; (L,09) ()& (w,)
- 2177 Z Z 11 ( 1)
z€FY vElR]
1 7 NG z)S(w,x
— 5 Z wf(L) Z (_1)( 9)(2)&(w,x)
UEIFS" J.'E]F’Q?'
1 .
S W W)
vGIFE”
This proves the result. (I
IV. CORRELATION THEOREM
In this section, we prove the main correlation theorem. Let g1, . .., g:

be S-boxes, where for 1 < i < ¢, g;:IF, " L FUi Let
f : IF3 — IF, be a Boolean function, where n = nq +---+n;. Let
m=mq+-++mys and define a Boolean function % : IF{)"' —1IFs in
the following manner:

Mat, ..o xe1) = flgr (e, 22), g2 (2, 23)s o ooy ge (@4, Teg1))
(5)

where #; € IFJ'* for 1 < i < ¢+ 1. Our task in this section is to

compute Wy, (u) for w € IF5*. In Theorem 4 (see later) we show that

Wi (w) is given by the following expression:

omitmigs
7 j—

Wi(w) = = > Wrlv)

veFy

13
X Z H W, 090 (We,i & wiz1,i, Wi it1)
II,E]FgI i=1

where v = (vi,...,v) withv, € FY*, M = m — mi — mut1,
wW=wt= (LL‘t Toeens s Wt t+1) with Wt,q E]F“ s U= (’LU1’2./ PPN wtfl,t)
and for 1 <i<t,w,— ; €FY"* withwo,1 =(0,...,0).

This result is obtained through a series of simplifications. Let g’
IF3* — IFZ be an S-box defined by
g (v, o) = (@, wa)s oo g, ey ). (6)
Using the Composition Theorem we have the following result.

Proposition 1: Let h be defined by (5). Then

= Y W) W00 (u).

LElk n

Wh(u)—

Forv € IF}, write v = (v1,...,v¢), where v; € IF;¢. We can write

(],,O(])(T1 ..... s 1) = o (4 g (x yeeesTig1))
=1, (,(}1 -731:'772)7---’.(}t('rta»rﬂrl))
=l (g1(z1,22)) D B Ly, (ge(we, Teg1))
=y, 0g1) (w1, 22) D D (lyy 0 g0) (e, 2041). (D)
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For 1 < ¢ < ¢, we define
hi(l’l, e Tyy1) = (lu, o gi)(@i, it1). (8)
Given bit strings w1, ..., u; we define 6(uy,...,u;r) = 1 if each
Ui, ..., uy are all-zero bit strings; otherwise, §(u1,...,ur) = 0.

The Walsh transform of &} is given by the following proposition.

Proposition 2: Let I be defined by (8). Then

J\/[. .
117}72(”) =2 11"1'7(1%057,)(”%ui-‘rl)‘s(i‘*'i)
where v = (u1,...,u41), M; = m — m; — m;41, and w; =
(Ut g ey Uim s Wi 2y e ey Ut )

Proof: We compute as follows:

1/[7}7;(1”: Z (_1)17,7’;(1)6(11,,.7:)
.TG]FE"
cEF T
(_1)1%(gi(Ii,rq‘+1))\'D<(U17~~~,ut+1)-,(r1 ~~~~~ 1))
Z (_1)(%%5/4) Z
%Elk‘év[i (252041 EBT iFmi
(_1)11)1-(gi(ri,rq#l))\l)((lm it1)s(ZiTigr))
:"1'7(1“70”1.)('11‘{,’LLZ'+1) Z (—l)(wi’yi>
yTELFéV[’
:2‘“@'17(1”097.)(%,ui+1)<5(w,-)
where y; = (@1, &1, Tiga, ..., , x++1). The last statement fol-

lows from the fact that

ST (=Dt =276 (w).

=€F]
This completes the proof. (]
Now we obtain the Walsh transform of (7, o ¢').
Lemma 1: Let ¢’ be defined as in (6). Then

Z HW(" 0g) (Wt i DWi—1 5, Wi iq1)

wERM i=1

27111+7zzi+1
Wit o9n (0)= =50

where M = m — m1 — myg1, w = wy = (Wi 1,...
we,; EFY u=(wi2,...,
with wo 1 = (0,...,0).

Proof: Using (7), (8), and the Generalized Convolution Theorem,
we have

,We ¢41) With
wi—1,¢), and for 1 <i <¢, w,—1 ; €Fy"

t
1
om(t—1) Z H Wi (wi D wi—r)

W"(lvoy/)(wt) =

(wy,...,wye_1) =1
where w; € TFy for0 < ¢ < ¢t — 1 and wo = (0,...,0). For
0 < i <t writtw; = (Wi,...,wi+1) withw;; € TFy7. Set
Qij = Wiy B w1, \J and o; = (Clz Tseses , O t+1) =w; w;_1.
Set g = (0,7‘1-,...7(}1/71—1,0,7‘1,4,-2,....,(117f,+1). Using Proposi-
tion 2, we obtain
Iy 1
1”1'(1”09/)(“}1‘,) = 2777,(1571) Z H W, h’ (057
(wy,...,wy_q) =1
1
- om(t—1) Z HZ l” (lv;09:) ((l, iy Qg 7+1>(§( )
(w Lwi_q) t=1
27n1+771t+1
- T( Z )l—IIW(IU Oyl)(”w G i) (Zi’ )
Wy, Wy_1) 2
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The proof now follows from the following claim.

Claim: Fort > 2, we have

t
Z HW(lvq_ogi)(m‘,:-,(1'7:,;+1)5 (81)

(wi,...,wyy) 1=1

t
= Z H W'(lv1 og) (Wt D wi—1 iy wiit1). (9)

(w1,2=--wwt—1,t) i=1

Proof: The claim is proved by induction on ¢ > 2. Let L
(resp., R¢) be the left (resp., right) side of (9).
Base: Case t = 2. In this case, the left side becomes
L‘/Q = Z ‘/V(lvl 0g1) (011,1, L1172)6 ([312) ”](lvg 0g2) (ag,z, (12,3)5(522)
w1
Note that ﬁf =Q1,3=wW1,3 (%)’LL!073 =w1,3 and ﬁi) =Q2,1 =w2,1 (%)’LL,‘1’1 .
Substituting the value of &’s, we write the preceding expression as

Lo = Z Z Z Wr(lvlogl)(’mﬂew1,2)

wy,1 W12 W13
X Wv(zvzow)(lmg B w2, w23 B wy3)
X 6(w1,3)8(wa2 1 B awi 1)
= Z Z W"(lvlogl)(un 1,W1,2)
w11 W12
X W"(lvzogg)(wgg @ w12, w2,3)6(wsa,1 D wi 1)
= Z Z 1"1'7(1,,105,1)(101 AW 2)
wy,2 W11
X V’V(lvzogg)(lmg @ wi 2, w2,3)0(wa B wir)
= Z VI/‘(lelogl) (/u‘vzvl’ wl.Z)"1/7(1v2og2) (’LL’272 (—‘E) w12, 7.[/‘2.3)
w12
which is equal to R, i.e., the right side of the claim for t = 2.
Induction hypothesis: Assume that the claim is true for t — 1.
Induction step: We now prove the result for £. We will use the in-
duction hypothesis in this case. The main difficulty arises from the fact
that the length of the w’s and the «’s increases by one. We have to take

care of this while applying the induction hypothesis. First note that for
1<i<t—1,wehaved(3!) = 6(3: 1)8(cvi,i+1). Now we compute

t—1
Z H‘1’7(1”091.)((”,,',Lli7i+1)(3 (ﬁ,t)

(wy,...,wy_o)1=1

X Z I'Tr(lvtogt)(ﬂit,fa(}'t,t+1)(S (/31)

wy_1

= Z HVI(ZU ogq) Qg iy OO Z‘Fl)(S (ﬁfil)

L‘,t:

ﬁ((}'l,t+1) - (S(Qt72’t+1)
(w1,f,+1 -,--'ywt—Q,f,+1)
X Z ‘/Er(lvtogt)(af,tﬂat,t“rl)é(ﬁf)
wt—1

t—1

H 11(1” og,,)(az iy X L+1)6(/6f_1)

- ¥

X Z 8(ae,1)0(ae2) . 6(aee—1)
(Wi 1,15 we1,t)

x >
(W1 g1 Wem2 141, W12 41)

Wr(lvtogt)(a't,t, at,t+1)6(a’1,t+1) cee 5((1’t—2,t+1)-

Note that Q141 = Wil P Wourr = Wil and for
¢ > 1, & ¢41 = Wi 41 B wi—1,¢41. Thus, the expression within the
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last sum evaluates to Wiy, og,) (vt,¢, t¢,¢e+1) only under the condition
Wit41 = - = Wi—2,441 = (0,...,0). Also, the expression within
the second sum evaluates to 1 only under the condition w; ; = ws—1 ;
for1 < ¢ < ¢t — 1. We invoke the induction hypothesis on the first
sum to obtain

t—1

E[ =
(w1,2,---, wi_o 1) t=1
X Z W'r(lvt ogt)(at,h Cl’t,t+1)
wWi_1,¢
- Rt.
This completes the proof of the claim and the lemma. |

Finally, using Proposition 1 and Lemma 1 we obtain the Walsh trans-
form of W3,.

Theorem 4: Let h be defined as in (5). Then

21n1+7nt+1
> W)

UGIFLI

Wi(w) = =

t
X Z H"T/,([Uiogj)(wt,ia;'wi—l,i-/wi,i-&-l) (10)

"E";éu i=1

where v = (vi,...,v) withwv;, EIFy M = m—my — mypr,w =
wi=(we 1., w41) Withwy ; EFS u= (w1 2,...,w;_1,)and
for 1 <i<t,wi—1,; €FS? with w1 =(0,...,0).

V. NYBERG’S CORRELATION THEOREMS

In [8], Nyberg stated three correlation theorems—Theorems 3, 4,
and 5—which have important applications to cryptanalysis. Of these,
Theorem 4 has been proved in [7] and the other two theorems are
proved in [8]. In this section, we show that Nyberg’s correlation the-
orems—Theorem 3 and 5 of [8]—can be obtained as special cases of
Theorem 4. First, we rewrite Theorem 4 for £ = 2.

Theorem 5: Let h be defined as in (5) and t = 2. Then

Wi (w21, w22, ws3)

27771+7773
2m+n : : V‘f
velly
X E I"(hylogl)(lvz,u’wlz)
wy | )GTF‘mr)

1)

x W (11,205,2)(71,'2,2 @ w1,2, W2 3)

where v = (v, v2) with v; € IFS",

A special case is obtained when f is the linear function
f(al,...ﬁan):(LLGB"'H;\VQ,L.
In this case, W(1,. 1) 2" and Wy(v) = 0 for v € TFy \
1)}. Alsov, = (1 L1)EFS andvo=(1,...,1)€TF)2.
We denote by 1 the all-one vector of length k. When the value of & is

clear from the context, we will simply write 1. We have the following
corollary to Theorem 5.

Corollary 1: Let h(z1, 22, 23) = (1n, (g;(Z1,22), g5(X2. 23))).
Then
2m1+m3 .
Wi(wz,1,w2,2, W2,3) = —— > W, eon(wzaswr2)
wi, 2€]F7n2
x W, (117]2 Og2)(102,2 B wr 25 '1U~213).

Substituting 1 = ne = 1 we obtain

Rz, xo, x3) = g1(x1, x2) @ go(ws, 23).
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Further, substituting w2 2 = 0 in Corollary 1 we obtain the following
result of Nyberg [8] (stated in terms of Walsh transform).

Theorem 6 (Nyberg [8, Theorem 5]): Let

W1, 22, 23) = gi(x1,22) D g2 (2, T3).

Then
Wh(wse,1,0,w23)
2WL1+7113 ) .
= om Z Wi, (wa,1, w1 2) W, (w12, w2 3).

wy o €2

Now we turn to Theorem 3 of Nyberg [8]. For this we make the fol-
lowing substitution in the definition of h: mo= 0,9 = g2, g1 () =2
and hence, ny = m;. Thus, h is now of the form h(xi,x3) =

f(x1,g9(x3)). In this situation, we have

Z W

wy o €FF ]2

Loy oar) (w2,1,01,2) Wi, 0gp) (W22 B w12, wa 3)

= W/Y([mogl)(wQ,l)W’y(l wa3).

vy Oyz)(
Since g1 () =, we have (1o, 091 )(z) =1v, (91(x)) =1u, (¥) = (v1, 7)
and hence, ”/(lvlo.rn)(’wll) =2™18(v1 Pws) =2"16(v1 Bwaa),
since m1 = ny. Thus, Wiy, ogy)(w2,1) = 2" if v1 = w21 and is
equal to 0 otherwise. Let the right-hand side of (11) be \A. In this case,
A becomes

1 . .
A = 2"1—"""2 Z ‘/I/f(’U) Z ‘/I/(lv1°91)(/w2v1‘wlaz)

vely w2 €F

mo
2

X I"'/'(_’ll,zow)(’lvzz P w2, w23)

1
=g 2

(vy -,L'Q)GIFE”

Wi (01, 02) Wi, g0) (02, (1 ) (102.3)

1 . .
= 27)—2 Z W/f('LUQJ y ’UQ)W/UvZ og) (’UJ273 )

v €TF‘:'2

Now we have the following result of Nyberg [8] again stated in terms
of Walsh transform.

Theorem 7 (Nyberg [8, Theorem 3]): Let
hx1,23) = f(x1, g(xs)).
Then

. 1
Wiws 1, W2 3) = —

o2 > Wiwz,1,02)W,, oq)(w2s).

vp €2

VI. APPLICATIONS

In this section, we consider two other applications of Theorem 4.
These are based on operations which typically occur in design of sym-
metric ciphers, namely S-box lookup, addition modulo 22"7, and the
X-OR operation. We consider two possible ways of combining these
operations and obtain the Walsh transform in each case.

A. Brick Layering
In this subsection, we consider a map of the form

h(x,y,z) = g(g(x,y) € gy, 2)). (12)

Fig. 1 gives a diagrammatic view of the map. The term brick lay-
ering was used in [1] to denote a map which consists of several par-
allel applications of different S-boxes on disjoint subsets of the inputs
which also form a partition of the input. In our case the X-OR and the
second application of g is used to “glue” the outputs of the first two
applications of g. In block cipher applications, ¢ is usually a 2k-bit
to 2k-bit S-box possibly the inverse function over GF (22]“ ). Hence,

3301

] L

S-box S-box
9(z,y) | S | 9(y, 2)
9(z,y) ® 9(y, 2)
S-box

glg(z,y) ® 9(y, 2))
output

Fig. 1. Brick layering transformation.

we assume that ¢ is an 2k-bit to 2k-bit map and «, y, and z are all
k-bit strings. Let g1, ..., g2r be the component functions of g. Let
vi(z,y,2) = gi(z,y) @ gi(y,2z) and v = (v1,...,v21). Applying
Corollary 1 with n; = ns = 1 we obtain
. i 1 . s i
W, (81,62,63) = o3 D W (u b 8o, 63)Wo, (u,61). (13)
‘U,ETF‘g

Let hy, ..., hoy be the component functions of /. We have

Now applying the Composition Theorem, for (71,92, 73) € {0,1}3%,
we get

. 1 B i
Wi, (71,792,73) = 5ok Z Wo: ()W) (11,72, 73). (14)
vGIFgl“

The next step is to compute the Walsh transform of (I, o v/). Let v be
of weight r (i.e., wt(v) = r) with the bits in the jy, ..., j, th positions
to be 1 and all others to be 0. Then

(lyov)(w,y,z) = p1(x,y,2) D D pr(x,y, 2)

where p; = vj, for 1 < ¢ < r. Further, let s = 3k(wt(v) — 1),
w = (uy,...,u—1), with each u; € FF3*, ug = (0,...,0) € IF3*
and v, = (7y1,72,73). Now applying the Generalized Convolution

Theorem, we have

1 T
Wityo (71:72:73) = o7 > [ Wi (wi b wic)

A
‘u;ETFé =1

=5 Z ﬁ Wy, (wi @ ui—1).

wE]F; =1

—_

Substituting in (14) and using (13) we obtain the Walsh transform for
any component function of the map defined in (12).

Theorem 8: Let h be an S-box defined asin (12) and let h1, ..., hay
be its component functions. Then

W, (71572, 73)
1 B} 1 r )
=g X Walgme X I X W,
uE]F%k (g ,eyupn_q) i=1 'LUEIF,’Z"

(’LL' DSuio@ui—12,u; 3D i1 g)

X W'g]i (wyui P ui—1,1)
where u; = (u;,1,ui,2,u;3) with u; ; € IF5 and for each v € I3,
r = wt(v),u, = (v1,%, 7).

Theorem 8 provides the complete expression for the Walsh transform

of any h;.
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S-box

S-box

‘ 1] ‘ 9(y)

9(=)[+b()

g9(z)

Fig. 2. Substitute and add.

B. Substitute-and-Add

In this subsection, we consider the map obtained by alternate appli-
cation of an S-box and sum modulo 2%*. More precisely, we consider
the following map:

hiz,y) = g(x) B g(y). (15)

The map is shown diagrammatically in Fig. 2. We obtain the complete
Walsh transform of each component function of .. As before, we con-
sider g to be an 2k-bit to 2k-bit S-box whose component functions are
J1s-ees 92k

For the sake of convenience, we will denote »(x, y) = « B y. The
map v is conveniently described by separating the carry part. Suppose
(a1,...,az2x) and (b1, ..., bay) are the inputs to H. Then, the carry in
the ith position is given by the function c(ai,...,a;,bi,...,b;) and
v; = a; P b; & ¢;. The Walsh transform of the carry function has been
described in [11]. Let A1, ..., hax be the component functions of h.
We can now write

hi(e,y) = gi(%) © gi(y) ® ci(gi(x), -, 9i(2), 91(y), - - -5 gi (y))-

Let
ﬁ(xy) = Ci(g1 (l),,g,('ﬂ)gﬁ (y)**g'(y)))
= ci(pi(z,y))
where 1; : {0,1}** — {0,112 is defined as

pile,y) = (), ..o, gi(2), 91(y)s- - ., gi(y))-

Applying the Composition Theorem for (u, v) € {0, 1}%*, we have

1 . ,
Wy, (. 0) = o5 > Wi (w) Wit o, (s 0).
- wGIFg’

Let \i(«, y)=g:(«)Pgi(y) and, hence, Wi, (u,v) =Wy, (u) W, (v).
We have h;(x,y) = \i(x,y) @ fi(x,y). Using the Convolution The-
orem we have

) 1
Wh,(u,v) = 33k Z

(ur -Ln)EIngJrQ)“
X Wy (u@ui,v@ o)

1 . .
Sy e

(u1 1) €l H2
X Wi (u&up,vdo)
1
= Sak+zi Z

(u1,v1 )ETngJrzk

X Z We, (W)W opp(u @ ur,v @ ).

wElF_g’

Wi, (wr,v1)

W, (wr )Wy, (v1)
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Thus we get the following result.

Theorem 9: Let h be defined as in (15) and 71, . .
ponent functions. Then

1

(ur,vp)EmF T2

X Z We (W)W opy (e @ ur,v & o)

wEIF%i

., hoy be its com-

Wi, (u,v) = W, (ur) Wy, (v1)

The complete expression for W}, (u, v) is obtained by computing
the Walsh transform of (I, o z¢;). This requires one more invocation of
the Convolution Theorem and hence involves another summation.

where pi(z,y) = (g1(2),....g:(2), 91(y). ...

VII. CONCLUSION

We have proved a result which provides the Walsh transform of a
general functional form. As special cases, we obtain two of Nyberg’s
correlation theorems proved in [8]. We consider two applications of
our results. These applications combine S-box lookup with addition
modulo 22 and the X-OR operation. In each case, we obtain com-
plete expressions for the Walsh transform. A possible future research
problem is to apply our techniques to actual block ciphers.
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