A Fast Fault Simulation Algorithm
for Combinational Circnits

Wuuchiann Ke 8 Shared Seth
Tepartraent of Computar Sejence
TUniversity of Mebraska, Lincoln, E 6B5EE-0115

Bhargeb B. Bhottacherya
Tndian Statistical nstitute
Caleutta, india

ABSTRACT

‘The performance of a fast fanlt simulation algorithm for combina-
bional circwits, such am the critical path tracing mathed, k& deter-
mined primarily by the efficwncy with which it can dedusce the
dotectability of stem faults (stem analysiv). We propose a graph
based approach to perform etem analysis. A dynamic data stroe-
ture, called the eritienlily eonstraimt graph, i used during the
backward pass to carry imformation related {o =ell masking and
multiple-path sensitization of atem Fanls, Tha structure is
updated m sueh & way that when siems are reached their critical-
ity can be found by looking at the criticality constrainta on their
fanomt branches. Compared bo the critical path fracing methed,
our algarithm 3 exact and docs wot require forward prapagation
af individual stem [aslts. Several examples are given o illestmic

the power of the algorithm. Preliminary data on an implomenta-
tion is also provided.

1. JNTRODUCTION

Tdeally, & Frst fault simulation algoritho should be able to com-
phete iy job i Lwo pamses: logic simulation of the (goed) circult in
& forward walk and Fne crivicality delermination in a backward
walk through the circuit, The first of these, kgic simulatlon is
atraightforward and takes lincar time in the sise of the circuit,
The second pass would alse be straightforward if the cirewit had
no reconvergent fanout stema. The criticality of sach stems can
not be deduced directly from the criticalities of is fanout branchos
(FOB'S). [e to self masbing (that is, canceltation of the coffect of
& atem fault prepagating along multiple pathz at a reconvargent
gate] the stem may be non-critical when one or more of its FOB's
ate eritical. Conversely, a stem fanlt may be detectabls only
bicause ite effect propagates through s retonvergent gate along
more than ope path {rmlfh'pfd paith .ﬁ!miliml'm]. To this case,
Lhe stem is critical while lta FOR's may alk be non-critheal.

The stes analysis carred oub in critical path tracing [1] has twe
cheracteristic aspecta, cach of which has its own drawbacks as
noted below:

Diynamic mwmory managenwil i avedded by fault-
sitnulating stema serially; for many circuits stems constitube
a significant fraction of the total number of lines henco this
solution could be goite expensive.

‘The number of stems that most be fanlt-simulated & minim-
ized by making the simplifying assumption that a stem is
non-critical whenever all its FOB's ere non-critical. This
simplification sacrifices the exactness of the fault simulation
il gewrith,
The elgorithm reported here is similar to eriticel path traciog
with one major difference: it integrates the pracess of deternrining
the non-slem and the sfem [ine erificolities in a single bockaord
walk of the cirewtt. This i achieved by the introduction of &
dynamic data structure, called the critieality constraint graph
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{CCG), which carries enough information, aleng with the line cri-
twalities, to allew determination of a atern’s criticalities from jw
FOBS. That i, we pay the price of dynamic data menagement
but avoid scparate and individual consideration of stems, While
the wlparithm is not as simple s critical path tracing, we expect
it W ron faster and yet produce exact results. Other recent pro-
posals Tor speeding up Faull sinulation have dealt with the prob-
lem of reducing the amount of computation required in stem fanlt
propagation [Z,4].

The following sections give details of the graph (003 natation,
rulea for it construction and manipulation, and the algorithen [or
faull simulation. The algorithin w ifustrated with several amall
examples, We inchade preliminary dats from an implementation
curcently underway,

1. THE CRITICALITY CONSTRAINT GRATH

The nodes in the critiality constraint graph [COG) ropreseat
lines in che cirewit. They are dynamically labeled with the criti-
eality values [O for eritica] and W non-eriticad] of the eoreeapond-
ing lines [recafl that o lioe { with the gosl-cirmuil vale v & eelti-
cal if amd anly if the fault | stuck of ¥ 5 deteclable at a cireoit
output.) The honecritical values ere further divided joto teo
clazses depending o whether or not the effect of 8 preceding
stem faull reaching the line in question can be blocked at a sub-
sequent gate. M Lhe effech i kbown Lo be blocked we call it a
negatively nom-critical (NN} value, obherwise, it js called 2 posi-
lirely non-erifieal (PN) value,

The directed edges in & COG, densting critwcality constraimts
between lines, come in two Ravars as well. The first type denotes
the situztion of fault-effect cancellation, e.g., at the input of the
ANT} pete shown o Fig. 1 [a). The effect of a stem falt arriving
at input A would propegate to the output only i it does net
reach inpul B ale, Tn sach a case we say thal B concely A and
aluow iy by an edge directed rom B to A, Fig, 1 Eh]- dipicls a dlf-
Jerent situatids. Here, the slem [ault-cffect will propagate 1o the
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gote output only if it reaches both A and B, In this case, we
arbitranily mark one node (aay B} with the eriticality NN, the
other node (A} with the eriticality PN, and draw an enabéing
typa of cdge from B to A (enabling arce are shown starred in the
graph,) The imterpretation i as follows: the stem fault-effect
arriving at A is propagaled i and only if B enables A, Note that
B would ensble A if and only if the stem fault-effect also reachos
B. Becauvse of the symmetry, we could heve exchanged the roles
of A and T in the above discamion. Cur fault siinulation algo-
tithm will produce identical results in either casc.

Tn the CCG we define s node to be free if there are no edges
(enabling or cancelling) pointing o k. A node &8 said to be
independent if thers are o edges pointing to or eway frem it,
that is, Lhe node iz isclated. An independent node In also free
bt the revorse iy not always troe.

For n fault f, the reachebibily funetion R(X) i true for nede N in
the C30C if the offect of fcan peach the line represented by node
W, We cen use the OCG to determine i the fault effect would
promagate to & circuit ootput vie N. To this end, we define the
frfTuence expreasion of a node N a9 followa:
I N i gn Independent node then TE{N) = R{N}, otherwize,
let N, -, N be the nodes that cancel Hand N, ... N, be
the nodes that enable N. Then

1B = TH) A, IR - W ) i.—'\ {]‘E[HP_JV Yy m::{,J]

Note that I i defined recursively but we mainlaim the GOG in

such a way that a cycke is never creaded, Thuos there &8 no cireu-
larity in the alwove delinition,

The backward walk of the circuit in sur algorithm starts at the
primary cutput and proceeds In & breadih-fimt [ashicn towards
the primary inputs. Thus no gate inpub i processed befors the
gate output and oo fanout eter is cogsidered bofore all its FOR'S
have been considered. Initially, the CCG consists of just the
indcpendent primary cutput nodes each of which is assigned the
value C. Thers are no constrainly {cdges) in the geaph &t this
point gsinee eacl oubpat ia unconditionally observable. As the
walk procecds, the CCG i dynamically updated.

There ara two aspects to the dynamic adjustment of CCG, First,
as we proceed from the output of & gate towards its inputs, we
must creste new nodes for the input lincs, assign them the
coreect critlealitles, and move Lhe constraints from the gate out-
put to ite Jnputs. Second, when we go back from FOB% to a
Fanowl stem, bhe stem®s criticality must be correctly deterinined
amt Lhe CCG must be adjusted so that the walk could proceed
from the stem. The first aspect refers to procesing of fanout-free
regiona [4] of the circuit; during this time new nodes and edpes
are added while some old ones are deleted. Typically, however,
the CC grows in size while going through o fanout-free region
(FFR]. On the other hand, rules for propagating from FOH's to
stems have the effect of penerally reducing the size of the CCG.
The apecific rules for updating COG's m FPR% end for stens are
distizssed in the next two soctions.

3. BACE PROPACATION TIROUGH
REGIDNS

FANOUT-FREE

3.1. Detormining Line Criticalities

The fanlt simulation algorithen must assign criticalities to the
inputs of & logic gate knowing the eriticality of the gato ontput,
the gate type, and the signal values at the gate. The rules for
thie computation will be dicomed lor a two-input AND) gate.
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These are easily generalized to other gate types and for more
than two inputs. A swmmary of the rubes appears in 1l table
below. Thesa will now be further explained.

Tiack Propaguiben of Critiealiibes hrengh « Two-input AND

Tepat Valnes Tnpet Crisieabities when the Quspat = |
A B ¢ ] KK
o g MOEN  [NHPN) (MNNN]
9 1 ek [EMNN) [N KN}
1 a [N [NN,PX) [N HN}
1 1 (o) (EN,EH] (NN NN)
" Phess valmen can be imterchamged.

The simplest altuation oceom when the gate cutpul b marked as
negatively non-crilical IN'H]. To this came po sterr, fault-sTect can
propagate through this gate and the mputs are abo marked =
NN.

Mext, asaurme the autput of the ANT gate 18 eritieal [C). T both
its inpuls are Zero then we assgn the criticalilies NN and PN o
the twae inpuls and draw ah coabling edge between them 2o
descrilua]l in the last section. The case of two opposile input
valucs was alse discussed in the last sectiom. Assume, for exam-
ple, that input A is one and input H is zero. A fault effect reach-
img A can not poasibly change the output independent of whether
it reaches B or not. Thos A in marked negatively non-critical
{NN]. On the other hand, a fault effect reaching B would pro-
pagate 1o Lhe palpol wolem ik i caocelled by A, Thus B is
marked as critical {C] with a cancelling edge coming from A.
Lastly, d both inputs are one, the fault effect arriving &t either
imput would unconditionally resch the output. Thus both inputs
are marked a8 critical [C).

Finally, amume the ootput of the AND gate & positively non-
eritical {PH), that ia, the ontpat itself is non-critical yot the coffect
of o mulkiply-sensitized fault effect may propagate through this
gale, It is vasily 5een that this case in very similar to the previous
one, with PN replacing the role of C s shosm in the table.

131, Updating COG

In going {rom the output to the inputs of a pgate, the CCG s
updated as follows. Fiest, new input nodes are crealed, thelr erith-
calities are detormined, and enabling or cancelling edges are
introduced betweon them as described in the previous section
[exception: i the output node i independent and BN then no
il between input nedes need to bo iotroduced].  Mesd, the
gate oculput node in delated and the edges incident on it are
moved Lo the gate (nput node(s) marked ss C or PN, The apecifc
sel of rules for a dwo-imput AND gate are shown in Fig. 2 where
shaded arrows are wsed {o represent the collection of edpes
incident on node ¢ In the figoe G_,  represents the graph
(before updating] with node ¢ deleted, There are two cases dis-
tinguished in Figa. 2{e) and 2(r"). In both cuses o and b are sero
but in 2(c} there ks no enabling nk to node ¢. 17 there is an ena-
bling link to e fease 2(c")), we trace chains of enabling links bor-
minating st node ¢ and attach an enabling link from a to each
node which s al the beginning of & chain, Ik can be verified that
these rules correctly translate emabling and cancelling constraints
framn the cutpué &0 the inputs of & gate. The rulss for other gata
types can be easily derived in the same manner. Alsa, the rules
for & mulliple imput pate can be derived by treating it a8 a cas-
taube of bwo-input gates. ‘The result may depend on the different
ways in which a cascade connection can be formed, however, the
different CC0% are equivalent in terms of their conatraints,



Figurs 2

4. STEM ANALYSIS

A stem can be processed as soon as wll 1ta FOB's have bocn
reached through the FFR procmsing deseribed In the last section.
It i emsily verified that by the time a stem 5 is processed, Lhe
branches of 5 are the only nodes im the CCG which can be
renched from 8. The main part of slern analyals has to do with
checking the branch nodes for applicability of certain rules and
pedorming rule-dependent reductions of the graph. A skeleton
algaeithen for atem analysis is as follows:

Stemn Analysiz - Skeleton Alrorithm

Apply Rule R1;

do unlil none of B2 through R4 are applicable;
Apply Rule RZ,
Apply Hule B
Apply Rube RRd4;

Apgply Rule B5;

whore, R1 through RS are reduwction rubes for branches of 8
describod m the table below:;

These rules may be cigorowsly proved {sce |5|] 1o preserve the
constraints described by the CCG. We omit the prools hers for
lack of space.

These mulea are repeatedly applied to sl the stems unkil oo
Further reduction of CCG iz poecible, At thie point, some stems
may have tlwir criticality assigmed according to Roke R1, R2, or
H4. For the other slerns, we must apply the following procedure
on the reduced GO0 to comphete the stem analysis, We ansurne
8 to be the stern whose criticalily nesds to be determined and
5] ia the set of its FOI's,
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COG Bedwetlon Bulee for Uir Brancets af Siem 3
Rak {Condilmm Aetlan a
Ri HixaPl Dabermine  cridecaBly of 5
Remave all hrasche of &
hit] A bewnck uf 5 i free and cridical Ramows afl beoockes of 5;
Inseni Independent critical nods
5 i COG.
3.1 | A branch bl of § s fres, nosoritical, asd | Remsove bl
camcels amothar branch b2 of 8.
H3.2 | A branch bl of 3 & dree, noncritical, and | Bamevw all exabiing links s bz
enahles saciher branchk b2 of 8,
Hi A oriiend branch of 3 has cancalling Exks | Hamew  all hresches of 3,
cuming oaly B olber cridicad hrasches | bnsart fdepandwel ofitien] wode
of 8 ¥ in OO0
i “Thara ars multipls [rea KN beanehes of & | Combise shese nodes and frm
w Haghs free [N suale.

Step 1: Set the rearhability function R(b] to be true for each

branch b in B(S).

Step 2: 1 there ke any branch b in B{3) labeled C ar PN

such that He ieflaence function IE(b} is true then stem B s

eritlenl otherwise it 1s non-critical.
To propagate the constrelnts to B from its branches, we examine
tha reduced CCG. Fimst, i only one of the branches of 8 survives
the reduction process, its criticality and constraints are
transferred to 5. The branch can then be deleted from bhe CCG.
Meat, if there are two or more branches of & stem that aorvive we
creabe o ningle supernads of their eombinstion after deleting
independent nodes (il any). This supernode inherits all the edges
incident om ity comstituent nodes s well as the eriticality of 3.
The complete fault simulation algosithm, based on the ideas
introduced above, can be described ab & high leve] a3 Inllowes.

6, FAULT SIMULATION ALGORITIIM AND EXAMPLES
The algarithm contalns the following stepe:
Siep 1: Bead In the giteuit deseription.

Step 2: K there are no input vectom then stop, otherwise,
reed & (binary] vector and do the troe-value situlation,
Tnsert all the POs in the COG with label C.

Step 3: Awsign lne criticalities and update COG in the FFR.
If CCG contaims only Pls gdo slep 2, or f CCG contains
coly NN nodes, label the remaiming ¢ireuit lines NN and
goto step 2.

Sikep £ Do ateny analysis and reduce COG.

Step 5: Amign criticalilies to ster and propagate OOG
through tham.

Sten &: If some lines are not yet assigned criticalitics, goto
ptep 3, ciherwise goto step 2.

Wo will considor 1wo examples to show how the CCG i madified
during the algorithm, The first example illostrates the process of
updating the criticality constraint graph [CCG) for a smimple cir-
cuit. The second example i8 a 3-input exclasiveor circult, It
shows how complex masking relationships ean be captured guite
aimply by the COG. This class of circails is known io be dilTicult
for fault simulaticn.

Exampls 1: Fig. 3 shows a part of o circuit connected to the two
outputs. A sequence of four graphs represent the CCG for this
eireuit during different stages of beck propagation. Initially, the
grapl contains just the isolated primary output wertices which
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are labeled as critical. The second graph shows the COG after
tho two output gates have been processed. The FFIL propagation
stops at the FOB's and the OOG st this stape i shown in the
third graph which becomes the startivg point for the stem
woahyein dlscusmed m Section 4. The rule B3.1 18 applcable to
node ¢ as the cancelfing node; the result is the deletion of node
¢l and its two incoming edges, Alo, the rale 3.2 is applicable
ko 2l a3 U coabling node, and resulls in the deletion of the ena-
bling link from al. Mo [urther reduction & possible, Nexl, we
determine the criticality of the three stem lines, The effect of 2
fault cn stem a reaches only a1 and &2 Of thewe a2 i PN and
not canceled by bl (slnce the the reschability R{bl} in false],
hence the stern o s marked as eritical, Both the brasches of b
are marked as WN s0 b should also be NN, Finally, only the sio-
gle independest branch node 2 survives the reduction proces
for the FORB's of ¢ which inherits its criticality. No sapernodes
need bto be crested for propagation of constraints from the
branches to the respective stema In this example and the COG at
khe thyee atems jo shown In the Jast graph In the ligure.

Fatample 3: Fig. 4 showa 2 sobcircait with two exclusive-or gates
in geries, The CCG for the L1 interface ia shown in the fist
graph, Beth the nodes b and o are represented by supermodes
and are critical. Supposs a fault efect from & precoding atem
arrives at node b but neot at node ¢, The canceling «dpe fram ¢’
to h 8 ineffective hence the effect will be propagated 1o the eir-
cujt catpiat. On the other hand, il the effect arrives a3t both the
nodes, muinal cancellabion occurs and the effact can not
propapate to the primery cutput.

After back propagating through the secand excheivesor we will
get the CCG shown in the second graph for the uterface L2, I is
interesting to see how the COG captures the notion of masking
for thin exampl. Supposs, & fault effect arrives only at node a.
Since 8 18 critical end nob cwoceled by boor ¢, we ean conchide
that the effect will propagate to the primary output. I, on the
olher hand, effect arrives at a and b but not at ¢, the critical
nodes & and b are cancelled respeclively by b* and 2™, Thua the
effect 2 masked. Fimally, suppose the effect arrives at all the
three nodes, In this case, 2’ and b’ are cancaled respectively by
b'" and a”'. Therelore, thoy can not cancel ¢ which & & eritical
agde, Thes the fault will be detectable.

8. PRELIMINARY EESULTS
An implemenistion of the fault simulation algorithm described
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abwve has just been completed, It consisie of some 1,000 lines of
C code, The linplementation i@ yet to be folly debugped and
optimined for performance. Eardy results on ita performance are
provided for single vector fault slmolation on scme of the bench-
mark circuils in the [ollowing table. Mare extencive data on ite
performance will be available shortly.

Hingle-Yector Fault Simulation Tines
(in seconds of Apollo DN4000 CPT fiene)

Cireuit Init. Total Tault-sim,
Time Time Time
Caan L13 L.BE 0.70
C1508 26T R .13
C2am0 302 565 263
CEALG 64T TTE TLOD

r. CONCLUSION

While the basic idea of critical path tracing » tetained in our
algorithm, it has been modificd in significant waye so a3 ko make
the method exact and still ron fast becanse the need for indivi-
dual stem-fault propagation in sroided.
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