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Abstract

We present a simple method to use an [n — d  -  1, m,  t +  1] code to construct an n-input, m-output, /-resilient function with 
degree d  > m  and nonlinearity 2”_l — 2"~ TW+1 i/-1 _  (m _|_ \ ) 2 n~ d 1. For any fixed values of parameters n , m , t  and d,  with 
d  > m,  the nonlinearity obtained by our construction is higher than the nonlinearity obtained by Cheon in Crypto 2001.
© 2005 Elsevier B.V. All rights reserved.
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1. Introduction

Resilient S-boxes were introduced by Chor e t al. [3] 
and Bennett et al. [1]. The study o f other im portant 
cryptographic properties o f resilient S-boxes such as 
high nonlinearity and algebraic degree have been per
form ed in [2,6,7,9,12]. In [2], Cheon used an [n — d  —
l , m , t  +  1] code to construct an n-input, m-output, 
f-resilient S-box with degree d  > m  and nonlinear
ity (2"_1 — 2n~d~ l [_V2"J +  2n~d~2). The construc
tion o f Cheon uses the algebraic structure o f linearized

polynom ials and the nonlinearity calculation is based 
on the H asse-W eil bound for higher genus curves.

In this paper we describe a simple construction of 
nonlinear resilient S-boxes. Given an [n — d  — 1, m , t] 
code we construct an n-input, m-output, /-resilient 
S-box w ith degree d  >  m and nonlinearity 2"-1 — 
2«-rw+l)/21 — (jn-\- \)2 n~d~ x . Further we prove that 
for any fixed values o f the parameters n , m , t  and d  
with d  >  m , the nonlinearity obtained by our m ethod 
is in all cases higher than the nonlinearity obtained by 
C heon’s method.

1.1. Work since the submission o f  this paper
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tain higher nonlinearity. These results were recently 
published in (5) and to the best o f our knowledge pro
vides the currently best known nonlinearity.

The motivations for the current paper and [5] are 
different. The point of the current paper is that sim ple 
techniques can give good results. The point o f [5] is to 
obtain the best possible nonlinearity through the use 
o f sophisticated techniques. Further, the gain in non- 
linearity obtained in [5) over the current paper is not 
by a large amount, so that there is really a trade-off 
between simplicity and gain in nonlinearity.

2. Preliminaries

Let F2 =  GF( 2) be the finite field o f two elem ents. 
We consider the domain of an //-variable Boolean 
function to be the vector space ( F " , ©) over F j, w here 
© is used to denote the addition operator over both Fi 
and the vector space F " . The inner product o f two vec
tors it. v e  will be denoted by (w, v).

The Walsh transform o f  an ///-variable Boolean 
function g is an integer valued function : {0, 1}'" ->  
[ —2 " ',2 " '| defined by (see [8, p. 414]) W f,(u) =  

< i ' )>!l" *■ An ///-variable function is 
called t-resilient if WK(u) =  0 for all u with 0 ^  
H7(i<) < t |11], The nonlinearity  n l ( / )  o f an //-vari
able Boolean function f .  is defined as

n l ( / )  =  2" 1 — i  max | W /■ (m) | .
I-'"

A Boolean function g can be uniquely represented 
by a multivariate polynomial over F t. The degree of 
the polynomial is called the algebraic degree or sim ply 
the degree ol g and is denoted by deg(g).

An ( n . m)  S-box (or vectorial function) is a map 
/ :{ ( ) .  I}'' ->  {0,1}"'. Let / :  {0, 1}'' ^  {0, 1 }m be 
an S-box and # :{ 0 , 1}"' —>• (0, 1} be an m -variable 
Boolean function. The com position o f g  and / ,  de
noted by g o /  is an //-variable Boolean function 
defined by (g o f  )(x ) =  g ( f ( x ) ) .  An (n ,m ) S-box 
/  is said to be /-resilient, if  g o f  is /-resilient for 
every m-variable linear function g (see, for exam ple, 
[6]). By an ( n . m,  /) S-box we mean /-resilient (n , m ) 
S-box. Let /  be an (n , m ) S-box. Then nonlinearity of 
/ ,  denoted by n l( / ) ,  is defined to be

n l ( / )  =  min{nl(g o / ) :  g is a nonconstant

m -variable linear function}.

Similarly the algebraic degree of / ,  denoted by 
d e g ( / ) ,  is defined to  be

d e g ( / )  =  m in{deg(g  o / ) :  g  is a nonconstant

m-variable linear function).

It is easy to see that if  /  is an (n ,m ) S-box, then 
d e g ( / )  <  n.  By an (//, m,  t)  S-box (or (//, m,  t ) -resil
ient function) w e m ean /-resilient (//, m ) S-box. Sim
ilarly by an (n , m , t , d)  S-box (or (n , m , t , d)-resilient 
function) we m ean /-resilient (//, m)  S-box with alge
braic degree d.

We are interested in S-boxes (as opposed to Bool
ean functions) and hence we will assum e that m > 1. 
Also we are interested in S-boxes for w hich d  > m 
and for resilient S-boxes it is known [10] that d  < n. 
So the following condition holds: 1 < m < d  < n.  This 
implies that for the S-boxes in w hich we are interested, 
the m inim um  value o f  n is 4.

3. C o n s tru c tio n  o f  (« , m,  / ) -resilien t S -box w ith 
degree g re a te r  th a n  m

We will be interested in (n, m)  S-boxes w ith max
im um  possible nonlinearity. I f  n — m,  the S-boxes 
achieving the m axim um  possible nonlinearity are 
called m axim ally nonlinear [4]. If  n is odd, then max
imally nonlinear S-boxes have nonlinearity 2"_l -  
2 <«—1)/2_ p or even js p0SSjbie to construct (n,m)  
S-boxes with nonlinearity 2”-1 — 2 'i/2, though it is an 
open question w hether this value is the m axim um  pos
sible [4], The following result is well know n (see, for 
example, [6]).

T heo rem  3.1. Let  C be an [ n , m , t  +  1] binary lin
ear code. Then we can construct an (n , m , t)-resilient 
function.

The follow ing result is a slight generalization of 
Theorem  3.1.

L em m a 3.1. L et f : {0,1}" —> {0, l}m be an S-boxand  
f  \. f 2 . ■■■ • fm  are the com ponent functions. L et C be 
a [ p , m , t  +  1] binary linear code. We can construct a 
t-resilient S -box h : {0, 1}n+p —> {0, \} m with compo
nent func tions h \ , //2 , . . . ,  h m, where nl(h) =  2pr\\( /)  
and algebraic degree o f h ( x )  is same as algebraic de
gree o f  f ( x ) .



Proof. A  binary linear code [ p , m , t  +  1] is a vector 
space o f dim ension m  over Fi .  Let {C\ ,  Co , . . . ,  Cm] 
be a basis where C, =  (c,-,, c ,-,,. . . ,  c,- ) e  f £  . We 
construct the S-box h : { 0, l} "+ /> —» {0, l}m as fol
lows. For 1 <  i <  m,  we define,

h , ( x  i , . . . , x n , x n+i , . . . , x n+p)

— fi(% \, • • * , © (C/, (xn.+. i , Xtj-\-2, - - • , Xn+p))'

Let h'  be any nonzero linear com bination o f  the 
com ponent functions h ] , , h m. So /?' can be written 
as h ’ =  d]h]  © • ■ • © dmhm for some nonzero vector 
(d \ , . . . ,  dm) e  F™. Hence

h — d\ f i  ©  • ■ • © dm f/f,

© [d\ C i ® • • • © dm Cm , (x„+i

=  di f i © * * • © dm f m © ,..., Xfj+p) ,̂

w here C ' =  rfiC i © • • • ©  dmC,„. We have w eight of 
vector C ' ^  r +  1 since C is a [ p , m , t + I ]  linear code. 
H ence h'  is /-resilient and so h ( x \ , . . . ,  x „ , x n+\ , . . . ,  
x n+p) is r-resilient. As we are adding p  new variables, 
nl(h) =  2pn \( / ) .  Clearly deg(/i) =  d e g ( / ) .  □

The next result provides a sim ple m ethod to con
struct a (d +  1, m ) S-box with degree d  and very high 
nonlinearity.

T h eo rem  3.2. It is possib le to construct a (d  +  1, m ) 
S-box with degree d  >  m and nonlinearity nl (h) ^  
2d - 2 LW+,)/ 2J — (m +  1).

P roof. Let /  be a (d +  1, d  +  1) maximally nonlin
ear S-box whose com ponent functions are f \ , / 2, . . . ,  
/ ^ + i . We construct a ( d + \ , m )  S-box h with com po
nent functions h i , h 2 , • . . ,  h m in the following manner. 
For 1 ^  i ^  m,  define

M( (-*• 1, - • • , Xd+ \ ) — -*-1 * - - — 1 Xj+ 1 • • • %d+ \ , 

and

h i ( x \ , . . . , X d + \ )  =  f i ( x \ , . . . , x d + i )

® M ( x \ , . . . , X d + \ ) .

By construction algebraic degree o f 5-box h : {0, 1 }d+] 
-*■ {0, l}m is d.  It is known that n l ( / ) ^  2d -  2 (-W+, )/2j 
[4], We show that nl(/i) ^  n l ( / )  — (m +  1). Let 
e, be the identity vector which has a one at the 
ith position and zero elsewhere. Let 1 =  ( 1 , . . . ,  1).

From the definition of fi, it is clear that Sup(ju-i) =  
*d+ i): H i ( x \ , . . . , x d+i) =  1} =  {l ,e/}.  

A nonzero linear combination h'  o f the com ponent 
functions h \ , . . . , h m can be written as

h' =  f i t © • • • © f ir © M11 © "  ■ © Mi, > 

for some {i\,  ('2 , . . . ,  ir } Q {1, 2 , . . . ,  m}.

We have ( J rJ=l Sup(Mij) =  (1, £/,.} and so the
weight o f the function © • • • © / i ,( is at most r +  1. 
Hence nl(h') ^  n l ( / )  — (r +  1). Since r <  m,  it fo l
lows that nl(h)  >  n l ( / )  — (m +  1) which gives us the 
required result. □

Now we are ready to describe our construction 
method.

Construction-I.

1. Input: Param eters n , m , t  and d  with d  > m.
2. Output: An ( n . m,  t, ^)-resilient function.

Procedure.

1. Construct a (d +  1, m) S-box using Theorem  3.2.
2. Let C be a [n — d  — 1, m,  t +  1] code. If  no such 

code exists, then stop. The function cannot be con
structed using this method.

3. Apply Lem m a 3.1 on h and C to construct the re
quired S-box g.

Theorem 3.3. I f  an [n — d  — 1, m, f +  1] code exists, 
then Construction-I constructs an (n , m , t , d ) S-box 
g with nontinearity 2 "~ l — 2'l~ ^ d+{^ 2̂  — (m +  1) • 
2n ~ d ~ x .

Proof. By Theorem  3.2, nl(h) =  2d -  2 Urf+D/2J -  
(m +  1) and deg(h) =  d. By Lem ma 3.1, g is r-resil- 
ient, nl(g) =  2 " - d~ 'n \(h ) =  2n~ l -  2n~^(d+l)/2] -  
(m +  l ) 2n~d~ > and deg(g) =  deg(ft) =  d.  □

4. Comparison

In [2, Theorem  5], Cheon proved the following re
sult.

Theorem 4.1. For any non-negative integer d, i f  there 
exists [n — d — l , m, ?  +  l] linear code then there exists



u (/i, m , t)-resilientfunction with degree d  and nonlin
earity ( 2" - '  -  2"~‘/~ l L\/2"J +  2"~‘l~2).

The nonlinearity calculation in the above theo
rem is based on H asse-W eil bound for higher genus 
curves. Till date, this is the only construction which 
provides ( n . m.  i) nonlinear resilient S-boxes with d e 
gree greater than in. In the next theorem  we prove that 
nonlinearity obtained by C onstruction-I is higher than 
nonlinearity obtained by C heon 's construction. First 
we need the following result.

Lemma 4.1. For n ; d  +  4, and 2 ^ in < d  < n we 
have L2" 2J > ± +  (//< +  1) +  2 ‘i‘/t1, /2I.

Proof. We have to show

[2" 2J >  ̂ +  <m + 1) +  2 " ‘' - | , /2 j . (1)

Since 12" 2J ^  2" 2 -  1 and 2U/+I,/2 ^  2 L<(/+I)/ 2J, 
Eq. (1) holds if

2" 2 — 1 > j  +  {in +  1) +  2 ,'/^ 1 )/2. (2)

Since in < d.  we have in ^  d  — 1 and Eq. (2) holds if 

2" 2 — 1 >  ̂ +  (d -  1 +  1) +  2(,/- | ) /2. (3) 

Again since n > d  +  4, we have that Eq. (3) holds if 

2 u l - 4 ' 2 ^  l + d  + 2 u , - ' r 2 . (4 )

Thus. Eq. (1) holds if

2,/;2( 4 -  y/ l )  > 4 + d .  (5)

Clearly. Eq. (5) holds for all d  ^  2. Hence the 
proof, n

Theorem 4.2. Let f  he an (n, in, t, d)-resilient fu n c 
tion f  with d > in and nonlinearity n \ constructed by 
C heon s method. Then it is possible to construct an  
(n .m .t ,d ) -r e s il ie n t function  g with nonlinearity n i  
using Construction-I. Further n i > n \ .

Proof. As ( n . m.  t )-resilient function /  is constructed 
by C heon’s method, there exists an [n -  d  -  l , m ,  
t +  1 ] code. Construction-I can be applied to obtain an 
(n. in. O-resilient function g with degree d  and non- 
linearity

nl(g) =  no — 2"“ ' _  2"~rw+|)/2l +

It rem ains to show that «2 >  n i , w hich w e show 
now. Recall n ! =  2n~ l -  2 " - d~ l +  2n- d~ 2. The 
m axim um  possible degree of an S-box is (n  — 1), so 
d  <  n — 1. For d  =  n — 1, n — 2 and n — 3 th e  required 
codes are [0, m , t +  1], [1, m , t +  1] and [2, m , t  + 1], 
Since 2 <  m  (see Section 2, last paragraph) the first 
two codes do not exist and so Cheon’s m ethod  cannot 
be applied for d  =  n — 1 and n — 2. The th ird  code ex
ists only for m =  2 and t =  0, in which case  the code 
is a [2 ,2 , 1] code. In this case, n — d  — 1 =  2, m = 2 ,  
d  >  3 and so n >  6. A lso, for this case, n j  >  »i if 
4 x (|_2"/2J — 2̂  ("~ 2,'/2J) >  14. This cond ition  holds 
for n ^  6. Hence, n i  >  n i for d  =  n — 3.

Now we consider the case d  ^  n — 4. W e have /n -  
n , =  _ 2«- rW+D/21 + 2 n - d - \  - 2n- d ~ 2 - ( m  +
\ ) 2n~d~ x. Thus we have «2 >  «i if  2n~ d~ l [_2n!2\ > 
2n -  rw+1 )/21 +  2«-rf-2  +  +  ! )2« -rf-1 . T h e  last con
dition holds if and only if  L2',,/2J >  \  +  (m  +  1) + 
2 LW+0 / 2J s ince  2 <  m  < d  < n (see S ection  2, last 
paragraph) and n ^  d  +  4  we apply Lem m a 4.1 and get 
«2 >  n i . This com pletes the proof of the resu lt. □

Remark. We note that C heon’s m ethod does not pro
vide any nonlinearity for d  <  w hereas Construc
tion-I provides positive nonlinearity for d  >  2.

5. Conclusion

In this paper, we have presented a sim ple construc
tion of nonlinear resilient S-boxes with algebraic de
gree greater than m . We proved  that fo r any fixed 
values o f the param eters n , m , t  and d,  w ith  d  > ni 
the nonlinearity obtained by our simple construction 
is higher than the nonlinearity obtained by  the more 
com plicated algebraic construction o f C h eo n  [2] in 
Crypto 2001.
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