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Abstract

Quantum cryptography promises levels of security that are impossible to replicate in
classical world. In all the initial quantum cryptographic protocols, the involving parties
trust the measurement devices involved in the protocol.

Later it is shown that the security of the protocol can’t be guaranteed when the quan-
tum devices on which the protocol relies are untrusted. This invents the concept of device
independent protocols which implies that the security does not rely on trusting that the
quantum devices used are truthful. The aim of the device independent approach to cryptog-
raphy is to do away with this trustful assumption, and, consequently, significantly increase
security.

With this aim, several device independent quantum cryptographic protocols are pro-
posed till now. All these existing device independent schemes are perfectly alright for
asymptotic limit only. However, none of these protocols have analyzed the scheme for finite
sample size i.e all the existing device independent protocols are theoretically correct but
none of these are practically implementable.

In this thesis, we overcome this shortcomings by upgrading the existing device indepen-
dent quantum cryptographic protocols for finite samples. The modified protocols provide
an estimation of the sample size in an optimal way. Due to finite sample size, we have to
allow some information leakage to the adversary. However, by fixing the accuracy parameter
appropriately for all the protocols, we show that the adversary can’t perform any fruitful
attack due to this information leakage.
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Chapter 1

Introduction

1.1 Quantum Cryptography - An Overview

Historically, the term “cryptography” has been associated with the study and design of
techniques for secure communication in the presence of third parties called adversaries or
eavesdroppers. In 1976, Diffie and Hellman in their paper “New Directions in Cryptogra-
phy”[13], identified the requirement of data integrity, authentication and non-repudiation in
cryptographic protocols. The real breakthrough in cryptography came when Rivest, Shamir
and Adlemann discovered an amazingly simple scheme for encryption, popularly known as
RSA. The basic principle they used is the hardness assumption of factorization problem i.e,
given a large number, there was no polynomial time algorithm to find it’s prime factors.

It was known that Quantum computers offer enormous computation power which is not
possible in the classical domain. Using this concept, Peter Shor came with a polynomial
time quantum algorithm for factoring large number in 1994. The algorithm shows that if
quantum computer can be made in reality then all the RSA based crypto system will be
evacuated in a moment.

Another important question in classical crypto system is to establish some common
key between distant separated parties. The widely used schemes that is used mainly in
classical crypto system is based on famous Discrete Log Problem. But it has been also
shown that with the help of a quantum computer, Discrete Log Problem can be easily
broken. All these results show that the existing classical cryptographic protocols are no
longer secure under the enormous computation power of quantum computers. This short
comings of classical cryptographic protocols lead people to develop the idea of cryptography
in quantum paradigm.

Quantum cryptography[19][8] aims to make data secure using fundamental physical
principles, such as the quantum mechanical phenomena of entanglement and Heisenberg’s
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uncertainty principle. The idea behind quantum cryptography is that two people communi-
cating using a quantum channel can be absolutely sure no one is eavesdropping. Heisenbergs
uncertainty principle requires anyone measuring a quantum system to disturb it, and that
disturbance alerts legitimate users as to the eavesdroppers presence. For this reason quan-
tum cryptography is completely secure.

The main challenge now in quantum cryptographic domain is to implement secure quan-
tum cryptographic protocols for practical purpose. In practice, quantum cryptography has
been demonstrated in the laboratory by IBM and others, but over relatively short distances.
Recently, over longer distances, fiber optic cables with incredibly pure optic properties have
successfully transmitted photon bits up to 60 kilometers. Beyond that, BERs (bit error
rates) caused by a combination of the Heisenberg Uncertainty Principle and microscopic
impurities in the fiber make the system unworkable. Some research has seen successful
transmission through the air, but this has been over short distances in ideal weather condi-
tions. It remains to be seen how much further technology can push forward the distances
at which quantum cryptography is practical.

1.2 Applications of Quantum Cryptography

Several quantum cryptographic protocols are developed since the first application of quan-
tum cryptography by Bennet and Brassard[6](BB84 protocol). Quantum cryptographic
protocols offer more security than that can be achieved in classical scenario. The well
known applications of quantum cryptography is as follows-

Quantum Key Distribution: The most well known and developed application of quan-
tum cryptography is quantum key distribution, which is the process of using quantum
communication to establish a shared key between two parties (Alice and Bob, for example)
without a third party (Eve) learning anything about that key, even if Eve can eavesdrop
on all communication between Alice and Bob. If Eve tries to learn information about the
key being established, key establishment will fail causing Alice and Bob to notice. Once
the key is established, it is then typically used for encrypted communication using classical
techniques.

Quantum Private Query: Quantum private query is a two party mistrustful crypto-
graphic protocol where one of the two legitimate party, say Bob, owns a database. His job
is to protect the entire database from the client’s(Alice’s) knowledge along with providing
the element asked by client. On the other hand, the client’s motivation is to extract more
elements from the database beside her query. If the owner of the database tries to obtain
information on the query, the person querying the database can find it out.
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Quantum Coin Flipping: Quantum coin flipping is a protocol that is used between two
participants who do not trust each other. The participants communicate via a quantum
channel and exchange information through the transmission of qubits. Alice will determine
a random basis and sequence of qubits and then transmit them to Bob. Bob then detects
and records the qubits. Once Bob has recorded the qubits sent by Alice, he makes a guess
to Alice on what basis she chose. Alice reports whether he won or lost to Bob and then
sends Bob her entire original qubit sequence. Since the two parties do not trust each other,
cheating is likely to occur at any step in the process.

Quantum Bit Commitment: Quantum bit commitment(QBC) is a two-party cryp-
tography including the following phases. In the commit phase, Alice (the sender of the
commitment) decides the value of the bit b(b = 0 or 1) that she wants to commit, and
sends Bob(the receiver of the commitment) a piece of evidence, e.g., some quantum states.
Later, in the reveal phase, Alice announces the value of b, and Bob checks it with the evi-
dence. The interval between the commit and reveal phases is sometimes called the holding
phase. A QBC protocol is called unconditionally secure if any cheating can be detected
with a probability arbitrarily close to 1. Here Alice’s cheating means that she wants to
change the value of b after the commit phase, while Bob’s cheating means that he tries to
learn b before the reveal phase.

All these quantum cryptographic protocols provide better security than the correspond-
ing protocol in classical paradigm. But if the protocols are not implemented perfectly or
the devices involving in the protocols are imperfect then the security of the protocols may
be violated. So, this protocols are considered as “probably secure” protocol whose security
assumption are based on the perfect working of the involved devices.

In all the cases, the initial protocol was proposed assuming that the devices are perfect
i.e, all the initial versions of the protocols are device dependent. Now quantum researchers
are interested in the device independent versions of these protocols where security does not
rely on trusting that the quantum devices used are truthful. Thus the security analysis of
such a protocol needs to consider scenarios of imperfect or even malicious devices.

1.3 Related Works and Limitations

In 1984, Bennett et. al.[6] proposed first quantum key distribution(QKD) protocol which
is also the first protocol in quantum cryptographic paradigm. Thereafter, many QKD
protocols were proposed but all these were device dependent. Mayers et. al.[24] proposed
first device independent QKD protocol. Later on Ekert[15], Barrett[3], Vazirani et. al.[32]
and many others proposed device independent QKD protocols.

The first protocol in quantum private query(QPQ) domain had been proposed by Gio-
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vannetti et al.[17] followed by [16] and [28]. However, those scheme are highly theoretical
and difficult for implementation. For implementation purpose, Jakobi et al.[21] came out
with a QPQ protocol based on SARG04 quantum key distribution protocol[29]. Later Yang
et al. came out with a flexible QPQ protocol[33] which was based on B92 quantum key
distribution scheme[7]. Maitra et. al.[23] proposed a device independent QPQ protocol
which is probably the first device independent QPQ protocol.

In distrustful quantum cryptographic paradigm, Mochon[26] proposed a weak quantum
coin flipping protocol with arbitrary small bias. Mayers[25], Lo and Chau[22] proposed
quantum bit commitment protocol. Later on many other bit commitment and coin flip-
ping protocol was proposed but Silman et. al.[30] first came out with an interesting bit
commitment and coin flipping protocol where the device dependent protocol is indeed de-
vice independent one. Recently, Adlam et. al.[1] came out with a device independent bit
commitment protocol followed by Aharon et al.[2].

The limitation of all these device independent protocols are that they are theoretically
alright but not practically implementable as they proposed the test of device independence
property for infinite number of samples. This motivates us to introduce the device inde-
pendent protocols for finite number of samples so that it can be practically implementable.

1.4 Our Contribution

In this thesis, the focus is to propose device independent quantum protocols for finite
samples by keeping the security intact so that it can be practically implementable. The
contributions of our work are summarized as follows:

e We have improved the device independent protocols of QKD, QPQ and bit commit-
ment for finite samples(which was not introduced previously) i.e, the testing of the
measurement device involves finite number of samples so that it can be practically
implementable.

e We have to allow some deviation from the actual intended value while testing for finite
samples. Here, we give a bound on the the value of deviation that eavesdropper can
choose in terms of the chosen accuracy parameter.

e By choosing appropriate value of accuracy parameter, we have shown that the modified
protocol will not generate any security loop-hole for this amount of deviation.

e We perform rigorous security analysis for the modified protocol and show that the se-
curity remains intact as compared to the previous device independent protocols(which
are theoretically correct but not practically implementable) and security increased
compared to existing device dependent protocols.
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e We analyze the performance of different pseudo telepathy games in terms of their
success probability in quantum paradigm by drawing graphs from our calculated value
and choose the most suitable game(or games) in terms of optimal sample size for
different scenario.

e Finally we propose a modified approach based on the analysis of different quantum
pseudo telepathy games for the testing of device independence property(which was
not introduced previously) to further reduce the sample size for finite sample device
independent protocols.

1.5 Organization of Thesis

The rest of the thesis is organized as follows.

e In chapter 2, we discuss about the necessary mathematical background and basic
overview of quantum information and computation.

e In chapter 3, we propose the detailed overview of some quantum crytpographic pro-
tocols and discuss about their existing device independent versions.

e In chapter 4, we introduce a general setup for all these protocols and propose our
modified device independent protocol for finite samples.

e In chapter 5, we propose an overview of different quantum pseudo telepathy games and
discuss about their classical and quantum strategy along with their success probability
in different paradigm.

e In chapter 6, we propose a modified strategy for testing the device independence
property to further reduce the sample size and also propose further modified protocols
by applying this strategy.

e In chapter 7, we conclude the thesis by providing a summary of our work and give a
brief discussion on future course of research.



Chapter 2

Preliminaries

“Quantum mechanics: Real black magic calculus” - Albert Einstein.

Quantum computing is an interdisciplinary field, encompassing physics, mathematics
and computer science. The basic introductory knowledge which is required to work on the
field of quantum information and quantum computation is mentioned here.

2.1 Basics of Quantum Information

To study about different aspects of quantum information, some basic knowledge about
quantum mechanics is necessary which is described here. More details about this topic can
be found in [27].

2.1.1 Qubits and Measurements

The fundamental concept of classical computation and classical information is the bit, which
can be in two states - 0 or 1. Analogously, the simplest quantum mechanical system is the
qubit, which has a 2 — D state space and is represented by a unit state vector. Let |0) and
|1) form an orthonormal basis for that state space. Then an arbitrary state vector in that
state space can be written as :

|Y) = «|0) + B|1)  where a and (3 are complex numbers (2.1)

For |¢) to be a unit vector, (¢|¢)) = 1, where («|B) represents inner product of
two vectors o and (. This implies that this a and § should also satisfy the property

12
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|a|? + 8> = 1. Similarly an n - qubit system has 2" computational basis states and
can have a state which is a linear combination of these basis states. This gives rise to the
continuum of quantum states.

This way a qubit differs from a classical bit is that, it can exist in superposition of
states which is not possible in classical scenario. Any linear combination ), a;|1;) is a
superposition of the states |¢);) with amplitude «;. The probability that the state of the
qubit after measurement happens to be [1;) is |a;|?. The condition that the probabilities
sum to 1 is expressed by the normalization condition Y, |a;|? = 1.

The simplest measurement is in the standard basis, and measuring |¢) in {|0), |1)} basis
yields 0 with probability |a|? and 1 with probability |3]|2.More generally, we may choose
any orthogonal basis |v), |w) and measure the qubit in that basis.To do this, we rewrite our
state in that basis:|1)) = o/|v) + 8'|w). The outcome is |v) with probability |a/|? and |w)
with probability |3|2.

Similarly, according to superposition principle, any quantum state of the two electrons
can be written as a linear combination of four states |00), |01), |10), |11) in the following
way:

‘w> = Oéoo|00> + a01|01> + a10]10> + 0511|11> (22)

where each a;; € C and ), |aij|? = 1.

2.1.2 Entangled States

Tensor product between two one qubit states (a1]0) + 81|1)) ® (a2]0) + B2|1)) is defined as
(051042’00> + Oélﬁ2|01> + 51a2|10> + 51ﬁ2|11>)

Most of the two qubit states can be decomposed into two one qubit states like above
where the tensor product of two resulting one qubit state produces the original two qubit
state. The states which can’t be written as a tensor product of two other lower dimensional
states are called entangled states.

The concept of maximal entanglement can be defined as follows: if we consider the set
of all non entangled states then the entangled state which has maximum distance from this
set is called maximally entangled state. This is one way of viewing maximally entangled
states though there are various other concepts.

The two qubit entangled states

B |00) + |11)
6%) = — 5
_ |00y - 11)

67) 7
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~|01) + [10)
\/i )
_ 01) — |10
oy 10~ 110)
V2
are called two qubit maximally entangled states. They are also known as Bell states[4][5]
or EPR pairs[14].

%)

Here are some notations of quantum information and their description listed in the table
2.1 which are used throughout the thesis.

Notation Description
z* | Complex conjugate of the complex number z.
[1)) | Vector. Also known as a ket.
(3| | Vector dual to [¢). Also known as bra.
(¢|v) | Inner product between the vectors |¢) and |¢)).
|p) ® |1p) | Tensor product of |¢) and [).
|¢)|¥) | Abbreviated notation for tensor product of |¢) and [v).
A* | Complex conjugate of the A matrix.
AT | Transpose of the A matrix.
AT | Hermitian conjugate or adjoint of the A matrix, AT = (AT)*
(¢|A|tp) | Inner product between |¢) and Alt)).

Equivalently inner product between Af|¢)) and |¢)).

Table 2.1: Summary of some quantum mechanical notations

2.1.3 Bloch Sphere Representation

An useful way of thinking about qubits is the geometric representation of Bloch sphere.
Since normalization conditions hold in equation (2.1), |a|?+|8|? = 1 and it maybe rewritten
as:

- 0 < 6
|1) = e (cos §|O> + € sin 5]1)) where 0,¢,7 € R (2.3)

The factor e? can be ignored because it has no observable effects. Thus equation(2.3) can
be effectively written as:

0 . 0
) = (cos 510) + e sin [1)) (2.4)
The parameters 6 and ¢ define a point on an unit 3-D sphere, called the Bloch sphere(figure

2.1). Tt offers an useful way of visualizing the state of a single qubit. But the intuition is
limited because there is no simple generalization of the Bloch sphere for multiple qubits.
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Figure 2.1: Bloch sphere representation of a qubit

2.1.4 Quantum Operators

An operator A whose adjoint is also A is known as hermitian or self adjoint operator.
An important class of hermitian operators are projectors. Let P be an operator which is
defined as,

k
pP= Z |4) (1]
i=1
where |1), ....,|k) is an orthonormal basis and P satisfies Pf = P. Here P is hermitian.

Suppose a quantum system is in one of a number of states [¢;), where i is an index,
with respective probabilities p;. {p;, [1;)} is called an ensemble of pure states. The density
operator for the system is defined by the equation

p= ZPHUJ&WH

This representation is often known as density matrix representation. Density operator sat-
isfies the property hermitian, positive(i.e, all eigen values are positive) and trace(operator) =

1.
An operator U is called an unitary operator if it satisfies the property

vut=vtu =1

where UT is the conjugate transpose of U.

2.2 Basics of Quantum Computation

Changes occurring to a quantum state can be described using the language of quantum
computation. All valid quantum operations are unitary. The evolution of an isolated
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quantum system with a finite number of states can be described by a unitary matrix and
thus is reversible. Reversibility is a necessary condition for quantum computing.

Quantum circuits can be represented by space-time diagrams. In these diagrams, time
usually progresses from left to right. The circuit comprises of a sequence of quantum gates,
either in series or parallel. An n - qubit gate or operation is represented by a 2" x 2"
unitary matrix. The overall unitary transformation performed is computed by composing
the unitary matrices of the corresponding quantum gates. If several gates act on the same
subset of qubits, then they must be applied in series and their overall effect is computed by
the dot product. If adjacent gates within a quantum circuit act on independent subset of
qubits, then they can be applied in parallel and the overall effect is the tensor product of
the unitary matrices.

2.2.1 Quantum Gates

In this subsection we discuss about basic properties of some fundamental one-qubit, two-
qubit and three-qubit operations and the corresponding quantum gates, that are used to
build quantum circuits for information processing. It must be borne in mind, that due to
no-cloning principle quantum circuits do not have any fanout or feedback mechanism and
thus can be represented by an acyclic graph.

One-qubit Gates

A one-qubit gate can be represented by a 2 x 2 unitary matrix. Some one-qubit gates and
their operations are listed below-

e Global Phase Gate: The global phase gate, P, is defined as:
P(0) = €T (2.5)

where I denotes the identity matrix, which indicates that no operation is performed.

Remark: The global phase gate is physically indistinguishable and hence is not physi-
cally implemented. But it is useful to match circuit identities.

e Pauli Gates: The Pauli spin matrices for the x, y and z axes, corresponding to the
Pauli Gates X, Y and Z are respectively:

01
JIEXE<1 0)
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(1 0

e Rotation Gates: The evolution of a quantum operation depends on the exponenti-
ation of the Hermitian matrix. This leads to the definition of rotation gates, which
represent rotation around different axes.

[
3) )
)

() = (

—18in

cos (3) (
%) cos(g

0
2
—isin (

-9
T
0= (eO2 ¢' )

X, Y and Z can be regarded as special cases of R, R,, R, respectively with rotation
angles of m. The periods of R;, R, and R, are 4m. The rotation gates can be defined
in terms of the Pauli gates as follows:

—i0A

Rj(0) = 5 = cos (D)1 —isin(D)A, j e {ry.2), Ac{X,Y.2)

e Hadamard Gate: The Hadamard gate or Hadamard operator denoted by H is

defined as follows:
1 1 1
i-m( 4

Hadamard operator is an unitary operator which acts as the following-

POELE

Two Qubit Gates

The physical interactions available within different types of quantum systems can give
rise to different two-qubit operations and corresponding gates. These are described
by 4 x 4 unitary matrices.

One of the most useful operations for both classical and quantum computing are
the controlled operations. They act on two qubits - a control qubit and a target
qubit. Suppose U is an arbitrary single-qubit operation. For the controlled-U (CU)
operation, if the control qubit c is set, then U is applied to the target qubit t, else the
target qubit t is left alone. That is,

)]t) = aU*[t)
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e CNOT Gate: CNOT gate is a specific type of CU gate with U = X gate and is
also an unitary operator which acts on two qubits(figure 2.2). The first qubit is called
control bit and the second qubit is called target bit. The operation of CNOT gate is
defined as follows-

U[0)1]0)2 = [0)1]0)2
Ul0)1|1)2 = [0)1]1)2
U1)1]0)2 = [1)1]1)2
Ul1)1[1)2 = [1)1]0)2

where unitary operator U acts as a CNOT gate.
In terms of computational basis, the action of the CNOT is given by |c)[t) — |¢)|[t®c).

Figure 2.2: Two qubit quantum gates

Three Qubit Gates

Three-qubit reversible gates provide a higher level of abstraction for circuit description
because interactions among more than two qubits are difficult to implement. The three
qubit gates must be decomposed into two-qubit and one-qubit gates. Some commonly
used three-qubit gates are Toffoli, Fredkin and Peres gates(figure 2.3).

TOFFOLE FREDKIN PERES

Figure 2.3: Three qubit quantum gates



Chapter 3

Overview of Quantum
Cryptographic Protocols

3.1 Quantum Key Distribution

Quantum key distribution(QKD) is a provably secure protocol by which private key bits
can be created between two parties over a public channel. This protocol is based on no
cloning theorem and proof comes from the quantum property that information gain is only
possible at the expense of disturbing the signal. There are many quantum key distribution
protocols but the protocol proposed by Bennett and Brassard (commonly known as BB84
protocol) is the most popular one.

3.1.1 BBS84 Protocol:

The BB84 protocol[6] is the most popular QKD protocol. It is named after its inventors,
Bennett and Brassard. The procedure of BB84 is as follows -

¢ Quantum communication phase:

e In BB84, Alice sends Bob a sequence of photons, each independently chosen from one
of the four polarizations - vertical, horizontal, 45-degrees and 135-degrees.

e For each photon, Bob randomly chooses one of the two measurement bases(rectilinear
and diagonal) to perform a measurement.

e Bob records his measurement bases and results. Bob publicly acknowledges his receipt
of signals.

19
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Alice’s bit sequence

Alice’s basis

Alice’s photon polarization
Bob’s basis
Bob’s measured polarization
Bob’s shifted measured polarization
Bob’s data sequence

<—>+/‘><H
/‘X(—)—i—H
TIHIN\| X |2
\X<—>—|—>~
O ININY X [N\ X |2
—+ N\ X|o

=& [ |
ST ||+ | +|o
=P A =

o|t|T|+|t|+|e

Table 3.1: Procedure of BB84 Protocol

e Public discussion phase:

e Alice broadcasts her bases of measurements. Bob broadcasts his bases of measure-
ments.

e Alice and Bob discard all events where they use different bases for a signal. The
remaining bits are defined as “sifted bits”.

e To test for tampering, Alice randomly chooses a fraction, p, of all remaining events
as test events. For those test events, she publicly broadcasts their positions and
polarizations.

e Bob broadcasts the polarizations of the test events.

e Alice and Bob compute the error rate of the test events (i.e., the fraction of data for
which their values disagree). If the computed error rate is larger than some prescribed
threshold value, say 11%, they abort. Otherwise, they proceed to the next step.

e Alice and Bob each convert the polarization data of all remaining data into a binary
string called a raw key (by, for example, mapping a vertical or 45- degrees photon
to “0” and a horizontal or 135-degrees photon to “1”7). They can perform classical
post-processing such as error correction and privacy amplification to generate a final
key.

Rigorous security proof of BB84 protocol shows that this protocol for quantum key
distribution (QKD) is unconditionally secure i.e., the security of the protocol based solely
on the validity of quantum mechanics and the behavior of measurement devices. There are
some attacks which shows that if the devices involved are untrusted then the protocol will
no longer remain secure. So, in device dependent case, the security of the protocol solely
depends on the behavior of the devices.
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3.1.2 Device Independent QKD Protocol:

Mayers and Yao[24] were the first to put forth a challenge now known as device indepen-
dence: Except for a necessary assumption of spatial separation, the quantum devices used
would be treated as completely uncharacterized entities, and security would be guaranteed
based solely on simple tests performed on the devices.

Such a scheme for restoring unconditional security would even be possible relies on
a unique feature of quantum entanglement, called monogamy[31]. Indeed, a hint of this
approach can already be seen in Ekerts entanglement-based proposal for key distribution[15],
which advocated tests based on the violation of Bell inequalities.

Vidick and Vazirani[32] resolve the challenge of device independent quantum key distri-
bution(DIQKD) by showing a variant of Ekerts original protocol that has all the desirable
features of DI-QKD.

The security proof of their protocol requires no independence assumptions it only
assumes that the devices can be modeled by the laws of quantum mechanics, and are
spatially isolated from each other and from any adversarys laboratory.

Vidick and Vazirani’s proposed DI-QKD protocol requires the users, Alice and Bob, to
make n uses of their devices. From the n pairs of output bits collected they are able to
extract a shared key of length xn, where k is a constant depending on the noise rate n
that the users wish to tolerate. The main idea of their DI-QKD protocol is presented in
algorithm 1.

e Inputs: n = number of rounds, n = noise tolerance

e For rounds ¢ € {1,---,n}, Alice picks z; € {0,1,2}, and Bob picks y; € {0, 1}, uniformly at random. They
input x;,y; into their respective devices, obtaining outputs a;,b; € {0, 1} respectively.

e Testing: Alice chooses a random subset B C {1,--- ,n} of size yn, where « is a small constant, and shares
it publicly with Bob(rounds in B are called test rounds). Alice and Bob announce their input/output pairs
in B. They compute the fraction of inputs in B that satisfy the CHSH condition a; & b; = z; A y;. If this
fraction is smaller than cos? 7/8 — n they abort the protocol.

e Extraction: Alice and Bob publicly reveal their choices of inputs. Let C be the set of rounds i in which
(zi,9i) = (2,1) (rounds in C are called key rounds). The users compute the fraction of rounds in BN C for
which a; = b;. If it is less than 1 — 7 they abort the protocol. Otherwise, they perform information
reconciliation on the remaining rounds in C, followed by privacy amplification using, e.g., two-universal
hashing.

Algorithm 1: Overview of device independent QKD protocol

The protocol presented by Vazirani and Vidick (algorithm 1) is the first major example
of a purely classical tester for untrusted quantum devices that is provably robust against
noise.




3.2. Quantum Private Query 22

3.2 Quantum Private Query

In Quantum Private Query (QPQ), Bob owns a database and Alice as a client places a
query regarding a specific element of that database. The protocols have been designed in
such a way so that Bob never knows which element is asked by Alice and Alice can’t extract
a single element of the database expect her query.

Giovannetti et al.[17] first proposed the idea of QPQ protocol followed by[28] but these
are not practically implementable. Jakobi et al.[21] first came out with a practically im-
plementable QPQ proposal. Later on many practically implementable QPQ protocol was
proposed. Among those, the protocol proposed by Yang et al.[33] is one of the most popular
one.

3.2.1 Yang’s Quantum Private Query Protocol:

In this section we revisit the protocol for quantum private query proposed by Yang et.
al.[33]. The protocol exploits the idea of B92 quantum key distribution scheme. There are
two phases in this protocol, namely, key generation phase and private query phase. The
basic idea of the protocol is presented here.

e Key Generation Phase:

e Bob and Alice share entangled states of the form %(\O>B|¢0>A + |1)B|$1)4), where,
lpo)a = COS(%)|O> + Sin(%)|1> and |¢p1)a = cos(%)|0> - sin(g)|1>. Here, subscript B
stands for Bob and subscript A stands for Alice. § may vary from 0 to 3.

o After receiving the qubits from Bob, Alice announces the position of the qubits that
have ultimately reached at the end of Alice. Bob discards the lost photons.

e After post selection, Bob measures his qubits in {|0)5,|1)s} basis, whereas Alice
measures her qubits either in {|¢o) 4, |#5 ) a} basis or in {|¢1) 4, |¢1) 4} basis randomly.

e If the measurement result of Alice gives |¢)0L>, she concludes that the raw key bit at
Bob’s end must be 1. If it would be |¢{ ), the raw key bit must be 0.

e Bob and Alice execute classical post-processing so that Alice’s information on the key
reduces to one bit or more. Bob knows the whole key, whereas Alice generally knows
several bits of the key.

e Private Query Phase:

e If Alice knows the jth bit of the key K and wants to know the ith element of the
database, she declares the integer s = j — 1.
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e Bob shifts K by s and hence gets a new key, say Ky. Bob encrypts his database by
this new key K with one-time pad and sends the encrypted database to Alice.

e Alice decrypts the value with her jth key bit and gets the required element of the
database.

3.2.2 Device Independent QPQ Protocol:

Recently, Maitra et. al.[23] showed that, in Yang’s protocol (described in section 3.2.1),
if the measurement devices are not trusted and the shared states are not in exact form
then Alice can extract extra information equals to 2¢2sin® 6. To resist against this attack,
they proposed a device independent approach of Yang’s protocol. This is probably the first
device independent approach of Quantum Private Query protocol. The overview of their
protocol is described in algorithm 2.

1. Bob starts with n number of entangled states.

2. Bob divides the given entangled pairs into two sets. One is 'cgsy and another is 'gpg. The set l'cpsm
contains yn number of entangled states, whereas I'gpg contains (1 — v)n number of the entangled states for
0<y<1.

3. Forrounds i € {1,--- ,yn}

(a) Bob chooses z; € {0,1} and y; € {0, 1} uniformly at random.

(b) If z; = 0, he measures the first particle of the entangled state in {|0),|1)} basis and if z; = 1, he
measures that in {|+),|—)} basis.

(c) Similarly, if y; = 0, Bob measures the second particle of the entangled state in {|11), |¢;-)} basis and if
y; = 1, he measures that in {|1)2), |15 )} basis.

(d) The output is recorded as a;(b;) € {0, 1} for the first (second) particle. The encoding for a;(b;) is as
follows.

e For the first particle of each pair, a; = 0 if the measurement result is |0) or |+); it is 1 if the result
would be |1) or |—).

e For the second particle of each pair, b; = 0 if the measurement result is |11) or |¢2); it is 1 if the
measurement result would be [¢{) or |5 ), then b; = 1.

(e) Testing: For the test round i € I'cysy, define

Yy, — 1 1fa,€BbZ:rl/\yz
‘ 0 if otherwise.
4. If A,%, Y Yi< %(sin O(sin1 + sine) + cos 1 — cospe) + %, Bob aborts the protocol.

5. Conditioning on the event that the local CHSH test at Bob’s end has been successful, Bob proceeds for the
subset I'gpg and sends one halves of the remaining (1 — v)n number of entangled pairs to Alice.

6. Alice performs the private query phase as described in Yang’s protocol (described in section 3.2.1).

Algorithm 2: Overview of Device Independent QPQ Protocol
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3.3 Quantum Bit Commitment

Bit commitment is a protocol between two mistrusting parties, Alice and Bob, which is
supposed to provide the following functionality: In a commit phase, Alice gives as input a
value(i.e, a bit) and Bob gets a confirmation that Alice has committed to a value (without
learning the actual value). Later, in an opening reveal phase, Alice can decide to reveal the
value to Bob.

Bennett and Brassard[6] proposed first quantum bit commitment protocol in their fa-
mous BB84 paper (actually, the protocol they describe is only claimed to implement coin
tossing, but it is obvious how to modify it in order to implement bit commitment). Later
on, many quantum bit commitment protocols were proposed till now. Although the proto-
col proposed in BB84 paper has some flaws, most of the protocols proposed after that are
based on this concept.

3.3.1 Quantum Bit Commitment Protocol:
The simplified bit commitment protocol proposed in BB84 paper[6] is described here.

e Commit Phase:
e Alice decides to send either by or by to Bob, where b; is a classical bit.

e Alice encodes her classical bit in either the |0),|1) basis or |+),|—) basis. For by, she
transmits one qubit from the first basis. For b1, she sends one qubit from the second
basis.

e Reveal Phase:

e Alice reveals her commitment to Bob via a classical channel. She sends a classical
string 00 to indicate |0), 01 to indicate |1), 10 to indicate |+), and 11 to indicate |—).
The first bit represents the bit Alice has committed. The second bit represents the
basis element, corresponding to the qubit she has sent.

e Bob measures his qubit in a basis that corresponds to the classical communication he
has received.

e If his measurements agree with what Alice revealed to him, the commitment is suc-
cessful. Otherwise, Bob catches a lying Alice.

3.3.2 Device Independent Quantum Bit Commitment:

Most of the bit commitment protocols proposed till now does not involve the sharing of
an entangled state between two distrustful parties as a part of the protocol. Silman et.
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al.[30] first proposed a bit commitment protocol which involves the sharing of a three qubit
entangled state (GHZ state) between two parties. Later on Adlam et. al.[1] and Aharon et.
al.[2] also proposed device independent bit commitment protocols which involve sharing of
two qubit entangled states.

Though the later two protocols are recent ones, the protocol proposed by Silman et.
al.[30] has the curious property that its device dependent version is essentially device inde-
pendent, in the sense that its security is not compromised in the event that an honest party
cannot trust its measurement devices. We describe the overview of their proposed protocol
in algorithm 3.

The protocol is based on GHZ paradox which involves three boxes with binary inputs
sa, sp and s¢, and outputs r4, rp and r¢ respectively. The GHZ paradox consists of
the fact that if the inputs satisfy s4 ® sp @ s¢ = 1, we can always have the outputs satisfy
ra®rg®rc=saspsc ® 1.

Alice has a box, A, and Bob has a pair of boxes, B and C. The three boxes are supposed to satisfy the
GHZ paradox.

¢ Commit Phase:

e Alice inputs into her box the value of the bit she wishes to commit to. Denote the input and output of her
box by s4 and 7 4.

o She then selects a classical bit a uniformly at random. If a = 0(a = 1), she sends Bob a classical bit
c=ra(c=rs®s4) as her commitment.

e Reveal Phase:
e Alice sends Bob s4 and r4.

e Bob first checks whether c =74 or c =74 @ s4. He then randomly chooses a pair of inputs sg and s¢,
satisfying sp @ sc = 1D s 4, inputs them into his two boxes and checks whether the GHZ paradox is satisfied.

e If any of these tests fails then he aborts.

Algorithm 3: Overview of device independent Bit Commitment protocol

Note that if the parties are honest here(and the boxes satisfy the GHZ paradoz), then
the protocol never aborts.




Chapter 4

Proposed Scheme For Finite
Sample Device Independent
Protocols

In previous chapter, we have discussed about several quantum cryptographic protocols
and their device independent approach. In all device independent protocols described in
previous chapter(except the device independent bit commitment protocol where the device
dependent protocol is indeed device independent), the basic idea is to perform CHSH test
(local or non local) to certify the given state.

However, the existing device independent protocols work perfectly for the asymptotic
case when we have infinite number of qubits but these are not practically implementable. In
this chapter, we describe modified device independent protocols for finite number of qubits
and connect the sample size to the success probability of CHSH test. We also perform a
rigorous security analysis for each of the proposed protocols.

4.1 Expected estimation of sample size

We recall the Chernoff-Hoeffding[20] bound here.

Proposition 1. Let X = %ZZ X; be the average of m independent random variables
X1, Xo, -+, Xy, with values [0,1], and let E[X] = 1> E[X;] be the ezpected value of X,
then for any 6 > 0, we have Pr[|X — E[X]| > §] < exp(—26%m).

In our case, if the i-th run of the CHSH test succeeds, we set X; = 1; otherwise X; = 0.

Note that E[X] = E[X;] = p (say), the expected success probability of the CHSH test. The
variable X denotes the actual success probability p’.

26
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Now the question is how large should “the number of samples” be so that we get a good
“accuracy” of the given state with high “confidence”? More precisely, suppose we want
to estimate the success probability p within an error margin of ep and confidence 1 — =,
meaning,

Prllp —p| <ep] > 1 -7, (4.1)

where p’ and p are the estimated and the expected values respectively. Comparing
Equation (4.1) with Proposition 1, we want, for given €, p and 7,

exp(—2€2p?m) <7,  ie., m > ﬁ In %

This implies that as the value of the success probability increases, the required sample
size decreases. Denoting the maximum success probability for a specific 8 by pya., We can
write,

1 1
Mgy = ——— In — (4.2)
2P Y

This mep: gives the optimal value of the sample size required to certify a given state
where the value of 6 corresponding to this state is already known.

4.2 Generalization towards device independent protocols for
finite samples

Since the core of any device independent protocol is to test whether the entangled states
shared between the parties are of specific form or not, we can extend the analysis for all
device independent protocols.

Without loss of generality, let the generalized form of the state shared in different
protocols is

Val0)|do) + /1 = q[1)[61)
where |¢g) = cos 61]0) + sin6;|1) and |¢p1) = cos 02|0) — sin ba|1).

So the state can be written as,

v/q(cos 01|00) + sin 61]01)) + /1 — g(cos 62|10) — sinhz|11)). (4.3)

Let {]11), |12)} be the generalized form of a measurement basis, where

|1h1) = cos1]0) + sinp|1), |¢1L> = sin1|0) — cos ¢y |1),
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[Yh2) = coso0) +singho|1),  [1h3) = sineo|0) — costha|1).

4.2.1 Generalized View of CHSH Game

As in all the device independent protocol, the idea of the CHSH game[12] to test the
measurement device is same, we can view this in a generalized form which can be applicable
for all the device independent protocols.

In CHSH game there are two players having two black boxes and one referee. Each
boxes can take one input bit and provides one output bit. The referee supplies the inputs
x; € {0,1} to Alice and y; € {0,1} to Bob for each round i € {1,--- ,n}.

At the beginning of the game, Alice and Bob share n number of entangled pairs between
themselves. For ¢ € {1,---,n}, if z; = 0, Alice measures her qubit in {|0),|1)} basis and
if x; = 1, it is measured in {|+),|—)} i.e., in Hadamard basis. Similarly, if y; = 0, Bob
measures his part in {|11), [11-)} basis and if y; = 1, it is measured in {|12),|15)} basis.
The outputs are recorded as a bit a; (for Alice) and b; (for Bob). The encoding for a;(b;) is
as follows.

e For Alice’s particle, if the measurement result would be |0) or |+), then a; = 0.
e If the measurement result would be |1) or |—), then a; = 1.

e For Bob’s particle, if the measurement result would be [11) or [1)2), then b; = 0.
e If the measurement result would be |1)1-) or |3), then b; = 1.

The players win in the round ¢ € {1,--- ,n} if the CHSH condition a; ® b; = x; A y;
holds. The game is described in more formalized form in Algorithm 4.

According to this generalized view of CHSH game, the overall success probability (p) of the
generalized shared state (as given in equation (4.3)) when all the four inputs are equally
likely will be,

p = % % (cos2 (01 — Y1) + cos? (61 — ¢2))
+(1 ; %) (sin? (62 + 1) + sin® (62 + )
+q(z—q) (cos (01 — O — 21p1) — cos (61 — b2 — 2¢)) . (4.4)

Now for device independent setting, we have to perform CHSH test to check the given
state. But when we want to perform the CHSH test for finitely many samples, we have to
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1. Alice and Bob each possesses one black box which can take one input bit and provides one output bit.
2. Referee R supplies the inputs x; to Alice and y; to Bob for ¢ € {0,--- ,n}.

3. At the beginning of the game Alice and Bob share n number of entangled states between themselves.
4. Forround i € {1,--- ,n}

e If z; = 0, Alice measures her particle in {|0),|1)} basis and if #; = 1, she measures that in {|+),|—)}
basis.

e Similarly, if y; = 0, Bob measures his particle in {|¢1), |1 )} basis and if y; = 1, he measures that in

{l¥2), |5 )} basis.
e The output is recorded as a;(b;) € {0,1} for the Alice’s (Bob’s) particle.

5. For the round i € {0,--- ,n}, if a; ® b; = x; A y;, Alice and Bob win the game, otherwise they fail.

Algorithm 4: Generalized CHSH game for device independent protocols

allow some deviation from the actual success probability. Let ppq. be the maximum value
of p in equation (4.4).

From Chernoff-Hoeffding bound, we get that if the optimal sample size to test a given
state with certain accuracy and confidence is m,y; then

1 1
In —

Mopt — =55 —
T

where € and  are respective accuracy and confidence parameter and p,q. is the corre-
sponding maximum success probability.

So, for the states of the above general form, we will check for m,; number of samples
whether the success probability of CHSH game for this specified number of samples lies
within the interval,

[pmaaz — €Pmazx; Pmax + Epmax}

If the value lies within the specified range then we will proceed the protocol, otherwise we
will abort the protocol.

Next, we discuss how this general calculation can be applied to specific protocols.
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4.3 Modification of DI-QKD Towards Finite Number of En-
tangled States

In case of QKD[32], the shared state between two parties is of the form
{00 +|11)
\/5 9
which is a special form of the above mentioned general state (equation (4.3)) when 6, = 0,

0y = 37”, qg= % From the equation of the estimated sample size (equation (4.2)), we can
see that as the success probability increases, the required sample size decreases.

lvor D)

For this state which is of the form |¢)gx p), the success probability will be maximum for
Y1 =g and ¢ = —3.

Now, by putting this specific values into the above generalized success probability ex-
pression (equation (4.4)), we get the success probability of this state for CHSH game which
is,

8

This success probability is maximum for this specific state and also for two qubit entangled
states in CHSH game.

1 1 T
PQKD = (5 + 72\/5) = cos? - =~ 0.85

By putting the value pgx p in equation (4.2), we can get the optimal sample size mgrp
required for a specific accuracy and confidence. So, for mgx p number of states of the form
|YQK D), the success probability will never exceed the value pgxp as this is the maximum
success probability for two qubit entangled states in CHSH game.

So we will check here whether the success probability value of CHSH test for this many
samples lies within the range [poxp — €pQrD , PQrp] or not. If this success probability
value lies within this range then we will proceed the protocol, otherwise we will abort the
protocol.

So, from the above condition, it is clear that we have to allow epgx p amount of deviation
from the original success probability value poxp. Now if this deviation is very large (i.e,
the value of € is very large), then it may create security loop-hole for eavesdropper. So,
we have to give a proper bound on the value of € so that eavesdropper can’t earn anything
from this deviation.

4.3.1 Security bounds against additional information leakage and lower
key rate

Here we will propose a bound on the value of € so that exploiting this deviation, eavesdropper
can not extract significant amount of information about the key shared between Bob and
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herself.

In our modified version of the local CHSH test, we suggest that if the maximum success
probability of the given state lies within the specified interval then Bob accepts the state
and proceeds the protocol otherwise Bob aborts the protocol.

It may happen that for some other state (for example, (a|00) + B[11), where |a|? =
(3 +€p) and |B]? = (3 — €g)) the success probability value lies within the specified interval.
Now to cheat the parties involved in QKD protocol, eavesdropper may supplies a state of the

above form. In this case, the CHSH correlation value will be (1 + \/1 - 46%)(\/% +eg+

\/ % — €g) instead of the maximum correlation value 2v/2[11], which can be achieved for

states of the form |¢)gx p). The relation between CHSH correlation value and ef is shown
in figure 4.1.
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Figure 4.1: Plot of CHSH correlation value as a function of eavesdropper’s deviation value
€

From the relation between eavesdropper’s information and CHSH correlation value[18],

we can see that I5(S) < h(Hiv(f)Q_l) where Ig(S) is the information leaked to the eaves-
dropper and h(x) = —zlog(x) — (1 — z)log(1l — z) is binary entropy. Achievable key rate
‘k’ between communicating parties in QKD after error correction and privacy amplification
is given by, kK > 1 — h(Q) — Ig(S)[18]. From the above relations it can be concluded that
as the value of ep increases for the given state, the difference between actual CHSH cor-
relation value and maximum CHSH correlation value(i.e, 2v/2) will increase until CHSH
correlation value 2 which is the maximum value that can be achieved classically. Now this
increasing difference between actual and maximum CHSH correlation value will increase
the information leakage to eavesdropper and decrease the achievable key rate.

To close such type of security loop-hole (which arises due to the finite sample size) we
bound the value of €g so that the additional information which is leaked to Alice should be
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infinitesimally small.

Let, in spite of the claimed state, Bob is provided the states of the form («|00) 4 5|11)).
Rigorous calculations show that the success probability for these states merges to %—Fﬁ (1+

V1 —4€e2) where 0 < € < % We denote this success probability value by p’. Now for the
given state to be successfully verified, this success probability value (p’) must lie within the
interval [poxp — €POK D, PQK D + €PQK D], Where poi p is the maximum success probability
of the original claimed state and € is the accuracy parameter chosen by the communicating
parties.

So, p’ must satisfy

PokD — €PokD < P < PQKD + €PQKD

Now from the left and right inequalities, we get €%, > —e(v/2+ 1) and €2, < e(v/2 + 1)
respectively. Since negative eg is not meaningful, we have the solution as

e < \e(vV2+1). (4.5)

So, to deceive communicating parties, the states are prepared in such a way such that

the value of ex must satisfy the condition ez < 1/e(v/2+41). Otherwise, with a high
probability the success probability of the given state will not lie within the specified interval
and communicating parties will abort the protocol.

So, we can write ez < Vke, where k = (v/2+1) is a constant. In this case, eavesdropper

will get the additional information which equals to Ig(S) < h(Hi”(Q%)Z_l)HS] where s is the
CHSH correlation value for the given state. Thus, the information leaked to eavesdropper
remains in order of e. If we choose the value of € sufficiently small, say 10710, then we can
bound the leakage in the order of 10710.

4.3.2 Modified DI-QKD protocol with finite samples and Security Anal-
ysis

Now, we are in the state to propose our modified protocol for finite sample size. Any one of
the communicating parties first calculates the value of the success probability for the claimed
state. Then from the calculated success probability poi p, the party calculates the required
optimal sample size mggp for the CHSH test to certify the states with certain accuracy
and confidence. Communicating parties start with n = 2mgg p number of entangled states
(see Section 4.3.3 for explanation). Let I'cpygy denote the set which contains the states
for CHSH test, where |'cpsu| = mgxp and I'gxp denote the set which contains the
remaining states, i.e., [I'oxp| = n — mgorp = mgrp. Communicating parties choose the
states for each of 'cysy and I'gxp uniformly at random from the given set of n states.
Our modified protocol has been described in algorithm 5.
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1. Forroundsi € {1, -+ ,|Ccusul}
(a) Alice chooses input z; € {0,1} and Bob chooses input y; € {0,1} uniformly at random.

(b) If z; = 0, Alice measures the first qubit of the entangled state in {|0),|1)} basis and if z; = 1, she
measures that in {|+),|—)} basis.

(c) Similarly, if y; = 0, Bob performs a rotation by T on his qubit and measure in {|0),[1)} basis and if
y; = 1, Bob performs a rotation by —% on his qubit and measure in {|0),[1)} basis.

(d) The output is recorded as a;(b;) € {0, 1} for the first and second particle respectively. The encoding for
a;(b;) is performed as follows.

e For the first qubit of each pair, if the measurement result is |0) or |+) then a; = 0; if the result is |1)
or |—) then it would be 1.

e For the second qubit of each pair, if the measurement result is |1) or |—) then a; = 0; if the result is |0)
or |+) then it would be 1.

(e) Testing: For the test round i € I'cpysy, define

v, = 1 ifa;®b; =x; Ny;
710 if otherwise.

1 . s 1 1
2. If the value of Tousal >, Y; lies within the range [porxp — €PQK D, PQK D), Where pox p equals 5+ 575
and e is the accuracy parameter chosen by the communicating parties, they proceed the protocol otherwise
they abort the protocol.
3. When the CHSH test is successful, communicating parties proceed for the subset I'gxp.

4. Alice and Bob perform the key distribution phase as described in [6].

Algorithm 5: Modified DI-QKD protocol for finite sample
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Explicitly, here, we assume i) the inherent correctness of the quantum mechanics, ii)
no information leakage from the legitimate parties’ laboratories, iii) devices are memoryless
i.e., each use of the devices is independent and iv) the detectors have unit efficiencies.

4.3.3 Security Analysis of the Modified Protocol

The security analysis of the modified protocol follows from the following result.

Theorem 1. If for a subset U'cpsm of size m, the fraction of the inputs (z;, yz) 1 € U'cnsw,
which satisfy the CHSH condition i.e., (a; ® b; = x; A y;) is equal to % + 2\/ — 0, then for
the remaining subset 'qxp of size n —m, a fmctz’on of inputs (z;,v;), i € 'orp, which

satisfy the CHSH condition, is also equal to % F — 0 with a statistical deviation v.
1 .
Here, § = ﬁ In €C;SH and v = \/2(1(711%)2”2 In 6@1@’ ecusa and egrp are negligibly

small value.

Essentially, the result means that if the success probability of the local CHSH game for
the set I'cysy varies in the range [poxp — €PQKr D, PQK D], Where porxp equals % + ﬁ
and e is the accuracy parameter, then the success probability of the game for the set I'gxp
would vary in the range [porp — €porD — V, PQK D]

Note that in Theorem 1, if n is close to m, then v is no longer guaranteed to be negligible.
On the other hand, the choice n > 2m makes the coefficient of (m+1) In —— QK less than 1

and thus is practically a good choice.

So far, the entire security analysis, including that of QKDI[6] and DI-QKDI32], is per-
formed under the assumption that the states provided by Alice are all identical. Indeed,
when n is infinitely large, eavesdropper cannot have any advantage in non-uniformly biasing
the states, as Alice and Bob selects the subset I'cgg uniformly randomly. However, when
n > 2m, but finite, then eavesdropper could inject more bias in the choice of her basis

than the threshold 1/€(v/2 + 1) (from equation (4.5)) for a few states and no bias for the
remaining states and still she could pass the CHSH test by Alice and Bob. More formally,
if eavesdropper injects a bias €f; in r out of n states uniformly at random, then it can be
easily shown that to pass the CHSH test, the following condition is required.

ey < (xf+ 1). (4.6)

Thus, by choosing r < n, eavesdropper can lift the threshold of €}, much higher than that

of e and can also retrieve more information and reduce key rate if the corresponding states
are selected for QKD.

To resist this attack, Alice and Bob have to choose the minimum possible n, i.e., n =
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2mqgip. Since communicating parties will take m = mgxp as per our analysis, we have
n = 2mQ KD-

One may think that the restriction on n would limit Alice and Bob to set a secret key of
large length between them. Although the length of the secret key is usually small, if they
wish to set a large secret key between them then this can be easily taken care of by allowing
Alice and Bob to play the game repeatedly, and finally combine all the keys generate from
different rounds and set a large secret key.

4.4 Modification of DI-QPQ Towards Finite Number of En-
tangled States

In case of QPQI33], the shared state between two party is of the form

Worg) = ;5<ro>3|¢o>/4 (1) 5lé1)a)

where |pg)4 = cos (g)\O) + sin(g)|1> and |¢p1)4 = cos (g)\O) - sin(g)|l>, which is a special
form of the above mentioned general state(equation (4.3)) when 6; = g, Oy = g, q=3
From the equation of the estimated sample size, we can see that as the success probabil-
ity increases, the required sample size decreases. So, we have to find maximum success

probability corresponding to a particular 6 to reduce the sample size.

4.4.1 Maximization of success probability

In DI-QPQ protocol[23], Bob and Alice share entangled states of the form %(|O>B\¢0>A +
|1)g|#1)a), where |po)a = cos(g)|0> + sin(%)|1> and |p1)a = cos(%)]O) - sin(g)\1>. The
value of 6 is known to all. Bob chooses two measurement bases namely {|i1), i)} and
{|12), |3)}, to play the local CHSH game. Here, |t)1) = cos %|0> + sin %|1) and |¢) =
cos %|0> + sin %\U Now, for a particular value of the angles 11, 92 and 6, only Bob can
calculate the success probability value of the local CHSH game, hence, preventing Alice to
manipulate the states and the measurement devices. Here we propose a modification of the
scheme proposed by Maitra et. al.[23].

In the DI-QPQ protocol[23], Bob gets the success probability in terms of 6, 1; and )
which is equal to %(sin O(sint1 + sina) + cos Py — cos ) + % To maximize the quantity,
we have to maximize sin f(sin 1)1 + siny) + cos ¥ — cos V.
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Now, we can write,

sin (sin v + sing) + cos 1 — cos 1y
= sin#sin + sin @ sin 9 + cos P — cos o
= (sinfsinty + cos 1) + (sinfsin)y — cos o)

Setting sinf = rcos ¢ and 1 = rsin ¢, we get

(rcos¢sinyy + rsin ¢ cos )
+(r cos ¢ sin g — rsin ¢ cos 1g)
= r(sin(¢q + @) + sin(v2 — @),

where 72 = 1 4 sin?#, rcos¢ = sinf and rsin¢ = 1. Thus we get, tan ¢ = cosec 0 i.e,
¢ = tan"!(cosec 6 ).

Again, the value r(sin(¢1 +¢) +sin(y2 — ¢)) will be maximum when both sin(y; +¢) = 1
and sin(12 —¢) = 1i.e, when (11 +¢) = 5 and (y2—¢) = 5. From that we get, 11 = (5 —¢)
and ¢p = (5 + ¢).

0.74
0

Figure 4.2: Plot of pgpg as a function of

As we know the value of 6, we can easily calculate the value of ¥ and v from the
above equations and play the local CHSH game for these 11 and ». For these values of 1)1
and 19, the success probability value corresponding to that 6 will be maximum. Figure 4.2
shows how pgpq varies as ¢ varies between 0 to 7, taking the maximum value of cos®m/8
at 0 = /2.

By putting the value pgpg in equation (4.2), we can get the optimal sample size mgpg
required for a specific accuracy and confidence. So, for mgpg number of states of the
form |Ygpg), we will check whether the success probability value of CHSH test for this
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many samples lies within the range [popg — eporg , PQPQ + €PQp@) or not. If this success
probability value lies within this range then we will proceed the protocol, otherwise we will
abort the protocol.

“ffjjj\§§ )

. : b 4 0:§

e 3 3.
:0

Figure 4.3: Plot of mgpg (vertical axis) as a function of e (left) and pgpg (right) with
v =0.01

Figure 4.3 shows how mgpq varies with € and pgpg, when we fix the confidence at
99%. As expected, we see that as we decrease the values of € or pgpg, the value of mgpg
increases.

So, from the above condition, it is clear that we have to allow epgpg amount of deviation
from the original success probability value pgpg. Now if this deviation is very large (i.e,
the value of € is very large), then it may create security loop-hole for eavesdropper. So,
we have to give a proper bound on the value of € so that eavesdropper can’t earn anything
from this deviation.

4.4.2 Security bounds against additional information leakage

Now, we will propose a bound on the value of ¢ so that exploiting this deviation, Alice
can not extract significant amount of information about the key shared between Bob and
herself.

In our modified version of the local CHSH test, we suggest that if the maximum success
probability of the given state lies within the specified interval then Bob accepts the state
and proceeds the protocol otherwise Bob aborts the protocol.
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It may happen that for some other state (for example, («|0)5|po) 4+ 5|1)B|P1)4), where
la|? = (5 + €a) and |B|?> = (3 — €a)) the success probability value lies within this interval.
Now to cheat Bob, Alice may supplies a state of the above form. In this case, if Alice chooses
the basis {[¢o) 4, |3 )4} with probability 3 —e4 and {|¢1) 4, |¢1 )} with probability £ +ea,
she can extract (5 + 2¢%)sin? 6 fraction of entire key stream([23] which is prohibited by the
protocol.

To close such type of security loop-hole (which arises due to the finite sample size) we
bound the value of €4 so that the additional information which is leaked to Alice should be
infinitesimally small.

Let, in spite of the claimed state, Bob is provided the states of the form («|0)p|¢0)a +
BI1)B|é1)a). Rigorous calculations show that the success probability for these states merges

to % —i—% sin 6 (sin ¢ +sin 9) + %\ / i — 6124(008 11 —coshg)+ %6,4 cos 0(cos 11 +cos ). We de-
note this success probability value by p”. Now for the given state to be successfully verified,
this success probability value (p”) must lie within the interval [poro—epgrg, Poro+eporal,
where popg is the maximum success probability of the original claimed state for a given 6
and € is the accuracy parameter chosen by Bob.

So, p” must satisfy

porQ — epQprq < " < PQPQ + €PoPQ-

Now from the left and right inequalities, we get ¢4 > —2351’;153 and €4 < 22;?55?

Since negative €4 is not meaningful, we have the solution as

| 2€PQPQ
<4 ) ===, 4.
€A = cos Y1 (4.7)

Here, we consider only the situation when v € [0, F). This is because from the previous

calculation we get that the value of 1y always lies within [0, ) whenever 6 € [0, 5.

respectively.

So, to deceive Bob the states are prepared in such a way such that the value of ey

2epQPQ
cos Y

probability of the given state will not lie within the specified interval and Bob will abort
the protocol.

must satisfy the condition €4 < . Otherwise, with a high probability the success

From the earlier section we get that for a given 6, the values of pgpg, ¥1 and 1o are
fixed. So, we can write €4 < k+/e, where k = \/% is a constant for a given 6. In

this case, Alice will get the additional information which equals to €% sin? #[23]. Thus, the
information leaked to Alice remains in order of e. If we choose the value of € sufficiently
small, say 10710, then we can bound the leakage in the order of 1071°,
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4.4.3 Modified DI-QPQ protocol with finite samples and Security Anal-
ysis

Now, we are in the state to propose our modified protocol for finite sample size. Bob first
calculates the value of 1 and o for which the claimed state attains the maximum success
probability. Then from the calculated maximum success probability popg, Bob calculates
the required optimal sample size mgpg for the local CHSH test to certify the states with
certain accuracy and confidence. Bob starts with n = 2mgpg number of entangled states
(see Section 4.4.4 for explanation). Let I'cpgp denote the set which contains the states
for local CHSH test, where |I'cusu| = mgpg and I'gpg denote the set which contains
the remaining states, i.e., ['gpg| = n — mgpg = mqgpg. Bob chooses the states for each
of 'cysu and I'gpg uniformly at random from the given set of n states. Our modified
protocol has been described in algorithm 6.

Explicitly, here, we assume i) the inherent correctness of the quantum mechanics, ii)
no information leakage from the legitimate parties’ laboratories, iii) devices are memoryless
i.e., each use of the devices is independent and iv) the detectors have unit efficiencies.

1. Forroundsi € {1, -+ ,|Tcusul}

(a) Bob chooses input z; € {0,1} and y; € {0,1} uniformly at random.

(b) If z; = 0, he measures the first qubit of the entangled state in {|0),|1)} basis and if z; = 1, he measures

that in {|+), |—)} basis.
(c) Similarly, if y; = 0, Bob measures the second qubit of the entangled state in {|i1), |1/)f)} basis and if

y; = 1, he measures that in {|12), |5-)} basis, where the values of ¥1 and 12 have been calculated previously.
(d) The output is recorded as a;(b;) € {0,1} for the first and second particle respectively. The encoding for

a;(b;) is performed as follows.

e For the first qubit of each pair, if the measurement result is |0) or |[+) then a; = 0; if the result is |1)
or |—) then it would be 1.

e For the second qubit of each pair, if the measurement result is |¢)1) or |¢2) then b; = 0 ; and if the
measurement result is [1i-) or [1h3), then b; = 1.

(e) Testing: For the test round i € I'cysy, define

v = 1 ifa;®b; =x; Ny
710 if otherwise.

2. If the value of —+— >, Y; lies within the range [PQPQ,mae — EPQPQmas > POPQmas + PQPQumas ] Where

TcusHI
PQPQmax €quals é(sin O(sin 1 + sin)a) + cosp1 — cosh2) + % and € is the accuracy parameter chosen by
Bob, Bob proceeds the protocol otherwise Bob aborts the protocol.

3. When the local CHSH test at Bob’s end is successful, Bob proceeds for the subset I'gpg and sends one
halves of the remaining entangled pairs to Alice.

4. Alice performs the private query phase as described in [33].

Algorithm 6: Modified DI-QPQ protocol for finite sample
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4.4.4 Security Analysis of the Modified Protocol

The security analysis of the modified protocol follows from the following result.

Theorem 2. If for a subset Ucpsy of size m, the fraction of the inputs (z;, y;), i €
Tonsm, which satisfy the CHSH condition i.e., (a; ®b; = x; Ay;) is equal to %(sin O(sin 1)y +
sinys) + costhr — costpa) + 3 — 8, then for the remaining subset Tgpg of size n —m, a
fraction of inputs (x;,y;), i € Ugpg, which satisfy the CHSH condition, is also equal to
1(sinf(sin ey + sin1py) + costhy — cos o) + 5 — & with a statistical deviation v.

Here, § = ﬁ In €C;SH and v = \/2(1(7_'1%1))”12 In Equ’ ecHsH and egpq are negligibly

small value.

Essentially, the result means that if the success probability of the local CHSH game

for the set I'cysy varies in the range PO — €POPO,POPO + €popo], where popo equals
g QPQ PQPQ,PQPQ PQPQ PopPq ©q

%(sin (sine); + sineg) + cosP; — cosha) + % and € is the accuracy parameter, then the

success probability of the game for the set I'gpg would vary in the range [popg — eporg —
v:pQpQ + pQprQ + V.

Note that in Theorem 2, if n is close to m, then v is no longer guarranteed to be

negligible. On the other hand, the choice n > 2m makes the coefficient of (mtl) In —L— less
m €QPQ

than 1 and thus is practically a good choice.

So far, the entire security analysis, including that of QPQ[33] and DI-QPQ[23], is per-
formed under the assumption that the states provided by Alice are all identical. Indeed,
when n is infinitely large, Alice cannot have any advantage in non-uniformly biasing the
states, as Bob selects the subset I'cggy uniformly randomly. However, when n > 2m,
but finite, then Alice could inject more bias in the choice of her basis than the threshold

2epQPQ
cos 1

she could pass the CHSH test by Bob. More formally, if she injects a bias €, in r out of n
states uniformly at random, then it can be easily shown that to pass the CHSH test, the

following condition is required.
2nepgQrg
LSy 4.8
€A = 7 cOS Y1 (48)

Thus, by choosing r < n, Alice can lift the threshold of €/, much higher than that of €4
and can also retrieve more number of keys if the corresponding states are selected for QPQ.

(from Eq. (4.7)) for a few states and no bias for the remaining states and still

To resist this attack, Bob has to choose the minimum possible n, i.e., n = 2m. Since
Bob will take m = mgpg as per our analysis in Section 4.4.1, we have n = 2mgpg.

One may think that the restriction on n would limit Bob to know the key bits for all
the positions of the database. This can be easily taken care of by allowing Alice and Bob to
play the game repeatedly, each time corresponding to new sets of positions in the database,
so as to cover all the positions for Bob.
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4.5 Modification of DI-QBC Towards Finite Number of En-
tangled States

In case of Bit Commitment[1], the shared state between two party is the Bell state

~|01) —[10)
=75

which is a special form of the above mentioned general state with 6 = 7, 6o = 7, ¢ = %

From the equation of the estimated sample size, we can see that as the success probability
increases, the required sample size decreases. For this state which is of the form %,

™)

the success probability will be maximum for ¢ = —3% and Yo = %’r.

Now, by putting this specific values into the above success probability expression we get
the success probability of this state which is ppc = (% + ﬁ) This success probability is

maximum for this specific state and also for two qubit entangled states in CHSH game.

M, the success probability will never

So, for mgpc number of states of the form
exceed the value ppc as this is the maximum success probability for two qubit entangled
states in CHSH game and so we will check here whether the success probability value of
CHSH test for this many samples lies within the range [ppc — eppc , pc] or not. If this
success probability value lies within this range then we will proceed the protocol, otherwise

we will abort the protocol.

The modified protocol of device independent quantum bit commitment for finite samples
will be same like the protocol proposed in case of quantum key distribution.



Chapter 5

Overview Of Quantum Pseudo
Telepathy Games

Quantum pseudo-telepathy[10] is a phenomenon in quantum game theory resulting in
anomalously high success rates in coordination games between separated players. These
high success rates would require communication between the players in a purely classical
(non-quantum) world; however, the game is set up such that during the game, communi-
cation is physically impossible. This means that for quantum pseudo-telepathy to occur,
prior to the game the participants need to share a physical system in an entangled quantum
state, and during the game have to execute measurements on this entangled state as part
of their game strategy. Games in which the application of such a quantum strategy leads
to pseudo-telepathy are also referred to as quantum non-locality games.

A two-party game is defined as a sextuple G = (X,Y, A, B, P, W), where X, Y , A and
Baresets, PC X xY and W C X xY x A x B. It is convenient to think of X and Y
as the input sets, A and B as the output sets, P as a predicate on X X Y known as the
promise, and W as the winning condition, which is a relation between inputs and outputs
that has to be satisfied by Alice and Bob whenever the promise is fulfilled i.e, formally it
can be said that Alice and Bob win when asked (x,y) and answer (a,b) if (z,y) ¢ P or
(z,y,a,b) € W.

The effect of quantum pseudo telepathy can be observed in many games. The use of the
quantum pseudo telepathic effects enables players better results than they would achieve
in the classical game without sharing any information at all. Here we define some of this
games.

42
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5.1 CHSH Game

The CHSH game[12] is played by two players, Alice and Bob which are far away from each
other and they are not able to communicate in the classical manner at all. The game judge
gives one random binary digit x to Alice and one random binary digit y to Bob. Alice must
correspond to a game judge with a binary digit ¢ and Bob must correspond with a binary
digit b. Game Judge takes a look at all binary digits x, y, a, b and declares Alice and Bob
winners if a ® b = x A y, otherwise Alice and Bob lose the game. Symbol & denotes the
XOR operation (addition modulo 2).

5.1.1 Classical Strategy:

If Alice and Bob play the classical version of the CHSH game without exchanging any
information in the classical manner then the maximum probability for Alice and Bob to

3 They can achieve such probability by using the following strategy:

Win 1S e

e Bob will always correspond with b = 0.

o If Alice receives x = 0, she will correspond with a = 0. The game is won by Alice and
Bob with the probability 1.

e If Alice receives x = 1 then she has to gamble because she does not know binary digit
y which Bob received. Game is won by Alice and Bob with the probability %

Overall probability for Alice and Bob to win the game if they use the above mentioned

strategy is:

1 1 1. 3
—(Zx1 S y="2
GxD+Ex5) =7

5.1.2 Quantum Strategy:

In quantum strategy of CHSH game, Alice and Bob share two qubit system which is ini-
tialized in the Bell state

[¥) = (/00) + [11))/V2
For a given angle 0 € [0, 27), define

|60(6)) = cos 6]0) 4 sin6|1),

|$1(0)) = —sin 6]0) + cos O1)

They can gain maximum success using the following strategy:
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e Alice takes the first qubit and Bob takes the second qubit from the shared quantum
state.

If Alice receives x = 0 then she will measure her qubit with respect to the basis

{1¢0(0)), ¢1(0))}-

If Alice receives x = 1 then she will measure her qubit with respect to the basis

{I¢o(7/4)), |f1(m/4))}-

e If Bob receives y = 0 then he will measure his qubit with respect to the basis
{Id0(7/8)), |d1(7/8))}.
o If Bob receives y = 1 then he will measure his qubit with respect to the basis

{leo(=7/8)), [1(=7/8))}

Alice and Bob will answer correctly with probability cos? /8 ~ 0.85 by following the

above strategy, which is better than an optimal classical strategy that wins with probability
3

1

5.2 GHZ Game

In GHZ game[10], Alice, Bob and Charles have each one bit as an input with the promise
that the parity of the input bits is 0. We denote the input bits x1, x5 and x3. The task
for each player is to produce one bit so that the parity of the output bits is equal to the
disjunction of the input bits. Thus, if a1, as and a3 are the outputs, then the equation
a1 P as P az =x1Vxe Vg must hold.

5.2.1 Classical Strategy:

First consider a deterministic strategy, where each answer is a function of the question
received and no randomness is used by the players. Let us write a,, by and ¢; to denote
the answers that would be given for each choice of r, s and ¢t. For example, if ag = 1 and
a1 = 0, then Alice always answers the question 0 with 1 and the question 1 with 0. The
winning conditions can be expressed by the four equations -

ag P by ®co=0

ag® by e =1
a1 BbgPcy =1
a1 ®by ®cy=1
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Adding the four equations modulo 2 gives 0 = 1, a contradiction. This means it is
not possible for a deterministic strategy to win every time. Like CHSH game(section 5.1)
the maximum success probability achieved in this case is also equals to 3/4, which can be
achieved classically using the following strategy-

e Alice, Bob and Charlie all corresponds with a; = 1, b; = 1 and ¢; = 1 irrespective of
the input they receive.

e For input 000, output will be ag @ by @ ¢y = 1 for their strategy. So, for this input
they will always loose according to this strategy.

e For input € {110,101,011}, output will be always 1 for their strategy. So, for this
input combination they will always win according to this strategy.

Overall probability for Alice, Bob and Charlie to win the game if they use the above

mentioned strategy is:

:(1x0)+(2x1)zz

5.2.2 Quantum Strategy:

In quantum strategy, the three players share the entangled state
1
[¥) = 5(1000) — |011) — [101) — [110))

This is sometimes called a GHZ state - but also the term GHZ state sometimes refers to
the state- ]

V2
which is equivalent to |¢)) up to local unitary operations. Each player will use the same
strategy:

(/000) 4 |111))

e If the question is ¢ = 1, then the player performs a Hadamard transform on their
respective qubit of the above state. If ¢ = 0, the player does not perform a Hadamard
transform.

e The player measures their qubit in the standard basis( means {|0),|1)} basis) and
returns the answer to the referee.

e Alternately, the players measure with respect to the basis {|0),|1)} when they receive
g = 0 and measure with respect to the basis {|+),|—)} when they receive ¢ = 1.

Three players will answer correctly with probability 1 by following the above strategy,
which is better than an optimal classical strategy that wins with probability %.
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5.3 Parity Game

For any n > 3, the parity game G, consists of n players. This game is also known as
multi party pseudo telepathy game[9]. Each player A; receives a single input bit z; and is
requested to produce a single output bit 7;. The players are promised that there is an even
number of 1s among their inputs. Without being allowed to communicate after receiving
their inputs, the players are challenged to produce a collective output that contains an even
number of 1s if and only if the number of 1s in the input is divisible by 4. More formally,

we require that -
n 1 n
Zyi = 521’1 (mod 2)
(2 1

provided " x; = 0 (mod 2). We say that © = z129 - - - 2, is the question and y = y1y2 - - yn
is the answer.

5.3.1 Classical Strategy:

Here also we consider a deterministic strategy (like GHZ game described in section 5.2),
where each answer is a function of the question received and no randomness is used by the
players. Let us consider three players and write a,, bs and ¢; to denote the answers that
would be given for each choice of r, s and ¢t. The four winning conditions for four possible
inputs can be listed as follows -

For input 000, output must belongs to set {000, 110,101,011}
For input € {110, 101,011}, output must belongs to set {100,010,001, 111}

Here also it can be proved that it is not possible for a deterministic strategy to win
every time. Like CHSH game and GHZ game(section 5.1 and 5.2) the maximum success
probability achieved in classical case is also equals to 3/4, which can be achieved using the
following strategy -

e Alice, Bob and Charlie all corresponds with output a; =1, b; = 1 and ¢; = 1 irrespec-
tive of the input they receive.

e For input 000, output will be agbgcg = 111 for their strategy. So, for this input they
will always loose according to this strategy.

e For input € {110, 101,011}, output will be always 111 for their strategy. So, for this
input combination they will always win according to this strategy.

Overall probability for Alice, Bob and Charlie to win the game if they use the above
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mentioned strategy is:

5.3.2 Quantum Strategy:

In quantum strategy, n players will share n-qubit entangled state |¢;") which is of the form

1
V2

Let S denote the unitary transformation defined by,

|6n) = —=(10") + 17))
510) — 10)
SI1) — i|1)
The quantum strategy followed by each of the player is described here -

Each player A; receives input bit x; and does the following.

o If z; =1, A; applies transformation S to his qubit; otherwise he does nothing.
e He applies Hadamard transform (H) to his qubit irrespective of the input.

e He measures his qubit in standard basis (i.e, in {|0), |1)} basis) in order to obtain y;.
Then he produces y; as his output.

Here in this protocol for n players, they will answer correctly with probability 1 by
following the above strategy, which is better than an optimal classical strategy that wins
with probability %

Parity game is also famously known as Multiparty Pseudo Telepathy game. There also
exists other games[10] like Deutsch-Jozsa game, Magic Square game, Matching game etc.

Of course, it would be interesting to find new pseudo-telepathy games or families of
games. It would be equally interesting to show how they relate to one another. Just like
three party parity game and GHZ game discussed above are almost of same kind. We can
also see the application of theses pseudo telepathy games to several quantum cryptographic
protocols.



Chapter 6

Proposed Strategy For Optimal
Sample Device Independent
Protocols

In previous chapter, we have discussed about several pseudo telepathy games and their
classical and quantum winning strategy. Among these games, CHSH game[12] is used in
most of the device independent quantum cryptographic protocols in the form of CHSH
test[12] to test the measurement devices involved in the protocol. In this chapter, we
propose a new strategy for testing measurement devices so that we can use optimal number
of samples while testing the measurement devices in finite sample scenario.

6.1 Modification of DI-QKD Towards Optimal Number of
Entangled States

Let us consider a generalized form |[¢)g.,) of the two qubit entangled state involved in
Quantum Key Distribution (QKD) protocol where

[thgen) = cos 0]00) + €™ sin ]11)

In the above state if we put § = T and ¢ = 0, we will get the state (|00) +|11))/v/2, which
is originally shared in QKD protocol.

The success probability of the CHSH game[12] with this general state |1)gen) Will be

1 + cos¢psin20) which equals % + —L_ for the state shared in QKD protocol.

1 1
§+m( 2v2

48
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6.1.1 Transformation of two qubit state into three qubit

Now we will transform the above general state |1)4en) into equivalent three qubit entangled
state as follows:

e In QKD, Alice and Bob each holds one qubit of the shared two qubit entangled state.
Now either Alice or Bob adds an ancilla qubit |0) to his end.

e The party who adds the ancilla qubit in his end will perform CNOT operation on
the target ancilla qubit |0) by considering the other qubit in his end of the shared
entangled state as control qubit.

e After performing this operation, the resulting state between two parties will be of the
form

cos 0]000) + € sin §|111)

e This state will be the resulting three qubit entangled state shared between two parties.

Now the success probability of the parity game[9] with this transformed state cos 6|/000)+
e"sin0[111) will be (1 + sin20cos¢) which equals 1 for the three qubit state (|000) +
|111))/+/2 which can be obtained by applying the above transformation when the shared

state between two party is (|00) 4 [11))/v/2 i.e, the state shared in QKD protocol.

6.1.2 Comparative Study Between Two Games

Let y1 denote the success probability of the parity game for the transformed three qubit
state of the form cos|000) + €'?sind|111). Then y; = 3(1 + sin20cos¢)

Again, let y2 denote the success probability of the CHSH game for the initial two qubit
shared entangled state of the form cos|00) +e*?sinf|11). Then yo = 1+ ﬁ(l + cospsin26)

The success probability values of two games corresponding to different values of 6 from
0 to 7 is shown in figure 6.1.

Here in the graph, blue line represents the success probability of the parity game and
green line represents the success probability of CHSH game. From the graph, it can be seen
that for CHSH game, the value of success probability varies between 0.67 to 0.85 whereas for
parity game, the value of the success probability varies between 0.5 to 1. So, the deviation
range of success probability values for parity game is more as compared to the deviation
for CHSH game.

It is also clear from the graph that in both the cases maximum success probability can
be achieved when ¢ = 0 and 6 = 7. The maximum success probability in CHSH game
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Figure 6.1: Comparative study of success probabilities between CHSH and parity game for
DI-QKD protocol

corresponds to the two qubit state (|00) +|11))/+/2 shared in QKD protocol. Similarly, the
maximum success probability in parity game corresponds to the three qubit state (|000) +
|111))/+/2 which can be obtained from the two qubit state shared in QKD protocol by
applying the above transformation (described in section 6.1.1).

6.1.3 Modified DI-QKD protocol with optimal samples

From the discussion of previous section, we can see that the success probability of the
transformed three qubit state is higher compared to success probability of the shared two
qubit state in QKD protocol.

The expression of the estimated sample size (as discussed in chapter 4) implies that as the
success probability increases, the required sample size to estimate a state decreases. In case
of QKD, as the success probability of the transformed three qubit state is higher compared
to the actual two qubit state, we will perform parity game test with the transformed state
instead of CHSH test to reduce the sample size needed to test measurement devices.

In previous case, while discussing about device independent protocols for finite samples,
we only consider the maximum success probability corresponding to a fixed 6 but not
consider any variation of CHSH test[14] to reduce sample size. Here we focus on this issue
and propose our modified protocol for optimal number of samples.

At first, any one of the communicating parties calculates the value of success probability
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for the transformed state. Then from the calculated success probability pgk p,,.., the party
calculates the required optimal sample size mqx p,,, for the parity game to certify the states
with certain accuracy and confidence. Communicating parties start with n = 2mgkp,,,
number of entangled states (as described in security analysis of chapter 4).

Let T'parity denote the set which contains the states for parity test, where |I'parity| =
MQKD,, and I'gxp denote the set which contains the remaining states, i.e., Tokp| =
N — MQKDopy = MQK Dop- COmmunicating parties choose the states for each of I'pgriy and
I'gr p uniformly at random from the given set of n states. We consider here that Alice adds
extra ancilla qubit to her end i.e, for the shared three qubit state, Alice has two qubits and
Bob has one qubit. Our modified protocol has been described in algorithm 7.

1. Let the inputs are x;, y;, z; where it satisfies the condition z; @ y; @ z; = 0. For rounds ¢ € {1, -, |[Tparity|}

(a) Alice chooses input z;y; € {0,1}? and Bob chooses input z; € {0, 1} where inputs z;,y;, z; satisfies the

condition x; @ y; ® z; = 0.

(b) If ; = 0(y; = 0), Alice measures the first (second) qubit of the entangled state in {|0),|1)} basis and if
z; = 1(y; = 1), she first applies unitary operator S (see chapter 5 section 5.3) to first (second) qubit and then

measure in {|0), [1)} basis.

(c) Similarly, if z; = 0, Bob measures his qubit in {|0), |1)} basis and if z; = 1, Bob first applies unitary

operator S to his qubit and then measure in {|0), |1)} basis.  (d) The output is recorded as a;, b;,¢; € {0,1}

for the first, second and third particle respectively. The encoding for a;, b;, ¢; is performed as follows.

e For each of the qubit shared between Alice and Bob, if the measurement result is |0) then output will

be 0; if the result is |1) then it would be 1.

(e) Testing: For the test round i € T'parity, define

1 if for input 000, output € {110,101,011,000} or for input €
Y; = {110, 101,011}, output € {100,010,001,111}
0 if otherwise.

2. If the value of m >, Y; lies within the range [PQK D,aw — €PQK Dimaw PQK Dimasw > Where DQK D, paw

equals 1 and € is the accuracy parameter chosen by the communicating parties, they proceed the protocol
otherwise they abort the protocol.
3. When the parity test is successful, communicating parties proceed for the subset l'gx p.

4. Alice and Bob perform the key distribution phase as described in [32].

Algorithm 7: Modified DI-QKD protocol for optimal sample
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6.2 Modification of DI-QP(Q Towards Optimal Number of
Entangled States

The two qubit entangled state involved in Quantum Private Query (QPQ) protocol is of
the form )
=—(|0 + |1
[YaPQ) \/5(! )Bloo)a + [1)Bld1)a)

where |¢g) 4 = cos (g)|0> + sin(g)|1> and |¢1)4 = cos (g)\O) - sin(g)\1>.

The success probability of the CHSH game for this state [)gpg) will be %(sin O(sin ¢y +
sines) + coshy — costhg) + 5 where |t01) and [tho) are the chosen measurement basis and
this success probability value can be maximized by choosing appropriate measurement basis
|11) and [ig) for a particular 6.

From the discussion of chapter 4, it is clear that the optimal value of |¢1) and [i)2)
corresponding to a particular 6 will be [¢1) = (% — tan"!(cosec 6 )) and [¢2) = (§ +
tan~!(cosec 6 ))

6.2.1 Transformation of two qubit state into three qubit

In DI-QPQ[23], Bob holds the entangled state and perform local CHSH test before the
protocol starts and Alice acts as an adversary in this case. Now we will transform the state
|Ygpg) into equivalent three qubit entangled state as follows:

e Bob first perform the CNOT operation over the two qubit entangled state to be shared
by considering first qubit as a control bit and second qubit as a target bit.

e After performing the CNOT operation, Bob will add an ancilla qubit |0) in his end
and perform Toffoli operation by considering first two qubit of the modified entangled
state as control bit and the ancilla qubit as a target bit.

e After performing this operations, the resulting state will be of the form

1 0 .0 0 .0
§(cos §|000> + sin §|010> + cos 5\111) — sin 5\100))

This state will be the resulting three qubit entangled state at Bob’s end.

Now the success probability of the parity game with this transformed three qubit state
will be 3(1 + cos#) which equals 1 for § = 0.
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6.2.2 Comparative Study Between Two Games

Let z; denote the success probability of the parity game for the transformed three qubit
state of the form 3 (cos g]OOO} +sin g]010> + cos g|111> —sin g|100>). Then z = (14 cos0)

Again, let zo denote the success probability of the CHSH game for the initial two qubit
entangled state of the form %(cosg|00> + sin%|01) + cosg|10> - sing]11>). Then 2z, =
L(sinO(sinthy + sinthy) + costhy — costho) + 5 where [1h) = (F — tan~!(cosec 6 )) and
[2) = (5 + tan~!(cosec 6 ))

The success probability values of two games corresponding to different values of 6 from
0 to § is shown in figure 6.2.
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Figure 6.2: Comparative study of success probabilities between CHSH and parity game for
DI-QPQ protocol

Here in this graph, blue line represents the success probability of parity game and green
line represents the success probability of CHSH game. From the graph it can be seen that
for CHSH game, the value of success probability varies between 0.75 to 0.85 whereas for
parity game, the value of the success probability varies between 1 to 0.5. So, the deviation
range of success probability values for parity game is more as compared to the deviation
for CHSH game.

From the graph, it is clear that at 8 =~ 0.9, two lines intersect each other. So, for all
the given states where the values of # < 0.9, the success probability of parity game for
transformed three qubit state is higher compared to the success probability of CHSH game
for original two qubit state. Again, for 8 > 0.9, the success probability of CHSH game for
original two qubit state is higher compared to the success probability of parity game for
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transformed three qubit state.

6.2.3 Modified DI-QPQ protocol with optimal samples

From the discussion of previous section, we can conclude that for # < 0.9, the success
probability of parity game is higher and for 8 > 0.9, the success probability of CHSH game
is higher.

The expression of the estimated sample size (as discussed in chapter 4) implies that as
the success probability increases, the required sample size to estimate a state decreases.

1. First we will check whether the value of # > 0.9 or not. If § > 0.9, then we will perform CHSH test as
described in chapter 4 subsection 4.2.1, else we will perform the following steps.

2. Let the inputs are x;,y;, z; where it satisfies the condition x; @ y; @ z; = 0. For rounds ¢ € {1,--- , |Tparity|}

(a) Bob chooses input z;y;z; € {0,1}3 where inputs x;, y;, 2; satisfies the condition z; © y; ® z; = 0.
(b) If ; = 0, Bob measures the first qubit of the entangled state in {|0),|1)} basis and if z; = 1, he first
applies unitary operator S (see chapter 5 section 5.3) to first qubit and then measure in {|0),|1)} basis.

(¢) Similarly, he will perform on second and third qubit based on the value of y; and z; respectively.
The output is recorded as a;b;c; € {0,1} for the first, second, third particle respectively. The encoding for
aj,bi,c; is performed as follows.

e For each of the qubit, if the measurement result is |0) then output will be 0; if the result is |1) then it

would be 1.

(e) Testing: For the test round i € T'parity, define

1 if for input 000, output € {110,101,011,000} or for input €
Y = {110,101,011}, output € {100,010,001,111}
0 if otherwise.

3. If the value of m >, Y; lies within the range [PQPQ,mar — €PQPQmas » PQPQmas + EPQPQumas] (for the
cases where the values of pQpPQ,,,u. T €PQPQma. 1S greater than 1, consider the range as
[PQPQmas — EPQPQumass 1] ) Where popQ,... €quals the maximum success probability corresponding to
transformed three qubit state and € is the accuracy parameter chosen by the communicating parties, they

proceed the protocol otherwise they abort the protocol.
4. When the parity test is successful, communicating parties proceed for the subset 'gpq-

5. Alice and Bob perform the private query phase as described in [33].

Algorithm 8: Modified DI-QPQ protocol for optimal sample

In previous case, while discussing about device independent protocols for finite samples,
we only consider the maximum success probability corresponding to a fixed 6 but not
consider any variation of CHSH test to reduce sample size. Here we focus on this issue and
propose our modified protocol for optimal number of samples.

Here from this analysis, we come to the conclusion that to reduce the sample size, we
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will perform parity test when 6 < 0.9 and will perform CHSH test[14] when 6 > 0.9.

At first, depending upon the value of 6, we will decide whether we have to perform
CHSH test or parity test and calculate the success probability accordingly. Then from the
calculated success probability pgpg,,..,» the party calculates the required optimal sample
size mQpQ,,, for the parity game/CHSH game to certify the states with certain accuracy
and confidence. Communicating parties start with n = 2mgpgq,,, number of entangled
states (as described in security analysis of chapter 4).

Let T'parity denote the set which contains the states for parity test, where |Ipgrity| =
mQprQ.,, and I'gpg denote the set which contains the remaining states, i.e., [Tgpg| =
N — MQPQ.p = MQPQ.,- Communicating parties choose the states for each of T'pgrity and
I'gpg uniformly at random from the given set of n states. Our modified protocol has been
described in algorithm 8.

6.3 Modification of DI-QBC Towards Optimal Number of
Entangled States

In device independent Quantum Bit Commitment (QBC) protocol proposed by Aharon
et. al[2], they used the entangled state (|00) + |11))/v/2 for bit commitment. In device
independent setting, they perform the device independence testing based on the violation
of CHSH correlation. Now this testing procedure is equivalent to the CHSH test.

We have already shown in section 6.1 that for this specific form of state, the success
probability of parity check game for transformed three qubit state is higher compared to
the success probability of CHSH game for actual two qubit state.

So, like modified device independent QKD protocol, we will also use the same strategy
here i.e, we will perform the parity game instead of CHSH game to test the measurement
devices.

6.3.1 Modified DI-QBC protocol with optimal samples

At first, any one of the communicating parties calculates the value of the success probability
for the transformed state. Then from the calculated success probability pgac,,... the party
calculates the required optimal sample size mgpc,,, for the parity game to certify the states
with certain accuracy and confidence. Communicating parties start with n = 2mgpc,,,

number of entangled states (as described in security analysis of chapter 4).

Let I'parity denote the set which contains the states for parity test, where |Iparity| =
MQBC,,y and I'gpc denote the set which contains the remaining states, i.e., [gpc| =
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N — MQBCop = MQBC,,;- Communicating parties choose the states for each of T'pgrity and
I'gpc uniformly at random from the given set of n states. We consider here that Alice adds
extra ancilla qubit to her end i.e, for the shared three qubit state, Alice has two qubits and
Bob has one qubit. Our modified protocol has been described in algorithm 9.

1. Let the inputs are x;, y;, z; where it satisfies the condition z; @ y; @ z; = 0. For rounds ¢ € {1, -, |Tparity|}

(a) Alice chooses input x;y; € {0,1}? and Bob chooses input z; € {0,1} uniformly at random.

(b) If ; = 0(y; = 0), Alice measures the first (second) qubit of the entangled state in {|0),|1)} basis and if
x; = 1(y; = 1), she first applies unitary operator S (see chapter 5 section 5.3) to first (second) qubit and then

measure in {|0),|1)} basis.

(¢) Similarly, if z; = 0, Bob measures his qubit in {|0), |1)} basis and if z; = 1, Bob first applies unitary

operator S to his qubit and then measure in {|0), |1)} basis.  (d) The output is recorded as a;b;c; € {0,1}

for the first, second, third particle respectively. The encoding for a;, b;, ¢; is performed as follows.

e For each of the qubit shared between Alice and Bob, if the measurement result is |0) then output will

be 0; if the result is |1) then it would be 1.

(e) Testing: For the test round i € T'parity, define

1 if for input 000, output € {110,101,011,000} or for input €
Y = {110,101,011}, output € {100,010,001,111}
0 if otherwise.

1 . e
2. If the value of Toarica] >, Y; lies within the range [PQBC e — €PQBCmas > PQBCimas > Where DQBC,, 0x

equals 1 and € is the accuracy parameter chosen by the communicating parties, they proceed the protocol
otherwise they abort the protocol.
3. When the parity test is successful, communicating parties proceed for the subset I'gpc.-

4. Alice and Bob perform the bit commitment phase as described in [6].

Algorithm 9: Modified DI-QBC protocol for optimal sample




Chapter 7

Conclusion and Future Work

In this thesis, we have proposed modified device independent quantum cryptographic pro-
tocols for finite samples with the aim of practical implementation. We have approximated
the required sample size for certain accuracy and confidence by using Chernoff-Hoeffding
bound because among all the well known formulas and inequalities for calculating sample
size, this provides the most optimal bound on sample size compared to others.

We propose a bound over eavesdropper’s choice on the deviation value from the actual
intended state in terms of our choice for the value of accuracy parameter and show that
though we have allowed some sort of deviation for finite samples, eavesdropper can’t get
any extra information. Also, to test the measurement devices, we have proposed an optimal
strategy(without using only CHSH test) to further reduce the sample size.

To the best of our knowledge, this is the first approach towards device independent
quantum cryptographic protocols for finite samples. We have discussed here about only
three protocols(quantum key distribution, quantum private query and quantum bit com-
mitment). Use this idea or some variation of this idea to propose finite sample device
independent approach for other existing quantum cryptographic protocols will be our fu-
ture scope of work. As soon as the dream of the quantum computer becomes true, all these
approaches will be implemented practically for the advancement of technology and security.

o7
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