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Abstract

This thesis is a compilation of various message authentication codes having
beyond the birthday bound (BBB) security. Kicking off with preliminary
development in chapter 1, it proceeds to introduce the nEHtM (nonce-based
Enhanced Hash-then-Mask) MAC in chapter 2, which is BBB-secure when
nonce misuse occurs, through the concept of faulty nonces. The construction
is based on a single block cipher, used on the inputs after they undergo a
domain-separation. Next, chapter 3 tackles the security and cryptanalysis of
MAC constructions that use pseudorandom permutations as primitives by
introducing the construction PDMMAC (Permutation-based Davies-Meyer
MAC) and its variants. The work on obtaining pseudorandom functions from
PRPs by [53] lead to our exploration of PRP-based MACs, and one of our
constructions was inspired by the DWCDM of [62]. This was instrumental
in the search for an inverse-free permutation-based MAC with a single
instance of permutation. This is addressed in chapter 4 through the p-EDM
(permutation-based Encrypted Davies-Meyer), which follows the trend of
constructing n-bit to n-bit PRFs by summing smaller constructions such
as the Even-Mansour and the Davies-Meyer, like the SoOEM and SoKAC
constructions of [53] and the PDMMAC and variant constructions of [47]
before it. The BBB security is again tight.

Two interesting treatments of the DbHtS construction [61] can be found in
chapters 5 and 6. A permutation-based version, dubbed p-DbHtS (permutation-
based Double-block Hash-then-Sum) is proven to possess BBB security and
a matching attack provided. Finally, a block cipher-based version of the
original construction is shown to have BBB security in the multi-user setting
for underlying hash functions that are constructed without the use of block
ciphers.

Furthermore, each chapter extends Patarin’s Mirror Theory to provide
partial bounds for solutions to a system of affine bivariate equations and
non-equations satisfying certain conditions.
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1. Introduction

1.1. Background

A Pseudo-Random Function (PRF) is a fundamental primitive in symmetric
key cryptography. It is useful in providing solutions like authentication of
messages, encryption of any arbitrary-length messages, etc. Most PRFs are
built on top of a block cipher in some mode of operation. Some commonly
used block cipher-based PRFs are CBC-MAC [13], PMAC [35], OMAC [89],
LightMAC [100], etc. However, all of these block cipher-based PRF construc-
tions only provide security up to around 2"/2 adversarial queries (where
is the block size of the block cipher). This bound is typically known as the
birthday bound.

Birthday bound-secure constructions are often acceptable in practice when
they are instantiated with block ciphers having a large block size (e.g.,
AES-128). For example, consider PMAC, whose PRF advantage is roughly
50g%/2" [117], where ¢ is the upper limit on message size in terms of
the number of blocks. When it is instantiated with AES-128, it gives a
security of roughly up to 2% adversarial queries, provided the longest
message size is 2'° blocks and the success probability of breaking the scheme
is restricted to 2710. However, with the growing trend of designing and
standardizing lightweight block ciphers (NIST lightweight competition) like
PRESENT [38], GIFT [7], LED [82, 81], etc. that are particularly suitable for a
resource-constrained environment, birthday bound-secure constructions are
no longer as suitable for use in practice. For example, PMAC instantiated
with the PRESENT block cipher (a 64-bit block cipher) gives security up to
216 adversarial queries when the longest message size is 2!'¢ blocks and the
success probability of breaking the scheme is 2710, Thus, it is not safe to use
birthday bound-secure PRFs when they are instantiated with lightweight
block ciphers. Although using AES-128 in a birthday bound-secure mode
provides 64-bit security (which is adequate for the present-day), it may not
be so in the future due to technological advancement. In such a situation,
the feasible option would be to use a mode that gives higher security instead
of replacing the underlying cipher with a larger block size.

An authenticated encryption (AE) mode is a cryptographic scheme that
guarantees the privacy and authenticity of a message concurrently. Au-
thenticated encryption has received much attention from the cryptographic
community mostly due to its application to TLS and many other protocols.
The recently concluded CAESAR competition [43] which aimed to identify
a portfolio of authenticated encryption schemes drafted three use cases,
namely lightweight, high-performance, and defense-in-depth. The competition
considered GCM [101] as the baseline algorithm as it is widely adopted
(e.g. in TLS 1.2 and in its variant RGCM [18], which shall soon be consid-
ered in TLS 1.3 [5]) and standardized. ChaCha20+Poly1305 [19] is a popular
alternative for settings where AES-NI is not implemented.



1. Introduction

ENcrYPT-THEN-MAC. Both ChaCha20+-Poly1305 and GCM follow the Encrypt-
then-MAC (EtM) paradigm [15]. Some other popular AE designs following
the same paradigm are CWC [93], OGCM2 [3], CHM [88], CIP [87], GCM-
RUP [4], OGCM1 [137], OGCM2 [137] etc. The authenticated encryption of this
paradigm is described as follows. Let £ be a nonce-based encryption scheme
and 7 be a message authentication code. Given a nonce N, a message M and
an associated data A, the ciphertext C = EN(M) is first computed, which
is then used to compute the tag T = Z(N, A,C). All the aforementioned
algorithms can be described by an encryption €N (involving stream cipher
encryptions) and a MAC Z (all constructions are algebraic hash function-
based and most of them uses Wegman-Carter MAC (WC MAC) [133]). EtM is
a popular design paradigm due to its generic security guarantee. Authors of
[44] showed that (stating informally) if £ is a secure symmetric encryption
scheme and 7 is a secure MAC family then this method of implementing
EtM results in secure channels. This was later also analyzed by [15, 116].

Chapter 2 introduces the block-cipher based n-EHtM (nonce-based En-
hanced Hash-then-Mask) MAC, which follows the EtM paradigm. It is
shown to have beyond the birthday bound security that degrades gracefully
with increasing number of faulty nonces. An AE instantiation of n-EHtM
with CWC is also described. Chapter 3 tackles the security and cryptanalysis
of MAC constructions that use pseudorandom permutations as primitives
by introducing the construction PDMMAC (Permutation-based Davies-Meyer
MAC) and its variants, while chapter 4 follows through with the inverse-
free p-EDM (permutation-based Encrypted Davies-Meyer) — both shown to
possess tight BBB security.

HasH-THEN-PREF [129]. HtP is a well-known paradigm for designing variable
input-length PRFs, in which an input message of arbitrary length is hashed
and the hash value is encrypted through a PRF to obtain a short tag. Most
popular MACs including the CBC-MAC [13], PMAC [35], OMAC [89] and Light-
MAC [100] are designed using the HtP paradigm. Although the method is
simple, in particular being deterministic and stateless, the security of MACs
following the HtP paradigm is capped at the birthday bound due to the col-
lision probability of the hash function. Birthday bound-secure constructions
are acceptable in practice when any of these MACs are instantiated with
a block cipher of moderately large block size. For example, instantiating
PMAC with AES-128 permits roughly 2*® queries (using 5¢4%/2" [117] bound)
when the longest message size is 2! blocks, and the success probability of
breaking the scheme is restricted to 2-10 However, the same construction
becomes vulnerable if instantiated with some lightweight (smaller block
size) block ciphers, whose number has grown tremendously in recent years,
e.g. PRESENT [38], GIFT [7], LED [81], etc. For example, PMAC, when in-
stantiated with the PRESENT block cipher (a 64-bit block cipher), permits
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only about 2'¢ queries when the longest message size is 2! blocks, and
the probability of breaking the scheme is 271°. Therefore, it becomes risky
to use birthday bound-secure constructions instantiated with lightweight
block ciphers. In fact, in a large number of financial sectors, web browsers
still widely use 64-bit block ciphers 3-DES instead of AES in their legacy
applications with backward compatibility feature, as using the latter in
corporate mainframe computers is more expensive. However, it does not
give adequate security if the mode in which 3-DES is used provides only
birthday bound security, and hence a beyond birthday secure mode solves
the issue. Although many secure practical applications use the standard
AES-128, which provides 64-bit security in a birthday bound-secure mode,
which is adequate for the current technology, it may not remain so in the
near future. In such a situation, using a mode with beyond the birthday
bound security instead of replacing the cipher with a larger block size is a
better option. *

DousLE-BLock HASH-THEN-SuM. Many studies tried to tweak the HtP design
paradigm to obtain beyond the birthday bound-secure MACs; while they
possess a similar structural design, the internal state of the hash function is
doubled and the two n-bit hash values are first encrypted and then XORed
together to produce the output. In [135], Yasuda proposed a beyond the
birthday bound-secure deterministic MAC called SUM-ECBC, a rate-1/2
sequential mode of construction with four block cipher keys. Followed by
this work, Yasuda [134] came up with another deterministic MAC called
PMAC_Plus, but unlike SUM-ECBC, PMAC_Plus is a rate-1 parallel mode of
construction with three block cipher keys. Zhang et al. [136] proposed
another rate-1 beyond the birthday bound-secure deterministic MAC called
3kf9 with three block cipher keys. In [114], Naito proposed LightMAC_Plus, a
rate (1 — s/n) parallel mode of operation, where s is the size of the block
counter. The structural design of all these constructions first applies a 2n-
bit hash function on the message, then the two n-bit output values are
encrypted and XORed together to produce the tag, where 7 is the block size
of the block cipher. Moreover, all of them also give 2 /3-bit security. In FSE
2019, Datta et al. [61] proposed a generic design paradigm dubbed as the
double-block hash-then-sum or DbHtS, defined as follows:

DbHtS(M) := Ex, (Z) ® Ex,(®), (Z,0) « Hg, (M),

where Hg, is a double-block hash function that maps an arbitrary-length
string to a 2n-bit string. Within this unified framework, they revisited the
security proof of existing DbHtS constructions, including PolyMAC [92], SUM-
ECBC [135], PMAC_Plus [134], 3kf9 [136] and LightMAC_Plus [114] and also
their two-keyed versions [61] and confirmed that all the constructions are

'Note that there are no standard block ciphers of size higher than 128 bits.
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secure up to 22"/3 queries when they are instantiated with an n-bit block
cipher.

In CRYPTO 2018, Leurent et al. [95] proposed a generic attack on all
these constructions using 23"/4 (short message) queries, leaving a gap be-
tween the upper and the lower bounds for the provable security of DbHtS
constructions. Recently, Kim et al. [92] have improved the bound of DbHtS
constructions from 2%"/3 to 23"/4 They have shown that if the underlying
2n-bit hash function is the concatenation of two independent n-bit-universal
hash functions 2, then the resulting DbHtS paradigm is secure up to 23"/4
queries. They have also improved the security bound of PMAC_Plus, 3kf9
and LightMAC_Plus from 22"/3 to 23"/4 and hence closed the gap between the
upper and the lower bounds of the provable security of DbHtS constructions.

Chapters 5 and 6 give tight security bounds for two different versions of
the DbHtS construction. First, chapter 5 proposes the p-DbHtS (permutation-
based Double-block Hash-then-Sum), which is proven BBB secure in the
random oracle model, along with a matching attack that proves tightness
of the bound. Next, chapter 6 considers a version of the original (block
cipher-based) construction in the ideal cipher model and proves tight BBB
multi-user security (with matching attack) for cases when the underlying
hash function is not constructed from block ciphers.

1.2. Preliminaries and Notation

The set of all n-bit binary strings is denoted by {0, 1}", for an integer n € IN.

The empty set shall be denoted by ¢. For a set X, X & X means X is
sampled uniformly at random from X, independently of all other random
variables defined so far. The set of all functions from X to ) is denoted as
Func(X,)) and the set of all permutations over X is denoted as Perm(X’).
Func(X') denotes the set of all functions from X" to {0,1}" and Perm denotes
the set of all permutations over {0,1}". We often write Func instead of
Func(X') when the domain of functions is understood from the context. Let
2| = (z%,...,z}]) and Z; = (z%,...,z%) be two finite g-tuples containing
n-bit strings z¥ (b € {1,2},i € [g]). When an n-bit permutation 7t € Perm()

maps Z; to 25, we shall write Z; = 2, if Vi € [g], (2}

1) = z2. We say
24 is permutation compatible with Z, if there exists at least one 7t € Perm(n)
such that Z; = Z,. For integers 1 < b < a, the notation (a), means
a(a—1)...(a—b+1), and (a)y := 1. [g] refers to the set {1,...,9} and

[91,92] to the set {g1,91+1...,92 — 1,92}

2A family of keyed hash functions is said to be universal if for any distinct x and x’, the
probability of a collision in their hash values for a randomly sampled hash function from
the family is negligible.
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Given a tuple of ordered pairs Q = ((x1,y1),..., (xq, yq)) with pair-
wise distinct n-bit strings {x;}]_; and {y;}]_,, Dom(Q) := {x; € {0,1}" :
(x;,y;) € Q} and Ran(Q) := {y; € {0,1}" : (x;, ;) € Q}. Clearly, |Dom(Q)]
= |Ran(Q)| = g. We say that an n-bit permutation 7 € Perm(n) extends Q
(e m— Q)if Vi € [g], m(x;) = y;. We say that Q is extendable if there
exists at least one 71 € Perm(n) such that 1 — Q.

We generalize this notion for more than one tuple of ordered pairs. Let

Q = (Ql,....,QS) such that for each j € [s], Q; = ((le,y]l),...,(xé].,y{h.)),
where each x? and each yﬁ is an n-bit string pairwise distinct from all others.
Now for each j € [s], we define the following two sets: Dom(Q;) = {x/ :
(xL,y}) € Qj} and Ran(Q;) = {¥} : (xy}) € Q;}. Clearly, |Dom(Q;)| =
IRan(Q;)| = q; ¥V j € [s]. Moreover, for all j # j' € [s], Dom(Q;) is dis-
joint from Dom(Q;) and Ran(Q;) is disjoint from Ran(Q;/). Hence, X =
(Dom(Q1),...,Dom(Q;)) and Y = (Ran(Q1),...,Ran(Qs)) are two disjoint
collections of finite sets. An n-bit permutation 71 € Perm(n) thus extends
Q, denoted 7 — Q,if T — Q;Vj € s]. As an alternative notation of

T — é, we also write X —— ).

We write x <— y to represent the value y being assigned to the variable x.
We say two sets X' and Y are disjoint if X N )Y = ¢. We denote their union
as X LY (i.e. the disjoint union of X and )). Let X = (A}, ..., Xs) be a finite
collection of finite sets. X is called a disjoint collection if for each j # j' € [s],
X; and Xy are disjoint. The size of X, denoted as |X|, is |X1] + ... + |AS].
For a disjoint collection X = (A&}, ..., &, Xs11), we write X \ X1 to denote
the collection (&7, ..., Xs). For two disjoint collections X = (X7,..., A;) and
Y = (M1,..., V), wesay X is inter-disjoint with Q) if forall j € [s],j" € [s'], &;
is disjoint from Y. If X is inter-disjoint from ¥), then we denote their union
as X U9Q). Moreover, | X U9Q)| = |X| + |2)]|. For a set S and for a finite disjoint
collection of finite sets X = (A&},...,&;), S\ X means S\ (X U... U AXs).
For a finite subset & of IN, max S denotes the maximum-valued element
of S. For a finite set X C {0,1}" and for an arbitrary non-zero element
a€{0,1}", X @a denotes the set {x®a:x € X}.

A function @ is said to be a block function if it maps elements from an
arbitrary domain to {0, 1}". The set of all block functions with domain X’
is denoted as Func(X'). 3 We call ¢ to be a double-block function if it maps
elements from an arbitrary set X' to ({0,1}")2. For a given double-block
function ® : X — {0,1}%", we write &, : D — {0,1}" such that for every
x € X, dy(x) = left(P(x)). Similarly, we write ¢, : X — {0,1}" such that for
every x € X, ®,(x) = right(®(x)). For two block functions ¢, : X — {0,1}"
and &, : X — {0,1}", one can naturally define a double-block function

3When X = {0,1}", we write Func to denote Func({0,1}").
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® : X — {0,1}?" such that ®(x) = (®,(x), d,(x)), which we write as
S = (dy, dy).

{0,1}" denotes the set of all binary strings of length n and {0, 1}* denotes
the set of all binary strings of arbitrary finite length. This text may sometimes
denote |{0,1}"| by N. We denote 0" (i.e., the n-bit string of zeroes) by 0.
For any element X € {0,1}*, | X| denotes the number of bits in X. For any
two elements X, Y € {0,1}*, X||Y denotes the concatenation of X to Y. For
X,Y € {0,1}", X ® Y denotes the addition of X and Y, modulo 2. For any
X € {0,1}*, parse X as X = X1||X2|| ... || X;, where foreachi=1,...,1 -1,
X; is an element of {0,1}" and 1 < |X;| < n. We call each X; a block. For
a pair of blocks x = (x4, x;) € {0,1}?", we write left(x) to denote x;, and
right(x) to denote x;. For x € {0,1}", where x = x,,_1]|| ... ||xo, Isb(x) denotes
the least significant bit xg of x. A function chop,sg : {0,1}" — {0,1}"*"!
removes the least significant bit of a string X € {0,1}". For a given bit b,
fix, is a function from {0,1}" to {0,1}" that takes an n-bit binary string
X = Xp-1] - - . |[xo and returns an another binary string x’ = (x,_1]|...||b),
where Isb(x) is fixed to bit b. For a tuple X := (X, ..., X;) of length g, an
element X; of X is called fresh if for all j # i, X; # X;. Otherwise, we say X;
is not fresh or repeated in X. Sometimes we denote tuple X as (X;);c[y)- X is
said to be distinct if each of its elements is fresh. Otherwise, we say it is not
a fresh tuple.

LAzy SAMPLING OF RANDOM PERMUTATIONS. Consider a distinguisher A

interacting with an n-bit random permutation 7 & {0,1}". We simulate
this interaction by a simulator S that maintains a partial function V. V¥ is
initially defined to be an empty function (a function with empty domain),
i.e.,, Dom (V) <— ¢. We consider two dynamically growing sets Dom(W¥) and
Ran(W) associated to V¥, such that the points at which WV has already been
defined gets included in Dom(W¥) and their respective defined values get
included in Ran(W). Initially, Dom(W¥), Ran(W) < ¢. On the i" query x;, the
simulator checks whether x; € Dom (V). If so, the corresponding response is
yi < V(x;). Else, the response is sampled uniformly from {0,1}" \ Ran(W¥)
and x;, y; are added to Dom(V) and Ran (V) respectively, i.e.

Dom(V) <— Dom(V¥) U {x;}, Ran(V¥) < Ran(V) U {y;}.

Note that at any point, Dom(V),Ran(¥) C {0,1}".

1.2.1. Cryptographic Security Models
The Standard Model

In the standard model, no special Mathematical objects such as infinite
random strings or random oracles are used, and communication systems
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are usually abstracted into a reliable but insecure channel. Even the most
common encryption goals require some complexity-theoretic hardness as-
sumptions in the standard model [34].

The Random Oracle Model

The random oracle model formalized by Bellare and Rogaway [16] assumes
that a hash function is replaced by a publicly accessible random function
(the random oracle). This means that the adversary cannot compute the
result of the hash function by itself, and must query the random oracle [57].
This model often allows one to design very simple, intuitive and efficient
protocols for many tasks, while simultaneously providing a seemingly
convincing security guarantee for such practical constructions [66]. Thus,
a proof in the random oracle model does not imply that the scheme will
remain secure when the random oracle is replaced by a concrete hash
function.

Upper Bound on Advj')/'AC (Page 5, [68])

To get an upper bound for Adv;\/'AC, we consider a random oracle ¢ &

Func(K x N x M, T) and reject oracle Rej : N'x M x T — {0}. The

advantage Advj\/IAC is bounded above by

max PrDURNek ™) — 1) — pr[pWRmT) — 1]

The Ideal Permutation and ldeal Cipher Models

Instead of a publicly accessible random function, the ideal permutation
model assumes the adversary’s access to a random permutation in addition
to the construction (or random) oracle(s). On the other hand, the ideal cipher
model provides a publicly accessible random block cipher (or ideal cipher)
with a k-bit key and an n-bit input. All parties including the adversary can
make both encryption and decryption queries to the ideal block cipher, for
any given key [57, 66]. [66] and [57] are works that relate the random oracle
and ideal cipher models.

1.2.2. Security Definitions

DISTINGUISHING ADVANTAGE An adversary A is modeled as a random-
ized algorithm with access to an external oracle O. Such an adversary
is called an oracle adversary. An oracle O is an algorithm that may be a
cryptographic scheme being analyzed. The interaction between A and O,
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denoted by A%, generates a transcript T = {(x1,y1), (x2,¥2),..., (x4, ¥4) },
where x1,xy,...,x; are g queries of A to oracle O and y1,y»,...,Y, be the
corresponding responses, where y; = O(x;). We assume that A is adaptive,
which means that x; is dependent on the previous i — 1 responses.

Di1sTiINGUISHING GAME. Let F and G be two random systems and an ad-
versary A is given oracle access to either of F or G. After interaction with
an oracle O € {F,G}, A outputs 1, which is denoted as A® = 1. Such an
adversary is called a distinguisher and the game is called a distinguishing game.
The task of the distinguisher in a distinguishing game is to tell with which
of the two systems it has interacted. The advantage of the distinguisher A in
distinguishing the random system F from G is defined as

AdvE(A) = | Pr[AF = 1] = Pr[A® = 1] |,

here the above probability is defined over the probability spaces of A and O.
The maximum advantage in distinguishing F from G is defined as

max Advg (A),
max Advg(A)
where A is the class of all possible distinguishers. One can easily generalize
this setting when the distinguisher interacts with multiple oracles, which are
separated by commas. For example, AdVEE’Zl (A) denotes the advantage

of A in distinguishing (Fy,...,Fy) from (Gy,...,Gy).

Pseupo Ranpom Funcrtion (PRF) AND Psuepo RANDOM PERMUTATION
(PRP). A keyed function F : £ x X — )Y with key space K, domain & and
range ) is a function for which F(K, X) shall be denoted by Fx(X). Given
an algorithm A that has oracle access to a function from X" to )/, makes at
most g queries in time at most ¢, and returns a single bit, the prf advantage

of A against the family of keyed functions F, AdvE~F (A), is defined as
(Pr [K &K AFO) = 1} —Pr [RF & Func(X,)) : ARFO) = 1} ‘ .
F is said to be a (g, ¢, o, t, €)-secure PRF if
AdvERF (g, 0,0,t) = max AdvERF(A) <,

where the maximum is taken over all adversaries A that make g queries,
with a maximum of ¢ data blocks in a single query and the total number
of data blocks at most ¢, with maximum running time ¢. Similarly, the
prp-advantage of A against a family of keyed permutations E is defined as

AdVERP(A) = ‘Pr [K & i ABG) = 1} _Pr [n & Perm(X) : ANC) = 1] ) .
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E is said to be a (g, t, €)-secure PRP if AdVEN' (g,t) := maxa AdVvER (A) < €,
where maximum is taken over all adversaries A that make g queries and
have running time at most t.

PRF SECURITY IN THE RANDOM PERMUTATION MODEL. Consider a function
f:KxM = T, where K, M and 7 are the key space, message space
and the tag space respectively. We discuss the pseudorandom security of
f under the random permutation model. We assume that f makes internal
public-random-permutation calls to 7 and 77~ (f can make calls to multiple
random permutations when all of them are independent and uniform on
the set of message blocks Perm(B)). For simplicity, we use f7 to denote f
with uniform K and uniform 7r. The distinguisher D is given access to either

(fZ, 7, t) for K & {0,1}* or (p, 7w, 7 1) where y < Func(K x M, T)
is a random oracle. The distinguishing probability of D is represented by

Adv;rf(D), such that

AdVE"(D) = P DU = 1] — prDm ) = 1],
To be precise, we call f an e-PRF against (g, p)-adversaries if AdvERF (D) <
€ for all distinguishers D making g, queries to fi and p offline queries to
T.

MAC SecuriTy IN THE RANDOM PERMUTATION MODEL. Consider f and
another function Ver : K x M x T — {0,1} (similar to f7, we use the
notation Verg) such that for (M, T), if ff(M) = T then Verg(M,T) =1
(otherwise Verg (M, T) = 0 ). Consider a (gm, p, g») adversary .A making g,
queries to f7, p queries to 7t and g, queries to Verg. We say that A forges if
any of its queries (M, T) to Verg returns 1, such that M has not been queried
to ff before. The advantage of A against the MAC security of f is defined
as

Adv;\/'AC(A) = Pr[K s Perm(B) : A forges].

To be precise, we call f an e-MAC against (4., p, §o)-adversaries if Adv}\/IAC (A)

€ for all adversaries A making g,, queries to f7, p queries to 77 and g, queries
to Verg.

NoONCE-BASED MAC SECURITY IN THE RANDOM PERMUTATION MODEL. Con-
sider nonce based versions of f and Ver (takes an additional input N € N.)
such that for an input (N, M, T), Verg(N, M, T) = 1if ff(N,M) = T and
0 otherwise. Consider a (g, p, g0) adversary A making g, queries to f7
without repeating the nonce, p queries to 7 and g, queries to Verg. We say
that A forges if any of its queries (N, M, T) to Ver, such that (N, M) has not
been queried to f7, returns 1. The advantage of A against the MAC security
of f is defined as

AdMAC(A) = Pr[K & K, 7t < Perm(B) : A forges].

10
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We call f an e-MAC against (g, p, §o)-adversaries if Adv}\rAAC(A) < € for all
(Gm, p, gv)-adversaries A.

PRF SecurITY IN THE IDEAL-CIPHER MODEL A keyed function with the key
space K, domain & and range ) is a function F : L x X — ). We denote
F(k, x) by F¢(x). A random function RF from X to ) is a uniform random

variable over the set Func(X,)), i.e., RF & Func(X,)). We define the
pseudorandom security of F under the ideal-cipher model. We assume that
F makes internal calls to a publicly evaluated block cipher E with a randomly

sampled block cipher key K &K (F can make calls to multiple block ciphers
when all of them are independent and uniform over the set BC(/C, {0,1}")).
For simplicity, we write F& to denote F with a uniformly sampled block

cipher E & BC(KC, {0,1}"), which is keyed by a randomly sampled K & k.
The distinguisher A is given access to either (F§, E*) for K & Kor (RF,E),

where E & BC(K, {0,1}") is a uniformly sampled n-bit block cipher such
that A can make forward or inverse queries to E, which is denoted as E*.
We define the PRF advantage of A against a keyed function F in the ideal
cipher model as
FE'Ei
AdvERE(A) = AdVERI;,Ei)) (A).

We say Fis a (g, p, €,t)-PRF if AdvEXT (A) < e for all adversaries A that make
g queries to F, p forward and inverse offline queries to E and run for time at
most ¢.

Murti-User PRF SEcurITy IN IDEAL CIPHER MODEL We assume there are u
users in the multi-user setting, such that the i user executes FIE<,-- Further-

more, the i" user key K; is independent of the keys of all other users. An
adversary A has access to all the u users as oracles. A make queries to the
oracles in the form of (i, M) to the i user and obtains T «+ Fg.(M). We call
these construction queries. For i € [u], we assume A makes ¢; queries to
the i oracle. We also assume that A make queries to the underlying block
cipher E and its inverse with some chosen keys k/. We call these primitive
queries. Suppose A chooses s distinct block cipher keys (k!,...,k*) and
makes p; primitive queries to the block cipher E with chosen keys kI for
1<j<s.LetAbea (u,q,p,t)-adversary against the PRF security of F for
all u users such that g = g1 + ... + g4 is the total number of construction
queries and p = p; + ... + ps is the total number of primitive queries to the
block cipher E with the total running time A being at most t. We assume
that for any i € [u], A does not repeat any construction query to the it" user.
Similarly, A does not repeat any primitive query for any chosen block cipher
key K/ to the block cipher E. The advantage of A in distinguishing (FE, E*)

from (RF, Ei) in the multi-user setting, where RF SRy nc(X,)), is defined

11
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as

7

AdvIPRE(A) ‘Pr [A((Fﬁl,...,FEu),Ei) N 1} _ Py [A((RF,...,RF),Ei) N 1}

where the randomness is defined over Kj, ..., K, & K, E & BC(KC, {0,1}")
and the randomness of the adversary (if any). We write

AdvPUTRE(y g p,t) = max AdvUTRE(A),

where the maximum is over all (u, g, p, t)-adversaries A. In this chapter, we
skip the time parameter of the adversary as we shall assume that the adver-

sary is computationally unbounded. This also leads to the assumption that

the adversary is deterministic. When u = 1, it makes Ader“u'PRF(u, q,p,t)

the single-user distinguishing advantage.

1.2.3. Keyed Hash

SEcuriTY OF A KEYED HasH FuncTION Let K and X be two non-empty
finite sets. A keyed function H : K; x X — {0,1}" is e-almost-XOR universal
(AXU) if for any distinct x,x" € X’ and for any A € {0,1}",

Pr[Ky, < Ky : H, () @ Hi, (') = A] < €aar

Moreover, H is an e-universal hash function if for any distinct x, x" € X,

PI‘[Kh i K HK;, (X) = HKh (x/)] < €univ-

A keyed hash function is said to be e-regular if for any x € X and for any
A e {0,1}",
Pr(Ky <& K : H, (%) = A] < €reg.

ReGULAR HasH. A function H : K x D — R is said to be an e-regular hash

functionif Vd €e Dand r € R,

Pr [H(Kpd)=r1]<e.
K, &k

AXU HasH. A function H : £ x D — R is said to be an ¢-AXU hash
function if for two distinct d and d’ from D and r € R,

Pr [H(Kh,d) @H(Kh,d,) = 7’] <e.
K, &k

12
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(d,d") is called a colliding pair for a function H (K}, *) (or Hg, (¥)) if H(Kj, d) =
H(Ky,d").

3-Way ReGuLAR HasH. A function H : K x D — R is said to be an e-3-way
regular hash function if for three distinct d, d’ and d” from D and for any
non-zero r from R,

Pr [H(Ky d) ®H(K, d') @ H(K, d") = 1] <e.
K, &k

An example of 3-way regular hash is Poly hash (with the secret key K})
where the padded message x* = x1]| - - - || xy is processed as

Poly, (x*) = x, - Ky @ xp_1 - Ki & - @ x1 - K},

1.3. Cryptographic Encryption and Authentication

1.3.1. Message Encryption

The process of message encryption converts the original plaintext into an
incomprehensible ciphertext. Ideally, only authorized parties should be able
to decrypt the ciphertext back into plaintext and gain access to the original
data. Thus, encryption serves as a mechanism to ensure confidentiality. A
pseudorandom encryption key produced by a key-generation algorithm is
typically used in an encryption system. The encryption and decryption keys
are identical in symmetric-key schemes. This secret key must be held by
the sender as well as the receiver in order to achieve secure communication.
The sender uses this key in an encryption algorithm to generate the ciphertext
from the plaintext and send it to the receiver. Then the receiver uses it in a
decryption algorithm to again obtain the plaintext. Some typical examples of
symmetric-key encryption schemes include AES, 3-DES, and SNOW.

1.3.2. Message Authenticated Codes

Let K, N, M and T be four non-empty finite setsand F : C x ' x M — T a
nonce-based MAC. For K € IC, let Authg be the authentication oracle (which
takes as input (N, M) € N x M and outputs T = F(K, N, M)) and let Verg
be the verification oracle (which takes as input (N,M,T) € N x M x T
and outputs 1 if F(K, N, M) = T and 0 otherwise). An authentication query
(N, M) by an adversary A is called a faulty query if A has already queried to
the first oracle with the same nonce and a different message.

A (1, qm, qo, t)-adversary against the unforgeability of F is an adversary
A with oracle access to Authg and Verg such that it makes at most y faulty
authentication queries out of at most g, authentication queries, and ¢,

13
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verification queries, with running time at most t. The adversary is said to be
nonce respecting if y = 0 and nonce misusing if y > 1; any number of nonce
repetitions in verification queries is allowed. A is said to forge F if for any
of its verification queries (not obtained through a previous authentication
query), the verification oracle returns 1. The forging advantage of A against
F is defined as

AdvMAC(A) == Pr [K & K+ AAuthi () Verk(-,) forges } .
We write AdvMAC (i1, g, Go, t) == maxa AdvMAC(A), where the maximum is

taken over all (y, qm, o, t)-adversaries. In all of these definitions, we skip
the parameter t, whenever we maximize over all unbounded adversaries.

1.3.3. Authenticated Encryption

An authenticated encryption (AE) mode is a cryptographic scheme that guar-
antees the privacy and authenticity of a message concurrently. Authenticated
encryption has received much attention from the cryptographic community
mostly due to its application to TLS and many other protocols. The recently
concluded CAESAR competition [43], which aimed to identify a portfolio
of authenticated encryption schemes, had drafted three use cases namely
lightweight, high-performance, and defense-in-depth. The competition consid-
ered GCM [101] as the baseline algorithm as it is widely adopted (e.g. in TLS
1.2 and in its variant RGCM [18], which shall soon be considered in TLS 1.3
[5]) and standardized. ChaCha20+Poly1305 [19] is a popular alternative for
settings where AES-NI is not implemented.

EncryPT-THEN-MAC. Both ChaCha20+-Poly1305 and GCM follow the Encrypt-
then-MAC (EtM) paradigm [15]. Some other popular AE designs following
the same paradigm are CWC [93], GCM /27 [3], CHM [88], CIP [87], GCM-RUP
[4], OGCM1 [137], OGCM2 [137], etc. The authenticated encryption of this
paradigm is described as follows: Let £ be a nonce-based encryption scheme
and 7 be a message authentication code. Given a nonce N, a message M and
an associated data A, the ciphertext C = EN(M) is first computed, which
is then used to compute the tag T = Z(N, A,C). All the aforementioned
algorithms can be described by an encryption EN (involving stream cipher
encryptions) and a MAC Z (all constructions are algebraic hash function-
based and most of them use the Wegman-Carter MAC (WC) [133]). EtM is a
popular design paradigm due to its generic security guarantee. Informally
stating a result in [44], if £ is a secure symmetric encryption scheme and Z
is a secure MAC family then this method of implementing EtM results in
secure channels. This was later also analyzed by [15, 116].

14
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1.4. Cryptographic Primitives

1.4.1. PRPs and PRFs

In their seminal work, Luby and Rackoff [97] showed how to construct a
keyed pseudorandom permutation (PRP) —i.e. a block cipher — from secret
keyed pseudorandom functions (PRFs). Their work was a theoretical model
for formally arguing the security of the DES block cipher, which consists of
r rounds of Feistel constructions invoking independent instances of keyed
functions.

PRP-Basep PRFs. The most obvious way a PRF can be constructed is to
consider a PRP 7t (a popular choice is an n-bit block cipher with a uniformly
sampled key ex for some integer n) itself as a PRF. However, this leads to
an 1/2-bit secure PRF. This result comes from the fact that 2"/ evaluations
of the PRF will lead to a collision with significant probability while the
collision probability in case of a PRP will be zero. This is also termed the
PRP-PRF switching lemma [13, 17, 49, 84]. In light of the recent research in
lightweight cryptography, this bound may not be acceptable to designers.
The value of n is generally chosen to be small because the state size of
the PRF directly depends on n and lightweight designs aim to optimize
it. For example, several lightweight block ciphers [8, 41, 9, 38, 7] that are
proposed with a 64-bit state (i.e, n = 64) achieve only 32-bit security and can
be broken with practical query complexity. This idea has resulted in several
attempts to design a PRF from a PRP with more than n/2-bit security. They
are popularly known as Beyond-the-Birthday-bound (BBB)-secure PRFs.

A first attempt to construct such a BBB-secure PRF denoted by
Truncy, (ex(x)) was proposed by Hall et al. [84], where m < n (note that
a block cipher is a popular candidate for a PRP), and its security was
bounded by 2"~"/2 queries [10, 77]. Later in [14], Bellare et al. proposed n-
bit security [10, 60, 98] of ek, (x) @ ek, (x) where K; and K are independently
sampled. Seurin et al. proposed a 22*/3 query-secure PRF, which they called
EDM [55],
ek, (ex, (x) ® x).

The security of this construction has been improved by Mennink [103] using
Patarin’s mirror theory [113, 122, 120, 121]. Note that all constructions are
deterministic (no use of nonce) and are instantiated with block ciphers with
inputs considered to be of fixed length. However, there are a number of
BBB-secure constructions that deal with arbitrary length inputs.

The usual technique is to incorporate a nonce and a keyed hash. The nonce
is processed with a deterministic PRF and the output is properly integrated
with the hashed value of the arbitrary length message. Excepting a few,
most PRFs do not allow nonce misuse. The WC-MAC [45, 133] (Wegman-
Carter MAC) is one such construction, where the nonce is processed with
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a PRP-based PRF and a universal hash processes the message. Next, both
the outputs are added and passed through another instance of a PRP to
generate the output. This design is vulnerable to nonce misuse but secure
only up to the birthday bound when respecting the nonce. Later, Cogliati and
Seurin updated the WC MAC and designed the EWC-MAC [55] (Encrypted
Wegman-Carter): e, (fx, (x) @ Hk, (x)) (f is a deterministic PRF, H is a key
universal hash and Kj, K; and Kj, are uniform and independent), which
is birthday bound secure under both nonce misuse and respect scenario
(can be proved using the PRP-PRF switching lemma). The most important
question that arises is “How can a BBB secure PRF be designed?” The first
prominent design in this area is the EWCDM construction:

ek, ((ex,(N) @ N) @ Hg, (x))

by Cogliati et al. [55], where the PRF is instantiated by Davis-Meyer and
is used in the EWC mode. This design achieves BBB security of 2n/3-bits
(though n-bit security was conjectured and proved by Mennink et al. [103]
using mirror theory) under nonce respect and birthday bound under nonce
misuse. However, this construction is not minimal in structure as it uses
two independent instances of keys K; and Kj. Datta et al. in [62] proposed
DWCDM, which is a BBB secure construction (under nonce respect), and
uses only one instance of the PRP (where ek, is replaced by elzll). In the
security proof, the authors extended mirror theory and provided a concrete
proof of security up to 22*/3 queries under nonce respecting conditions and
birthday bound complexity under nonce misuse. Nevertheless, the bound
is not tight as there does not exist any attack below 2" queries. In fact the
design is conjectured to have n-bit security.

1.4.2. Block Ciphers

A block cipher E : IC x {0,1}" — {0,1}" is a function that takes a key k € K
and an n-bit input data x € {0,1}" and produces an n-bit output y such
that for each key k € I, E(k,-) is a permutation over {0,1}". K is called
the key space of the block cipher and {0,1}" is its input-output space. In
shorthand notation, we write Ex(x) to represent E(k, x). Let BC(KC, {0,1}")
denotes the set of all n-bit block ciphers with key space K. We say that a
block cipher E is an (g, €, t)-secure strong pseudorandom permutation, if for
all distinguishers A that make a total of g4 forward and inverse queries with
run time at most ¢, the following holds:

AdvE(A) = | Pr[K & K : AFK = 1] — Pr[IT <& Perm: AT = 1] | <ee.
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1.4.3. Block cipher-based PRFs
EDM: Encrypted Davis-Meyer. It encrypts the output of Davis-Meyer:

EDMk, k,[e] := ex, (DM, [¢](x))-

EDM is a 2n/3-bit BBB secure PRF. The query complexity of the attack
against EDM is O(2") query complexity. Hence, the security bound is not
tight. Later, Mennink proposed the dual of EDM defined as DMk, [e] (ek, (x)).
This design achieves the same security bound as EDM but the bound is not
tight. It has even been proven to be n-bit secure using mirror theory. The
proof is not verified and the attack complexity is again up to O(2") queries.
DDM: Decrypted Davis Meyer. DDM optimizes EDM in the number of block
cipher instances. In other words DDM replaces the outer ex, by elzll. Formally,

DDMk|e] := ex' (DMg(x)).

The proven security bound of DDM is exactly the same as EDM. However,
this bound is not known to be tight and is accompanied by an attack with
O(2") queries.

EWCDM: All the constructions above can handle fixed length inputs.
EWCDM [56] extends the input domain of EDM to handle multi-block inputs.
It takes a nonce N € N and an input x € M (where M is the set of all
multi-block inputs) to generate a tag T € 7. EWCDMg, , k, e, H] with N
and x as the inputs is defined as

T = ek, (ex,(N) ® N @ Hg, (x)).

Here, H is €j-regular hash, €,-AXU hash and e3-3-way regular hash. For
Poly hash, we have €; = €y = €3 = 2%.

DWCDM: In CRYPTO 2018 [62], Datta et al. proposed DWCDM which op-
timizes EWCDM the number of block cipher instances to one without any
compromise in the security level.

It takes a nonce N € AN and an input x € M (M is the set of all multi-
block inputs) to generate a tag T € 7. DWCDMg, [e,e~!, ] with N and x
is defined as

T =ex'(ex(N) ® N @ Hy, (x)).

Here, the last n/3-bits of N are 0 and H is €;-regular hash, e,-AXU hash

and e3-3-way regular hash. For Poly hash, we have €] = €p = €3 = zin.

1.4.4. Permutation-Based Cryptography

All the PRFs discussed so far are built using block ciphers as their underly-
ing primitive. As block ciphers are designed to be efficient in the forward as
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well as the inverse direction, they are over-engineered as primitives for such
purposes [53]. At the other extreme, cryptographic public permutations
are particularly designed to be fast in the forward direction, but not neces-
sarily in the inverse. Examples of such permutations include Keccak [23],
Gimli [20], SPONGENT [40], etc. In most cases, evaluating an unkeyed pub-
lic permutation is faster than evaluating a keyed block cipher, as the latter
involves evaluating the underlying key scheduling algorithm each time the
block cipher is invoked in the design. + Moreover, we do not need to store
the round keys in permutation-based designs, and designing a permutation
is usually simpler than designing a block cipher. In this regard, we quote
Bertoni et al. [22]:

“ ... the inverse mapping of block ciphers imposes a separation of the processing of
the n + k bits of the input. The key is processed in a key schedule and the data in
the data path, and there can be no diffusion from the data path to the key schedule,
which strongly limits the potential diffusion ... Such a restriction is not present in
the design of cryptographic permutations as they do not make a distinction between
the processing of key and data input as there is no specific key input.”

Numerous public permutation-based inverse-free hash and authenticated
encryption designs were proposed [127, 46, 115, 64, 20, 65, 48, 59] with
the advent of public permutation-based designs and the advantage of their
efficient evaluation in the forward direction. The use of cryptographic
permutations gained momentum during the SHA-3 competition [127]. The
selection of the permutation-based Keccak sponge function as the SHA-3
standard further gave the community a high level of confidence in this
primitive. Permutation-based sponge constructions have presently become a
successful and full-fledged alternative to the block cipher-based modes. In
fact, in the first round of the ongoing NIST lightweight competition [119], 24
out of 57 submissions are based on cryptographic permutations. Of these 24,
16 permutation-based proposals have qualified for the second round. These
statistics depict the wide adoption of permutation-based designs [46, 20, 26,
48, 59, 64] in the community.

The necessity of designing PRFs using PRPs as primitives of cryptographic
designs [14] was therefore realized because we usually seek PRF security
from a mode of operation and it is generally easier to design PRPs than
PRFs. Designing a secure non-invertible round function that can be iterated
multiple times to produce a secure PRF is also a big challenge. As collision
probabilities are amplified with each iteration [30, 105], it is hard to correctly
iterate a non-invertible round function multiple times. Although Mennink
and Neves [105] designed a dedicated PRF called FastPRF from scratch, their

4While caching the round keys of the block cipher may seem to eliminate the problem,
this requires more storage space than storing the master key of the block cipher, e.g., storing
the round keys of AES-128 requires ten times more space than storing its master key.
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design is based on grouping the round functions of a PRP. Moreover, there
are plenty of cryptographic modes that do not require the invertibility of its
underlying primitives [101, 35, 88, 133, 46, 26, 64, 61, 62, 56, 100]. As PRFs are
designed to be efficient in both forward and inverse directions, the choice
to use them over PRPs as the underlying primitive for realizing the PRF
security of a mode of operation is a more economical one in such cases. The
fact that the counter mode of encryption generally offers a better security
guarantee when instantiated with a PRF over a PRP (one can distinguish
the PRP-based counter mode from the random encryption with 2""/2 queries,
where 7 is the block size of the PRP, while the PRF-based the counter mode
behaves identically with the random encryption scheme modulo the PRF
advantage of the keyed function) is substantial evidence of our argument.

Due to the classical PRF-PRP switching lemma [49, 12, 17], a PRP Ej
can be replaced with a PRF F; until the number of invocations to the
primitive exceeds 2"/2, where 7 is the block size of the permutation. Such
a solution is adequate when the block size of the permutation is large
(e.g. AES 128). This may however, not be a good solution when the block
size is small (e.g. 64 bits). This is particularly relevant when instantiating
cryptographic schemes using lightweight block ciphers like PRESENT [38],
GIFT [7], etc., whose block size is typically 64 bits. Consequently, using them
as PRFs in cryptographic designs can ensure only 32 bits of security, which
is not practical in terms of the present computational power. As a remedy,
exploration of cryptographic designs that retain security even after invoking
the primitive more than 2"/2 times ensued. Such designs are popularly
known as beyond the birthday bound (BBB) secure designs. Wherefore, Hall
et al. [84] proposed a BBB secure PRF called Truncation that takes an n-bit
block cipher Ej; and truncates the result to a bits. This construction was later
proven secure up to on—a/2 queries [10, 77]. Bellare et al. [14] proposed the
Sum of Permutations (SoP) construction that returns the XOR of the outputs
of two n-bit independent permutations:

SoP™72 (x) := 111 (x) @ 112(X).

This construction was proven secure up to 22*/3 queries [98], and was
recently shown as secure up to 2" queries [60]. Cogliati and Seurin [56]
proposed another candidate for a beyond the birthday bound secure PRE,
which they call Encrypted Davis Meyer (EDM) and have shown to achieve
2n/3-bit security:

EDM™72(x) == 7rp(711(x) @ x).

Later in [103], Mennink and Neves showed an optimal security of the
construction. In the same paper, they also proposed a dual variant of EDM,
which they called EDMD:

EDMD™72(x) = 1o (71 (x)) @ 711 (X),
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and proved its optimal PRF security. However, both proofs of security are
inherently based on a debated result of Mirror theory for a general {max [71].
Guo et al. [79] proposed SUMPIP, a contender of SoP:

SUMPIP™ (x) := mt(x) @ L (x).

Unlike the single permutation variant of SoP that takes an n — 1-bit input,
SUMPIP is the first single permutation-based PRF that takes an n-bit input
and returns an n-bit output. Authors also show in this paper that the
single permutation variants of EDM and EDMD achieve 2n/3-bit security.
Concurrently, Cogliati and Seurin [55] too showed 21 /3-bit security for the
single-keyed EDM construction. Very recently, Gunsing and Mennink [78]
proposed a new approach to designing a block cipher-based PREF, called
the Summation-Truncation Hybrid (STH) technique. STH takes an (n —1)-
bit input x, truncates the leftmost a bits of E(x||0), E(x||1), and sums the
discarded n — a bits of E(x||0) and E(x||1) to produce an (n + a)-bit output.
They showed 2"~%/2 bits of security for the construction, where n — a is the
number of discarded bits.

1.4.5. Public Permutation-Based Pseudorandom Functions

Let F: K x X — ) be a keyed function with K, X and ) respectively the
key space, input space and output space. We assume that F makes internal
calls to the public random permutations P = {m,...,m;} for d > 1, where
all of the d permutations are independent and uniformly sampled from

Perm(n) for some n € IN. We write P~1 = {7‘(1_1,...,71’d_1} to denote the

d-tuple of inverse permutations. For simplicity, FE denotes F with uniform
k and uniform P.

A distinguisher D is given access to either the oracle F,F in the real world
or a random function RF that maps elements from X’ to ) in the ideal world.
Apart from querying to either of these two oracles, D can also make queries

to the permutations P and P~! in both of these worlds. Queries of the former

type, where the distinguisher is interacting with either F,F or RF, are called

construction queries, and queries of the latter type are called primitive queries.
A primitive query to a permutation is called a forward primitive query and
to the inverse of a permutation is called an inverse primitive query. The prf
advantage of D against F in the public permutation model is defined as
follows:

Adv,r:)rf(D) =

P%m$3P5iq—P%mwa5éqw

Here, D© = 1 represents the distinguisher D being given access to the oracle
O, with which it interacts and then outputs 1. This probability is over the
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randomness of k < K, 7y, .. ., T4 & Perm(n) and that of the distinguisher
(if any). We say that D is a (g, p, t)-distinguisher if D makes a total of g
construction queries and p primitive queries, and runs in at most ¢ steps.

Adv};rf(q, p,t) = max AdvErf(D),

where the maximum is taken over all (g, p, t)-distinguishers D. This text
skips the time parameter of the distinguisher as the assumption throughout
shall be that the distinguisher is computationally unbounded, and hence
deterministic.

1.4.6. Some More Examples of Permutation-based PRFs

SoEM: Sum of Even-Mansour. It is a permutation based PRF that uses two
instances of EM to simply add them up to output the sum. Precisely,

SOEMKLK2 [71'1, 7'[2] (x) = EMK1 [7'[1] (X) @ EMK2 [7'[2] (x)
SOEM has three instances denoted by

* SoEM1 with 713 = 1 and Kj, K; are independent,
* SoEM21 with 71y, 717 are independent with K; = K3 and
* SoEM22 with 71, 71; are independent and Ky, K; are independent.

Security of SOEM: Both SoEM1 and SoEM21 achieves the birthday bound
security and associated with matching birthday attacks in query complexity.
SoEM22 achieves BBB security of 2n/3-bits with a matching attack in query
complexity. Below, we will briefly discuss about the birthday bound attack
on SoEM with a single random permutation (i.e, SOEM1). Note that, we use
O(f(n)) to denote ¢ - f(n) computations, where ¢ is a small constant. From
now on, we use this notation throughout the chapter when needed.

Attack Idea: The attack exploits the parallel structure of SoEM as well the
usage of the same permutation in both the branches. In other words, if
the inputs to the two branches swap then the final outputs will collide.
Such a structure of inputs (M, M’) can be obtained using O(2""/2) queries by
adjusting the left and the right half of the inputs. The condition on the choice
of (M,M') is M & M’ = Ky & Kj. This condition can be easily detected as
the output of the messages M and M’ would be same (see Fig.1.1).

SoKAC: These are mainly Even-Mansour followed by Davis-Meyer type of
constructions. More precisely,

SOKAClKlle[ﬂl](x) = DMK1 [e](EMK11K2[7T1](x))
SoKAC21(x) := DMg[e'] (EMk[m1](x))
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Figure 1.1.: SOEM1 - Swapping x and x'.

where ex(x) = 11 (x) ® K and ¢} (x) = mp(x) & K.

Proposition 5 in [53] claims that the same birthday bound attack as on
SoEM1 can be applied to SoKAC1. Also, Proposition 6 of the same paper
claims that the same beyond birthday bound attack as on SoEM21 can be
applied to SoKAC21. We observe that the attacks possibly do not work
with the claimed complexities. The main reason is the serial structure of
SoKAC, wherein a fresh input to the first permutation 7r; makes the internal
state random. Hence, an extended attack on SoKAC is unknown to us.
Recently, Nandi proposed a birthday bound attack on SoKAC21 in [118],
giving SoKAC21 a birthday bound security; a 2n/3-bit security was claimed
in Theorem 2 of [53]. Additionally, Fig. 1.3 presents an independent attack
against SOKAC1 with O(22"/3) query complexity.

Kq K> Ky
| | |
M— D 7T D 7T ® — C

Figure 1.2.: SOKAC1 - One permutation instance 7 (= 71y = 7p), two key instances
K1 and Kz.

Analysis of the attack: Observe that for the values g = p; = py = 2 - 2%"/3,

the set Extg has size O(1) with high probability, for each value K € K.
Furthermore, if K* denotes the true key of the construction, then Pr[K* €
K] = Pr[|Extg+| > 2] > 1, and thus, the expected size, E [|K|], of the guess-
key set K is O(1).

22



1. Introduction

5.221/3_QuERY ATTACK ON SOKAC1
1:  Make queries Mj, ..., M, < {0,1}" to the authentication oracle O

with g = 2 - 22/3 <say M; = (i)9/3]|0"2 for i < 221/3,

M; = (i — 223 + 1)5,3]11]|0"3 for 22"/3 < i < 2. 22”/3).
2:  Make 1y, ..., i, with py =2- 221/3 forward queries to the primitive 7z

(say iy = 0"/3|(a) /3 for a < 22"/3,

iy = 0"371|1]|{a — 22"/3 + 1), 5 for 22"/ < a < 2. 22”/3>,-

receive responses 9, = 7t(il,),a € [p1].
3: Make§y,...,7p, P {0,1}" with p, =2- 22"/3 backward primitive
‘WwWor

queries to the primitive 71; receive responses X, b € [p2].
4: SetExtx :={(i,a,b) € [q] x [p1] % [p2] :
(M; @ il, = K1) A (Ci @ % @ §p = K1)} and set K = ¢.
5: Forall K € K with |Extg| > 2, check whether :
For all pairs of tuples (i,a,b) # (i',a’,b) in Extg,
if (0, ® X% ® 0y @ Xy = 0), then add K to K.

Figure 1.3.: Interaction of the adversary with (O, 7r), where O is either the random
oracle or the real construction oracle SOKAC1¥ and the primitive 7.

1.5. The Coeffients-H Technique

SysTEM AND DisTiINGUISHER. Consider a computationally unbounded dis-
tinguisher A (hence assumed deterministic) that interacts with either of the
possibly randomized stateful systems S;e or S;q, after which it returns a
single bit 0 or 1. For any such system S;. or S;4, the interaction between
A and the system defines an ordered sequence of queries and responses,
T = ((X1, Y1), (X2,Y2),...,(Xy,Yy)) called a transcript, where X; is the ith
query of A and Y; is the corresponding response from the system. Let X,
(resp. Xjq) be the random variable that takes a transcript resulting from the
interaction between A and Sye (resp. A and S;q). Then the advantage of A in
distinguishing S, from S;4 is bounded from above by the statistical distance
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between the two random variables X;e and X;q, which is

A(Xre, Xig) =) _max {0, Pr [Xjqg = 7] — Pr[Xpe = 7]}.

1.5.1. Revisiting the Expectation Method

In the following, we briefly state the main result of the Expectation Method and
show that the coefficients-H technique [124] is a special case of the expectation
method. Both these techniques are used for bounding the information
theoretic distinguishing advantage of two random systems as defined above.
EXPECTATION METHOD. The expectation method was introduced by Hoang
and Tessaro to derive a tight multi-user security bound of the key-alternating
cipher [85]. Subsequently, this technique has been used for proving the multi-
user security of the double encryption method in [86] and recently by Bose
et al. to bound the multi-user security of AES-GCM-SIV [42]. This method
is a generalization of coefficients-H technique. Let ¢ : © — [0, o) be a non-
negative function which maps any attainable transcript to a non-negative
real value. Suppose there is a set of good transcripts such that for any good
transcript T,

Pr [Xre = T]

Pr [Xid = T]
The statistical distance between the two random variables X;. and X4 can
then be bounded as

A(Xre, Xiq) < E[¢(Xiq)] + Pr[Xiq € Opadl, (1.2)

>1—¢(1). (1.1)

where ©O},q is the set of all bad transcripts. In other words, the advantage of
A in distinguishing Sye from S;q is bounded by E[¢(Xiq)] + Pr[Xig € Opad]-
coefficients-H technique can be seen as a simple corollary of the expectation
method when ¢ is taken to be a constant function.

CoErricIENTS-H TECHNIQUE. Consider two oracles Og = ($, L) (the ideal
oracle for the relaxed> game) and O; (real, i.e. our construction in the
same relaxed game). Let 7 denote the set of all possible transcripts an
adversary can obtain (i.e. the set of all attainable transcripts in the ideal
world). We let X, be the random variable that takes values T € 7 when the
adversary interacts with the real world and X;q to be the random variable
that takes values T € 7 when it interacts with the ideal world. Without loss
of generality, we assume that the adversary is deterministic and fixed. Then
the sample space for X and X,q is uniquely determined by the underlying
oracle. As we deal with stateless oracles, these probabilities are independent

>relaxed” denotes that in addition to the query input-output tuples, additional state
values may be supplied to the adversary (after all the queries are made) as a part of the
transcripts
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of the order of query responses in the transcript. Suppose we have a set of
transcripts, Tgooa © 7, which we call good transcripts, and the following
conditions hold:

1. In the game involving the ideal oracle Oy (and the fixed adversary),
the probability of getting a transcript in Tgo0q is at least 1 — €.
2. For any transcript T € Tgood, Pr [Xre = 7] > (1 — €2) - Pr [Xjg = 1]

Then | Pr[D% = 1] — Pr[D9 = 1]| < €; + €. The proof can be found in
(say) [132].

1.5.2. Coefficients-H Technique in the Multi-user Setting

Even in a multi-user setting in the ideal cipher model (see Chapter 6 for a
detailed description), one may consider X, to denote the random variable
that takes a transcript 7 realized in the real world and Xjq to denote the
random variable that takes a transcript 7 realized in the ideal world. The
probability of realizing a transcript T in the ideal (resp. real) world is
called the ideal (resp. real) interpolation probability. A transcript T is said
to be attainable with respect to an adversary A if its ideal interpolation
probability is non-zero, and © shall denote the set of all such attainable
transcripts. Following these notations, we now state the main theorem of
the Coefficients-H technique [124] for the multi-user setting;:

Theorem 1 (Coefficients-H Technique). Let © = GoodT U Bad-Tag be a
partition of the set of attainable transcripts. Suppose there exists €ratio > 0 such
that for any T = (7, 7p) € GoodT,
Pre(T) _ Pr[Xre = 1]
pid(7)  Pr[Xg=1] ~

and there exists €pagq > 0 such that Pr[X;q € Bad-Tag] < €paq. Then

1-— €ratios

AdVIrTPRF(A) < €ratio t €bad- (1'3)
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Abstract

Although Encrypt-then-MAC (EtM) is a popular mode for authenticated
encryption (AE), almost all designs following this paradigm (including
the AE suites for TLS) are unfortunately vulnerable against nonce misuse:
a single repetition of the nonce value reveals the hash key, leading to
a universal forgery attack. There are only two authenticated encryption
schemes following the EtM paradigm that can resist nonce misuse attacks
— the GCM-RUP (CRYPTO-17) and the GCM /2" (INSCRYPT-12). However,
they are secure only up to the birthday bound in the nonce respecting
setting, resulting in a restriction on the data limit for a single key. This
chapter introduces nEHtM, which is a nonce-based variant of EHtM (FSE-10)
constructed using a block cipher, and which has a beyond the birthday
bound (BBB) unforgeable security that gracefully degrades under nonce
misuse. It also combines nEHtM with the CENC (FSE-06) mode of encryption
using the EtM paradigm to realize a nonce-based AE, CWC+. CWC+ is
very close to the CWC AE scheme (FSE-04) (requiring only a few more
XOR operations); not only does it provide BBB security, but also gracefully
degrading security on nonce misuse.

Keywords — graceful degradation of security, faulty nonce, Mirror Theory,
Extended Mirror Theory, Expectation Method, GCM, EHtM, nEHtM, CWC.



2. A Beyond the Birthday Bound Secure MAC in the Faulty Nonce Model

2.1. Introduction

2.1.1. Nonce Misuse Resistance Security

A nonces is a random or pseudorandom string that may be attached to a
Cryptographic protocol. The term stands for “number once” and is com-
monly referred to as a cryptographic nonce. It can be in the form of a
timestamp, a visit counter on a webpage or a special marker intended to
limit or prevent the unauthorized replay or reproduction of a file. Typically,
a nonce is a value that varies with time to verify that specific values are not
reused.

Attacks similar to Joux’s forbidden attack [1] (which demonstrates how GCM
leaks the hash key on execution of an encryption query with a repeated
nonce) can be applied against most popular AEs such as ChaCha20+-Poly1305,
GCM, CWC, CHM, CIP, OGCM1, OGCM2, etc. that follow the EtM paradigm.
GCM-RUP and GCM/2" are two exceptions, as they use variants of the WC
MAC:

¢ GCM-RUP resists this attack as it uses the XEX [126] construction to
define the tag, which is computed for a data D as Ex(Hy, (D) ©® N) ©
Hy, (D). However, the following attack ensures only a nonce-respecting
birthday bound security for XEX.

1. Make 2"/? nonce-respecting queries (D;, N;) and receive tags T;
for each i € [2/?], where 7 is the block size of the underlying
block cipher.

2. A collision amongst the values of Hy, (D;) @ Nj is expected and
can be detected through a collision amongst the values of N ® T.

3. Whenever N; & T; = N; & T; for i # j, the difference between
the hash outputs may be computed as N; © N;, which eventually
leaks the hash key.

Figure 2.1.: Birthday bound attack on XEX

e GCM/2" resists the attack as it uses the Encrypted Wegman-Carter-
Shoup (EWCS) [130] construction to define the tag. The tag of EWCS
for a data D is computed as Ey, (Ex, (N) @ Hy, (D)). However, a nonce-
respecting adversary can make 2"/ queries with the same message
and observe no collision in the tag, thus reducing the PRF security to
the birthday bound.

Challenges in maintaining the uniqueness of the nonce may arise on
implementations in a stateless device or in cases where the nonce is chosen
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randomly from a small set. Faults in implementation of the cipher, accidental
nonce-resets, etc. may also cause repetition of the nonce. In fact, the internet-
wide scan by Bock et al. [36] finding 184 devices that used a duplicate nonce
makes a convincing case for security against nonce misuse in MAC and AE
constructions.

2.1.2. Beyond the Birthday Bound Security with Graceful
Degradation on Nonce Misuse

GCM-RUP possesses a forging advantage bounded by /g2, /2" in the nonce-
respecting model (where a message and its associated data can consist of
at most ¢ data blocks and an adversary can make at most g, encryption
queries). This only allows the AES-based GCM-RUP (say) to process no more
than g,, < 232 queries of size at most ¢ = 23 blocks with a maximum
advantage of 2732, a tolerance level much smaller than BBB security.

Achieving BBB security primarily equips a construction with a larger data
limit for a single key. Furthermore, the PRF security of a MAC contributes
to the privacy of the EtM encryption. Encrypted Wegman-Carter with Davies-
Meyer [56] (or EWCDM) and Decrypted Wegman-Carter with Davies-Meyer [62]
(or DWCDM) are two constructions that were proposed with an objective of
achieving security beyond the birthday bound in a nonce respecting setting.
However, these constructions only provided a birthday bound security with
even a single misuse of the nonce. There are other known constructions such
as Dual Encrypted Wegman-Carter with Davies-Meyer (or ENCDMD) [103, 117],
Encrypted Wegman-Carter-Shoup [56] (or EWCS) and single hash-key variants
of CLRW2 [94] possessing beyond the birthday bound nonce-respecting
security but these too immediately degrade to a birthday bound PRF security
whenever the nonce is not respected.

GOAL OF THE CHAPTER. The main goal of this chapter is to find an efficient
MAC which is BBB secure both as a PRF and a MAC. It must provide graceful
degradation of security in the nonce-misuse setting. Deterministic MACs (not
requiring any nonce) that provide BBB security and mainly follow a double-
block hash-then-sum approach [61, 63] and thus require the computation of
two blocks of algebraic hashes (or one pass of block cipher or tweakable block
cipher executions) notwithstanding, a single-block hash (which is certainly
faster than two blocks of hash and requires a smaller hash key) is undeniably
a better option. This motivates the chapter to focus on constructing a single-
block algebraic hash-based design (e.g., a single call of the polynomial
hash [108]).

GRACEFUL DEGRADATION OF SECURITY ON NONCE Misusk. The most popular
metric to measure nonce misuse is the maximum number of multicollisions
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in nonce values amongst all queries [125]. To the best of our knowledge,
none of the existing block cipher-based nonce-based MACs adhere to this
notion with BBB security guarantee. We have also explored many other
variants of MAC constructions using at most two block cipher calls and a
single hash function call. Unfortunately, we found that none of them give
beyond the birthday bound security in terms of multicollision nonce misuse,
even with multicollisions of size 2.

This chapter instead considers another natural definition of nonce misuse,
called the number of faulty nonces. An authentication query is said to
be a faulty query if there exists a previous MAC query such that their
corresponding nonces match. The nonce in a faulty query is called a faulty
nonce. The notion of a faulty nonce is weaker than multicollision. When a
counter is implemented in an aperiodic manner (e.g., timely nonce [36] used
in TLS 1.2), a simple reset does not give a large number of faulty nonces;
there are easy countermeasures to prevent a large number of faulty nonce
encryptions.

2.1.3. Our Contribution

Our contribution in this chapter is threefold:

1. MULTICOLLISION ON THE UNIVERSAL HasH. We study the probability of
occurrence of multicollisions in a universal hash function. In particular, we
show the probability of obtaining a (¢ + 1)-multicollision tuple amongst
g inputs to be at most g%¢/¢ (see Sect. 2.4). This is clearly an improved
bound as compared to a straightforward application of the union bound.
We believe this problem can generate an independent interest and can also
be used to get improved bounds for other constructions.

2. BBB SEcurRE MAC witH GRACEFUL SECURITY. [107] analyzes a probabilistic
MAC called EHtM and shows a roughly 37 /4-bit tight MAC security (tight-
ness shown in [68]). This chapter analyzes a construction denoted as nEHtM,
where

1. the random salt is replaced by the nonce and
2. the two independent pseudorandom functions are replaced by a single-
keyed block cipher.

Given a data D and a nonce N, the tag is computed as follows (see
Fig. 2.2(b)):

nEHth,kh(N,D) = Ek(OHN) s> Ek(1||Hkh(D) s> N)

We show that nEHtM is secure roughly up to 22"/3 authentication queries and
2" verification queries in the nonce-respecting setting. Moreover, this security
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D
D H,
N n—1
N
D
Ex Ex Ex Ex
> Qf < - EF -
T T
Figure 2.2.: (a) On the left is the CWC MAC (MAC algorithm used in CWC); (b)
on the right is the domain separation variant of nonce-based Enhanced
Hash-then-Mask.

degrades gracefully on the introduction of faults in the nonce. An extended
distinguishing game shows the unforgeability of this construction. We apply
the expectation method (as it shall later be shown to give a better bound
than the coefficients-H technique) to bound the distinguishing advantage of
two worlds. In the ideal world, once we realize the random tags T;, we need
to sample the hash key so as to determine all inputs of the underlying block
cipher. The equality patterns amongst the nonce values are deterministic
and we bound the number of faulty nonces by a parameter p. However,
the equality patterns amongst other inputs of the form X := Hy, (D) ® N
are probabilistic due to the randomness of the hash key. As there may not
be sufficient entropy in the hash key (which could be n-bit for say, the
polynomial hash), the number of multicollisions amongst the values of X
may not be easy to compute. We tackle this problem using the multicollision
result (as stated in the first contribution) of the underlying hash function.

Limiting multicollisions in the values of both X and N allows us to
apply mirror theory to show a beyond the birthday bound security on the
distinguishing advantage of nEHtM. Note that mirror theory cannot give
a beyond the birthday bound security without restricting the number of
multicollisions.

It must be noted here that nEHtM (like all other candidates) is not secure
beyond the birthday bound under the notion of multicollision nonce misuse
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security and the corresponding attack is discussed in Sect. 2.2.6.

3. ArPLICATION TO A CWC-LIKE AE CONSTRUCTION. We propose CWC+,
which is an instance of the EtM composition based on the CENC type en-
cryption with a maximum width parameter and the nEHtM MAC. Moreover,
we apply an appropriate domain separation to make it a single-keyed con-
struction (even the hash key is generated from the the block cipher). The
construction is a very close variant of CWC as it requires only a few addi-
tional XOR computations and no extra calls to the block cipher. Furthermore,
CWC+ gives both (1) BBB security and (2) graceful security degradation in
the faulty nonce misuse model. In particular, we have the following forging
advantage of CWC+:

3 2
Adyath 1050°¢ 604 n 294 n 2g4¢ n (29¢ +q4)20u n (50£y> ,

CWC+ = "an " m e T Tn 2" 2n

where g, and g, is the number of encryption and decryption queries, p is
the tag size, ¢ is the maximum number of message blocks queried including
the associated data blocks, ¢ is the total number of message blocks queried
and u is the total number of faulty queries. Moreover, the security of CWC+
gracefully drops to the birthday bound when ¢y is about 2"/2. However,
when ¢ < 2"/4 then the security bound of CWC+ caps at roughly 27%/12,
which is strictly greater than the birthday bound. A better bound can be
obtained if we assume some restrictions over all the message lengths.

(3) Another notable feature of CWC+ is that the scheme remains secure
even with short tag lengths. In GCM, if the tag length is only 32 bits, then
an adversary forges the construction with just 1024 verification attempts
by querying with a single message consisting of 222 blocks. However, for
the same tag size, the authenticity advantage of CWC+ is 272! when the
adversary forges the construction with 1024 verification attempts.

2.2. Design and Security of nEHtM and CWC+

This section discusses the design and security results of our proposed nonce-
based message authentication code, which we call nEHtM, and a nonce-based
authenticated encryption scheme called CWC+. We begin our discussion
with a result on EtM composition that combines a standard encryption and
a MAC scheme to achieve authenticated encryption.

2.2.1. Encrypt-then-MAC: Generic Composition Result

Bellare and Namprempre in [15] and Canetti and Krawczyk in [44] explored
ways to combine standard encryption schemes with MACs to achieve au-
thenticated encryption schemes. Their results yield three different types of
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combinations: (a) Encrypt-and-MAC (E&M), (b) MAC-then-Encrypt (MtE)
and (c) Encrypt-then-MAC (EtM). This chapter focuses only on EtM.

Let £ = (€£.KGen,E.Enc,E.Dec) be a nonce-based symmetric key en-
cryption scheme and Z = (Z.KGen,Z.Tag,Z.Ver) be a nonce-based mes-
sage authentication code. The function £.Enc : k, x N x M — C maps
a tuple (k,, N, M) to a ciphertext C and the decryption function £.Dec :
Kex N xC— MU{L} either maps a tuple (k,, N,C) — if legitimate — to
the corresponding message M or otherwise returns the error symbol L. For
the message authentication code Z, the function Z.Tag: K,y x N x D — T
maps a tuple (ky,, N,D) to a tag T, and the verification function Z.Ver :
Kin X N x M x T — {T, L} maps a quadruple (k., N, D, T) to one of the
two symbols T (i.e. accept), L (i.e. reject) according to whether T is a valid
tag for the tuple (k,, N, D) or not, respectively.

Based on these two schemes, we define the EtM authenticated encryption
scheme AE¢ 7 = (AE.KGen, AE.Enc, AE.Dec), where the key-generation algo-
rithm AE.KGen generates a random pair of keys (ke, k) € Ko x K. The
encryption and decryption algorithms are defined as follows:

AE.Enc(k||kn, N, A, M) = C + E.Enc(ke, N, M)
T « Z.Tag(km, N, A||C)
M + E.Dec(k,N,C), if Z=T

AE.Dec(k,||ku, N, A,C,T) = {L 7|
;1 = 4

for Z <— Z.Ver(ky, N, A||C, T). We consider two security notions for the AE
scheme: privacy and authenticity. The privacy advantage of the AE is defined
as follows:

AdeA’rEiV(A) = Pr{(ke, k) 2 (Ke X Ko : AAEENCG i) — 1] — Pr[A$ =1),

where the random oracle $ takes (N, A, M) as input and returns (C, T) &
{0,1}IM+P, We assume that the adversary A is nonce respecting i.e. it does
not make two queries with the same nonce.

We say that the adversary A forges if the oracle AE.Dec returns a bit string
(which is not L) for a query (N, A, C, T) such that for no message M does
the encryption query (N, A, M) to the oracle AE.Enc return (C,T). If an
adversary A interacts with the encryption and decryption oracles of the AE,
then the authenticity advantage of the AE is defined as follows:

AQVREN(A) 1= Pr[(ke k) & (Ko x Kin) : AN EN et AEDCesan) forges],

where we assume that A can repeat nonces in decryption queries and can
also use the nonces used in encryption queries.
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The security of an AE scheme refers to the sum of its privacy and au-
thenticity advantages. The privacy advantage of a nonce-based encryption
scheme & that forms an AE with a MAC 7 is bound by the PRF advan-
tages of £ and Z, while its authenticity advantage is bound by the forging
advantage of Z. The achievement of a beyond the birthday bound secure
nonce-based AE scheme following the EtM paradigm thus requires a nonce
respecting BBB secure nonce-based encryption scheme and a MAC mode
that gives beyond the birthday bound security for PRF-distinguishability
and unforgeability (possibly in the nonce misuse model).

2.2.2. Encryption Modes used in Encrypt-then-MAC-Based
AEs

A symmetric encryption scheme is generally defined through a pseudo-
random number generator (PRNG) that takes a short master key k and an
initial value or nonce N that generates a keystream (Sj, Sy, ...). Then the
ciphertext is generated from the plaintext and the keystream by applying
the one-time padding technique.

The counter mode of encryption (CTR) is a popular symmetric key encryp-

tion scheme, which gives birthday bound security in terms of the number of
blocks and is used as the underlying encryption scheme in AE constructions
such as CWC [93], GCM [101], GCM/2+ [3] and GCM-RUP [4]. On the other
hand Multi-EDM [137] and Multi-EDMD [137], which give an almost n-bit
security, are used as underlying encryption schemes in OGCM1 [137] and
OGMC2 [137] respectively.
CirHER-BASED ENCrYPTION. The cipher-based encryption [88] (CENC) is
parametrized by a fixed non-negative integer w and so can be denoted as
CENCy. The PRNG of CENC,, takes a key k, a nonce ctr and a length [ as
its inputs and gives a sequence of fixed length keystream blocks as output,
where the i keystream block is defined as

Si = Ek(ctr+j(w+1)) Ph Ek(Ctr+j(ZU+1) +Z), ] € |:0,é — 1:| ,i € [1,ZU]

The optimal security of CENCy, is shown in [27]. It is used as the underlying
encryption scheme of the CHM and CIP AEs. An optimally secure nonce-
based encryption mode CENCpax [27], in which w is set to the maximum
number of message blocks, is applied as the underlying encryption scheme
of mGCM [27].

2.2.3. MACs used in Encrypt-then-MAC-Based AEs

WEGMAN-CARTER MAC. The Wegman-Carter (WC) MAC [133] is an early
and popular nonce-based MAC that authenticates a message by masking
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its hash value with a random number generated through a pseudorandom
function applied on a nonce i.e.

WC[F, H](N, M) == Fi(N) ® Hy, (M).

If € is the hash differential probability and g, is the number of verification
attempts, then the WC MAC provides O(eg,) security when nonces are never
reused. However, the construction has no security when the nonce repeats
even once. For some constructions, the hash key is revealed and for others,
a simple forgery is possible. Different instantiations of the pseudorandom
function and hash function give different instances of the WC MAC. The
Wegman-Carter-Shoup (WCS) MAC [130] is a popular instantiation of the
WC MAC in which the pseudorandom function is replaced by a block cipher.
WCS is used as the underlying MAC in GCM, CHM and CIP. EDM and EDMD
are used as instantiations of the PRF in the WC MAC and the resultant MACs
are used as underlying MAC algorithms in OGCM1 and OGCM2, respectively.
CWC MAC [93] (used as the MAC function in the CWC AE construction) is
another variant of the WC MAC, in which the pseudorandom function is
replaced by a block cipher and the hash function is defined as Ey, (Hy, (M)).

ENCRrRYPTED WEGMAN-CARTER-SHOUP. The Encrypted Wegman-Carter-Shoup
(EWCS) MAC [56] was proposed as a remedy to the problem of nonce misuse
security over the WC MAC. The EWCS MAC encrypts the output of the
WCS MAC to generate the tag. This tag is then used as the underlying MAC
of the GCM/2+ construction. EWCS gives a security of around 2"/2 when
nonces do not repeat. An attacker can make approximately on/2 queries
with distinct nonces but the same message and observe no collisions in the
tag.

XOR-ENCRYPT-XOR. XOR-Encrypt-XOR (XEX) was originally proposed as a
mode of designing a tweakable block cipher [126]. Luykx et al. [4] used it as
the underlying MAC in GCM-RUP. For a nonce N and a message M, XEX
works as follows:

XEX[E, H](N, M) := Ex (N @ Hy, (M)) @® Hy, (M).

XEX is secure up to the birthday bound when nonces do not repeat. It is
easy to see that a collision amongst the values of N @ Hy, (M) leads to a
forgery, which can be readily detected by finding collisions in the values of
N&T.

EWCDM [56] and a single-keyed hash variant of CLRW2 [94] are some
possible alternatives of nonce-based MACs that can be potentially applied
as the MAC function of any EtM-based AE mode. EWCDM is proven secure
up to approximately 22"/3 queries when nonces do not repeat [56], and the
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single-keyed hash variant of CLRW?2 is also birthday bound secure in the
nonce respecting setting.

All these constructions have a birthday bound PRF security as an attacker
can make 2"/2 queries with the same message but distinct nonces and
observe no collision in the tag.

2.2.4. Security of nEHtM: A Nonce-Based Version of EHtM

The previous section demonstrates how the MACs used in the existing AE
modes are not secure beyond the birthday bound when nonces repeat just
once, making them unsuitable for use in designing an AE that is resilient
in the faulty nonce model. This section introduces the nonce-based Enhanced
Hash-then-Mask (nEHtM) and gives upto 21 /3-bit unforgeability in the faulty
nonce model. The Enhanced Hash-then-Mask (EHtM) proposed by Mine-
matsu [107] is the first BBB secure PRF-based probabilistic MAC that uses
only an n-bit random salt and an n-bit PRE. nEHtM is structurally similar
to EHtM, except that the random salt is replaced by a nonce and the PRF
by a block cipher. For the purpose of domain separation, we consider an
(n — 1)-bit nonce and an (n — 1)-bit keyed hash function. For any message
M and nonce N, nEHtM is defined as follows:

nEHEMIE, Hig ) (N, M) := Ex(0][N) @ Ex (1] (N @ Hig (M))).

We now state Theorem 2, which bounds the unforgeability of nEHtM in the
faulty nonce model. We also demonstrate a birthday bound forging attack
on nEHtM when the number of faulty nonces reaches an order of 2"/2. The
underlying idea of the attack is to form an alternating cycle of length 4 in
the input of the block cipher; details may be found in Sect. 2.2.6.

Theorem 2. Let M, k and ky, be finite and non-empty sets. Let E : IC x {0,1}" —
{0,1}" be a block cipher and H : Kj, x M — {0,1}"~! be an (n — 1)-bit e-AXU
hash function. Let p be a fixed parameter. Then the forging advantage for any
(U, Gm, o, t)-adversary against nEHtM(E, H] that makes q,, authentication queries
with at most y faulty nonces and q, verification queries in time t is given by

4843,  12q%€
22n 22n

Advlr:/I[EﬁSM[E,H] (1, Gm, Go, t) < AdVErp(%qm +go, ') +

121243, L nt 20 4q3 €
22n omn on

+ (2Qm + qv)]/le + qve,

where the time parameter t' is of the order of t + (qm + o)ty and ty is the time
required for computing the hash function. Assuming € ~ 2~"=V and gq,, < !
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simplifies this bound to

72q> 1222, (4qm + 29)
AdVE S perm ) (1 G o, 1) < zjnm + < ;jm L G - o V)

qm + 44y
+ <—2n ) |

The proof of this theorem is deferred to Sect. 2.5. The forging advantage of
nEHtM for u < 2"/3 and g, < 2%"/3 is thus

13 4
MAC q q
AdV, EfiomPerm H] (Gm, qo, t) < zzn/n;, + Zznz/)s'

Remark 1. EHtM offers 3n/4-bit security [68], whereas its nonce-based variant
offers 2n /3-bit security. This is because while EHtM also involves the random salts
as an additional source of entropy, the number of multicollisions in the underlying
hash function of nEHtM must be bound, for which the only source of randomness is
the hash key.

2.2.5. Security of CWC+: A Beyond the Birthday Bound
Variant of CWC

We have already seen that CENCyay is a highly efficient optimally secure
nonce respecting encryption scheme and that nEHtM is a nonce-based MAC
that is secure beyond the birthday bound in the faulty nonce model. Gluing
them together using the EtM paradigm, we realize CWC+, a beyond the
birthday bound secure AE in the faulty nonce model. The encryption and
decryption functions of CWC+ are shown in Fig. 2.3. The privacy and the
authenticity advantages of CWC+ are stated in the following theorem, the
proof of which is deferred to Sect. 2.6.

Theorem 3. Let E : K x {0,1}" — {0,1}" be a block cipher and Poly :
{0,1}" x {0,1}* — {0,1}"! be the (n — 1)-bit truncated PolyHash function
(which truncates the first bit of the PolyHash output). Let p and u be two fixed
parameters. Then the privacy advantage for any (ge,qg, ¢, 0, t)-nonce respecting
adversary against CWCHE, p] is given by

AdvPY (Ge, qa, 0,0, t) < AdVERY (0 + 24, )

CWCH[E, ]
105030 600 294  2q4¢
B TH N T T

The authenticity advantage for any (i, ge, q4, £, o, t)-adversary against CWC+[E, p]
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is given by

105030 60f  2g4
o T T
240 | (290 +q0)2lp  (5olp)?
2" * 2" * 2n )
We denote q. + q4 by q — the total number of encryption and decryption queries,
and O(t + gty + 0 + 2q) by ¥, where ty denotes the time required for computing

the hash function and y denotes the total number of encryption queries with faulty
nonces.

AQVER (e ) (1, Ger 0, £,0, 1) < AQVEST (0 +2q, ) +

+

CWC+.Ency (N, A, M)

1: L+ Eg(0), N < NJo*/4-1,

2: 1« [|M|/n].

3: S < CENCpax(k, 0[N, 1).

40 C < M first(S, | M]).

5: T « nEHtMIE, Polyg, (g)](N',C||A).

6: T < chop,(T).
7: return (C,T).

CWC+.Deci (N, A,C, T)

11 L=E0), N+ N|o/*+ 1,

20 L+ [|C|/n].

5: T’ + nEHtMIE, Polyg, (o) (N', C||A).
40 if chopp(f’) # T then returnl.
5: S+« CENCpax(k,N',1).

6: M« Cfirst(S, |C]).

7: return M.

Figure 2.3.: Encryption and Decryption functions of CWC+. Polyg, (o) denotes the
PolyHash function with its n-bit hash key set to the encrypted value of
0. first(S, |[M|) denotes the first [M| bits in the sequence S. chop, is a
function that truncates the last n — p bits of its input.

2.2.6. Nonce Misuse Attack on nEHtM

In the following, we discuss a birthday bound forging attack on nEHtM
when the number of faulty queries is roughly 2"/2. The underlying idea
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of the attack is to form an alternating cycle of length 4 in the input of the
block cipher. For this, an adversary A makes two sets of 2"/2 MAC queries
— one with message M and another with message M'(# M) — and finds
four queries such that the sum of their tag becomes zero. A mounts the
attack in two phases: (a) In the first phase, it finds a quadruple that makes
the tag-sum zero. (b) In the second phase, it forges the MAC. The attack is
described algorithmically in part (b) of Fig. 2.4.

FIrRsT PHASE OF THE ATTACK.

1. A makes g* = 2"/2 MAC queries (N;, M), i € [g*] and receives re-
sponses T; «— nEHtM(N;, M) V i € [g*].

2. A makes g* = 2"/2 MAC queries (Ng;;, M), i € [¢*] and receives
responses T« y; <= nEHtM(Ng1;, M) Vi € [q7].

3. A finds two distinct query indices i,j € [¢*] such that T; & T; © Ty ; ®

N M
Hkh
0 17
| |
Ex Ey
;?4
T

Figure 2.4.: (a) On the left is the domain-separated variant of Nonce-based Enhanced
Hash-then-Mask with an n-bit keyed hash function Hy,, and an n-bit block
cipher Ey; (b) On the right is the forging attack on the construction.

Note that the event CoLLT : Ji,j € [¢*] : T O T, @ Tpry; ® Tppyj = 0
can take place either because of (i) the collision of the hash i.e., H (M) &
Hi (M) = N; © Nj or (ii) the random output of the underlying permutation
M. The probability of occurrence of the second case is extremely low (we
call it a false positive) and therefore, when CoLLT takes place, we can assume
with high probability that the hash value collides. As a result, A obtains the
hash difference N; ® N;.
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SECOND PHASE OF THE ATTACK. A chooses two distinct nonces Npg« 11, Nogr12 ¢
{Nl,...,Nq*} such that Npg+11 @ Nog=12 = N; @ N; and makes queries
T 1 < (Noge 11, M), Tageia = (Nogo 11, M), Toges3 4 (Nag 12, M). This
allows A to forge with (Nog«y2, M', Toge 1 @ Toge 12 © Toge13).

As step 3 of the first phase holds with probability (g*)2/2", this attack
holds for g ~ 2"/?*1 and y = 2""/2, when v = 2.

2.3. Mirror Theory

Introduced by Patarin in [120], mirror theory is a technique that provides a
lower bound for the number of solutions to a given system of linear (more
precisely, affine) bivariate equations and non-equations in a finite field (e.g.,
GF(2")). Solving a system of linear or affine equations is a straightforward
and common problem in linear algebra. However, complications arise when
non-equations are involved. A special form of problems involving non-
equations is to find distinct values for all the variables present in the system.
If Y3,...,Y;s are the variables, the system of non-equations Y; & Y; # 0 for all
i # j essentially restricts the solutions to those in which all variables take
distinct values. We call such a solution an injective solution. Patarin did not
consider any other forms of non-equations [120, 123, 121]. Datta et al. [62]
considered other forms and termed the results extended mirror theory — the
authors provided a lower bound on the number of injective solutions when
the maximum component size wmax (@ parameter that shall be defined soon)
is three or less. This chapter extends their analysis for an arbitrary wmax.

INJECTIVE SOLUTION OF EqQuaTtions. Let G = (V :={Yy,...,Y,},S) be a
simple acyclic graph with an edge-labelling function £ : S — {0,1}". For an
edge {Y;, Y;} € S, we write L({Y;,Y;}) = A;; (and so Aj; = Aj;). The system
of equations induced by G, denoted &g, is then defined as:

SG = {Yl @Y] = Al]/ {YZ,Y]} < S} (2'1)

Thus, each vertex of G denotes a variable in the system of equations and
each edge of G denotes an equation in £;. We denote the set of components
in G by comp(G) = {Cy,...,Ck}, k being the total number of components.
w; denotes the size of (i.e. the number of vertices in) the component C;,
Wmax denotes the quantity max{wy, ..., wi} (also commonly denoted as ¢
in Patarin’s papers) and o; the sum (w; + - - - + w;), with the convention
oy — 0.

Definition 1. With respect to the system of equations Eg (as defined above),
an injective function ® : V — {0,1}" is said to be an injective solution if
O(Y;) + @(Y;) = Ajj forall {Y;,Y;} € S.
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As the graph G is acyclic, there exists a unique path between any two
vertices Y5 and Y; in the same component, which shall be denoted by Ds;.
Adding all equations induced by the edges of any such path Ps; gives

E(Pst) = Z [,(6)

EGPSt

So, for an injective solution to exist, the graph G (along with the label
function £) must satisfy the following property:

NPL (non-zero path label): For all paths P in graph G, L(P) # 0.

It may be noted here that the NPL condition formalizes the notion of non-
degeneracy mentioned in [120, 104]. The restriction on the graph to be
acyclic implies that the equations are linearly independent (since otherwise,
there is a possibility that the system becomes inconsistent).

Having identified the necessary condition for the existence of an injective
solution to £g corresponding to any simple edge-labeled undirected acyclic
graph G, we now state the following claim due to Patarin [120], which gives
a lower bound on the number of injective solutions to £5: Suppose G has
« vertices and g edges. Then the number of injective solutions to £ is at
least (iz,)c“, provided oy (wmax — 1) < 2"/64. Unfortunately, the proof of this
claim is unverifiable. [62] gives a detailed proof for the following lower

bound on the number of injective solutions: (;Z,)("‘ -(1—¢€), with e = 0 and
ORWE a0y K 221,

INJECTIVE SOLUTION TO A SYSTEM OF EQUATIONS AND NoN-EQuaTions. We
shall now examine an extended system involving a system of non-equations
along with a system of equations. Let G = (V = {Y3,...,Y,},SUS, L)
be a simple undirected edge-labelled graph (£ is a label function), whose
edge set is partitioned into two disjoint sets S and S’. As before, we simply
write L({Y;,Y;}) = A; for all {Y;,Y;} € S and L({Y;,Y;}) = /\gj for all
{Y;,Y;} € S’ Let such a graph G induce a system of equations and non-
equations &g as follows:

Y; ® Y] = )ti]' v {Yi,Yj} €S, (2.2)
Y; b Y] 7é )\:] i {Yi,Y]’} € S/, (2.3)
For a system of equations and non-equations &g, an injective function & :

V — {0,1}" is said to be an injective solution function if ®(Y;) © ®(Y;) = A;;
for all {Y;, Y} € S and ®(Y;) @ (Y;) # Aj; forall {Y;, Yj} € S

Goop Grarns. We shall first investigate the case when & has at least one
solution. To ensure this, the subgraph G~ = (V, S, L|s), where L|s is the
function L restricted over the set S, must
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Yz /\1 + /\2 Y3

Figure 2.5: & = {Y1® Y2 = A, Y1 @ Y3 = A2, Y2 @ Y3 # A1 @ Ay }. The continuous
red edges represent equations and the dashed blue edge represents a
non-equation. Clearly, the system of equations and non-equations is
inconsistent.

(i) be acyclic (i.e. No Cycle or NC)
(ii) satisfy the NPL condition and
(iii) satisfy the NCL (non-zero cycle label) property: For all cycles C in G
such that the edge set of C contains exactly one non-equation edge ¢’ € S,
L(C) # 0 (see Fig.4.1 for an example).

If a graph G satisfies the above three conditions (7)-(iii), it is said to be a good
graph. In [62], authors have proved the following lower bound for wmax = 3.
Let G = (V,SUS, L) be a good graph with |V| = «,|S| = qm, |S'| = go.
Let comp(G™) = {Cy,...,C} with |C;| = w; (< 3) and 0; = (w1 + - - - + w;).
Let Z C {0,1}" such that |[{0,1}" \ Z| = c. The total number of injective
solutions (each solution chosen from the set Z) for the induced system of
equations and non-equations &g is at least:

(2M)4 (1 5k3 qU—I—coc)

Jnk - ﬁ - on—1 (2'4)
Observe that g, 4 ca is the number of non-equations, considering univariate
non-equations arising from the constraint of each solution being from the
set of size 2" — c. Now we state our theorem, which generalizes this result

for any wmax.

Theorem 4. Let G = (V,SUS’, L) be a good graph with « vertices such that
|S| = gm and |S’| = qo. Let comp(G=) = {Cy,...,Cx} and |Ci| = w;, 0; =
(wq+ - - - 4+ w;). Then the total number of injective solutions chosen from a set Z of
size 2" — c, for some ¢ > 0, for the induced system of equations and non-equations

&g is at least:
(2")e (l S 2Age ax))
2MGm 22n omn ¢

(2.5)
i=1

provided oxwmax < 2" /4.
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Idea of the Proof. The proof begins by counting the number of solutions in
each of the k components. Let @;; be the number of edges from S’ connecting

vertices between the i" and j!" components of G~ and w! the number of
edges in &’ incident on v; € V' \ G=(V). It is easy to see that the number
of solutions for the first component is exactly (2" — cw;). We fix a solution
and count the number of solutions for the second component, which is
(2" — wywy — Wy o — cwy) as it must discard (i) wy values (y;,, ... ,yiwl) from
the first component, (ii) wy(wz — 1) values (y;, ® L(F;), .. 1 Yiy, P L(P;)) for
all possible paths P; from a fixed vertex to any other vertex in the second
component and (iii) cw, + @1, values to compensate for the fact that the set
of admissible values Z is no longer a group. In general, the total number of

k i—1
solutions for the ith component is at least [] | 2" — o; qw; — )} W;; — cwi> .
i=1 j=1
Suppose there are k' vertices that do not belong to the set of vertices of
the subgraph G~. Fix such a vertex Y, ;; and let us assume that wé,k 4; blue
dashed edges are incident on it. If y,, ; is a valid solution to the variable
Yy, +i, then (i) y,, +; should be distinct from the previous oy assigned values,
(ii) ¥+ should be distinct from the (i — 1) values assigned to the variables
that do not belong to the set of vertices of the subgraph G=(V) and (iii)
Yo, +i should not take those wl’Tk +; values.
Therefore, the total number of solutions is at least

k K

i—1
H (2” — 0 1W; — Z TIJZ] — Cwi) . H <2I’l — O — 1 + 1-— w:,k+i> . (26)
= '

i=1 i=1

The result follows after a few simple computations. O
Let us first consider the same problem as Thm. 4, but with only a system
of affine equations, and on the entire field {0,1}":

Lemma 1. Let G = (V, S, L) be a simple edge-labelled undirected acyclic graph
that satisfies the NPL condition. Let comp(G) = {Cy,...,C} be the set of compo-
nents of G such that |C;| = w; for eachi =1, ...k, and let the number of edges
in G be q. We denote by 0; = (w1 + ..., w;), the number of vertices in the first i
components of G (and oy = 0). Then the total number of injective solutions for the
induced system of equations Eg, denoted by hy, is at least

k .
(2 [ _ 260?1(@’>
ong 22n ’
i=1

provided o wmax < 2" /4, where wmax = max{wy, ..., wi}.
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Proof. Consider the first component C; of the graph G. Let Y; € V be
an arbitrary vertex of C;. There are 2" choices for assigning values to the
variable Y; . Let the value assigned to Y; be y;,. For any other variable Y;,
of Cy, consider the path P from Y; to Y;, and assign the value y;, © L(P)
to the variable Y;,. Let this value be y;,. Since the acyclic graph ensures
that the path P is unique and £(P) # 0 due to the NPL property, y;, # v,-
Therefore, assigned values to all other variables in C; are different from
Y;,- Furthermore, if P; and Py are the paths from the vertex Y;, to Y; and Yj
respectively and P is the (possibly empty) common prefix of P; and P, then
we can write P; = P||Pj, P, = P||P], so that

yj ®yx = L(P) & L(P) = L(P}) & L(K) = L(P{||Py) # 0,

where the last equality holds due to the NPL condition. That for all edges
{i.,k} € S, yj @ yx = A is also a straightforward verification. Therefore,
Yiy sets the solution uniquely for all the variables in Cy. Let (yiy, ..., ¥i,, )
denote one such possible (hence injective) solution for the variables in the
tirst component. Once such a value is fixed for Y, we consider the second
component.

We proceed with a similar computation for the second component C,. Let
Yiwl .1 € V be a variable in C,. For any valid solution Yig 1 for Yiwl L., We set
Yig 1 O L(P) as a solution to the variable Y; € V, where Y] is an arbitrary
vertex in C; and P is the unique path from Yiy 1 t0 Y] Therefore, Yiw 1
uniquely determines the values of the remaining w, — 1 variables. If Yig 1

is a valid assignment for Yiwl L1, then Yiy, 41 Must be -

- distinct from the values y;,, .. ., Yi,, already assigned to the variables
in C; and
- distinct from any value in {y;, ® L(P)),...,yi, ® L(P})}, for all possi-
ble paths P; from the vertex Yi, ., to any other vertex Y; in Cy.
Thus, at most wyw; values get discarded for assignment to the vertex Yiwl Y
leaving at least (2" — wjw,) choices of values for this vertex, hence also for
injective solutions to all vertices of the second component.

In general, for the i" component, once an injective solution is fixed for the
previous i — 1 components, there are at least (2" — wyw; — - - - — w;_w;) =
(2" — 0;_1w;) ways for an injective solution to exist for the ith component (as
vertices of the first i — 1 components are already assigned values). Hence,
the total number of possible injective solutions for the induced system of
equations is at least

k
hy > H (211 - Oi—lwi) . (2-7)
i=1
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Recall that g and a are respectively the number of edges and vertices in G.
Therefore,

ha > on _ 0 qw;) = i—1Wi
2, = @, LI e =115

, Where (2.8)

Plugging this inequality into Eqn. (2.8) gives

AV
=1

20 "0~V ;w42 (i 2>((21)0}71+(Z§i><wi71)ai_1+<Z;i)

(1 )121+(Z;)( 1)o;_ 1+(“§i>(wi72)1(#71)> )
')

22121 (0 _qwir+ () + (( Do? (i1 1‘*‘(2)%

(1 (<2>v,-2,1+<2><w “1);_ 1+(2>(w12><3w1"”)>

2 <2i>fz”<“’i*2> (5102 4+ sy +( =200
(101-72)(3101'71))
12

v
I~

Y
o

22n ’

1

since 2" (o;-10i+(%) ) = (507 1+ (5) (= D)o+ (%) LG ) <212

when 0} wmax<2" /4

k ,
> (o 260?_1@’)
- 22n 4

i=1

since ( (4021 (%) (1)o7 () 30
<302y () ()2 + () wi-1og 1+ () 2D ) <302 (). O

Lemma 2 computes a bound on the total number of injective solutions
when non-equation edges are incorporated:

Lemma 2. Let G = (V,SU S, L) be a good graph such that V = {Y1,...,Ys},
|S| = qm and |S’| = go. Let comp(G™) = (Cy,...,Cx) be the set of components
of G~ such that |C;| = w; foreachi = 1,...,k and 0; = (w1 + ...+ w;) the
number of vertices in the first i components of G= (0p = 0). For every i # j € [k],
suppose there are w;; edges from S’ connecting vertices of the i" and j" components
of G=. Let |V \ G=(V)| = K and for any vertex v; € V \ G=(V), let w be the
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number of blue dashed edges incident on v;. Then the total number of injective
solutions for the induced system of equations and non-equations Eg, chosen from a
set Z of size 2" — ¢ (c > 0), denoted hy, is at least

k

i—1
1—[ (2” — 0 1W; — Z ZT)I']' — cwi> . H (2” — O — i— w;) . (2.9)
j=1

i=1 i€lk']

Proof. There are clearly (2" — cw;) ways to assign values to any one of the
vertices of the first component C; of G~, thus uniquely determining the
values for the rest of the variables in C;. Thus, there are (2" — cw;) ways for
an injective solution to exist for the first component. Once such a solution is
tixed for the first component, we consider the second component.

For any arbitrary vertex Y;, , € V in the second component C; of G~
a valid solution y;, ., should not take the wyw; values constrained by the
vertices of the first component. Additionally, as there are @, blue dashed
edges connecting the components C; and C, there are @, paths from the
vertex Y, ,, to the vertices of the component C;. The size of the domain
set Z restricts another cw, values to the assignment of i 11" Thus, at most

wywy + W1y + cwy values get discarded for assignment to Yiwl .,»and as a

result there are at least (2" — wyw, — @y, — cwy) valid choices for Y;

wi+1°
Once this value is assigned to Yiy, the remaining variables in the second

+1/
component are assigned uniquely. Thus, there are (2" — wiw, — @1 — cwy)
ways for an injective solution to exist for the second component.

In general, once the injective solution is fixed for the previous i — 1
components, there are at least (2" — 0;_qw; — W — ... — W; ;1 — CW;) ways
for an injective solution to exist for the i" component. Hence, the total
number of possible injective solutions for the induced system of equations
and non-equations is at least

k

i—1
H <2n — 0 1W; — Z ZTJij — CZU,‘) .
j=1

i=1

There may also exist vertices that do not belong to the set G=(V). Let
there be k’ such vertices. Fix such a vertex Yy, +i and assume that wfrk ; blue
dashed edges are incident on Y, ;. If y4, ;; is a valid solution to the variable

Yy, +i, then it must —

- be distinct from the previous oy assigned values,
- be distinct from the (i — 1) values assigned to variables of the set
V\G=(V), and

- not take the wt’fk ; values that violates the non-equality conditions of

the w’__ . blue dashed edges.

ox+i
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Therefore, the number of valid choices for y,, ,; is at least (2" — o — i +
1-— w(’Tk ;). Summarizing the above, the total number of possible injective
solutions for the induced system of equations and non-equations is at least

k K

i—1
11 (”—amwi— zwzj—cwl‘) TIR - —i+1 -,
j=1

i=1 i=1

which proves the result. O

Proof of Theorem 4

Lemma 2 bounds the number of injective solutions to &g to at least

k

11 (2" —0i_qWw; —Wj1 — ... — wi,i—l — cwi) . Hie[k’] (2" —0r—1+1— w;k+i),
i=1
where w; is the size of the i component C;, 0;_1 = (wy + ...+ w;_1), k' is
the number of vertices in G \ G~ (V) and w, ; is the number of blue dashed
edges incident on the vertex Y, ;. Denoting (@;; + ...+ @;;_1) by p; for
notational ease, a similar computation as in Lemma 1 gives

h

M 2Mm k K ,

n n :

2. = @ H(Z SO Cwi)n (2" —it1—wj )

1= 1=

k (2n — O w; — pi — cwi) on(w;—1) K (211 —0r—1+1-— wl[fkﬂ')
(2.10)

i
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Now observe that

(2" — o qw; — p; — cw;) 2"V

:]»

i=1 (2" - O-ifl)wf
- ﬁ iy + () w; >1 1+< >%
o o 21(0;_qw;+("y (w o 1+(“2’i>%)

2" (p;+cw;)
T2 g ()4 (o g+ (1o (5 PR

2)(3w;—1)

k [1 (PRt -—1)@- ) EEE) 2+ cwy)
| 2
i=1

since 2" <(71 Lw; + < )) (< )(71-21+ (Z;) (w; —1)0;_4

n (Z;z) (w 3wl ) < 22" /2 when 0} wmax < 2""/4

> |1- Z 22n 22 Pi + cwi) (2.11)

i=1 i=

v
—

=

because (%)o? ; + (%) (w; — 1)oi_1 + @0% < 307 ,(%). More-
over, as the total number of blue dashed edges across the components of G~
isdenoted by g, = p1+---+prand wi + ...+ wy < a(p1+...+px) =14,
the expression 2.11 is

22n omn omn ’

K |
1_26031(?’) 2,  2ca
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K "o —i+1—w .
and H (2 O 1—&—1' w0k+z>
i (2" —o—i+1)

K (2”—ak—i+1—w' )

. k/ w/ .
Op+1 O+t
= || >|| 1-—
. (2" —op —i+1) = ( (2”—Uk—i+1))

i=1

i 2w’
ox+i
Z 1-— Z on ’
i=1
which follows from the fact that (o +i—1) <2"/2,
2 1/
> (1 — %) since we denote the total number of blue dashed
edges incident on the vertices outside of the set G~ (V)
by (i1 + -+ W ) = o
21m £ 602 (9 2(go + cx)
—1\2 v
Thus, ham > 11— 21: L YT T from Eqn. 2.10,
1=
where g, = g, + q);, the total number of non-equation edges in G. O

2.4. Mutlicollision in a Universal Hash Function

This section explores some results on the number of multicollisions in the
outputs of a universal hash function. Suppose Hg, is an e-universal hash
function with the hash key Kj, chosen uniformly at random from the hash
key space. For any q distinct messages Mj, ..., M,, the probability that
there exists i # j, such that M; and M,; collide under the hash function
Hk, is at most €(]) (by the union bound). We say that (Mj, ..., M) is a
G-multicollision tuple for Hg, if Hg, (M) = Hg, (M) = - - - = Hg, (Mg¢). Then
extending the 2-collision bound for multicollisions, the probability that a
g-tuple (M, ..., Mg) is a {-multicollision tuple for a ¢-wise independent
hash function [133] Hg, is 1/ 2n(6-1), Clearly, this cannot be concluded
for a universal hash function. In fact, one can easily construct a ¢-tuple
of messages such that the multicollision probability under the PolyHash
function is ¢/2".

In the following, is a better bound on the existence of a multicollision
tuple for any collection of g messages; the proof can be found in 2.4.

Theorem 5 (Multicollision Theorem). Let Xy, ..., X, be q distinct messages
and Hg, an e-universal hash function. Then for { € IN, the probability that a
(& + 1)-multicollision tuple exists in this set of messages is no more than q*e/2¢.
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Proof. Consider the graph G = (V,S) with vertex set V containing each
of the g messages Z; := Hg, (X;), i € [q]. Let X denote a ( + 1)-tuple
(X1,...,Xg11) € VETL An edge between two nodes exists in S if and only
if the hash values of the corresponding messages collide. Therefore, the
event Hy, (X1) = ... = Hg, (X¢11) boils down to the existence of a clique of
size ¢ + 1 in G. Due to Lemma 3, if G has {%-‘ edges, then any collection of

¢ 41 (out of the total g) vertices in V must contain at least one pair which is
in S. Also, for s = g%/¢, there must exist a multiset {vy,...,vs} C [g] (with

V2i-1 # V2, V2i-1 = 02j—1 = U2 # vpj and vy; = vyj = U1 # U2j—1
foralli,j € [s/2]) such that

21:Z2:...:Z§+1:>
Z’Ul — ZUZ \/Z’UB — ZU4 \/.‘.\/szfl — sz al'ld |{Ul,...,vs}| Z C, (2.12)

hence bounding the required probability as follows:

mXaXPr |:Kh i {0/1}7’1 : Elil/' o /lé € [q]/HKh(Xil) == HKh(Xllg)i|

3/2 se g’
< Pr[Zo, = Zoy V...V Zy 1 = Zy,|< Y Pr[Zy, = zviﬂ]g? =
i=1
Lemma 3. Let q,¢ € IN. Then for any set V with |V| = q, there exists a graph
G=(V,S) with |S| = H—(z;-‘ such that any collection C of ¢ + 1 vertices has at

least one edge in S joining two vertices in C.

Proof. Divide the g vertices into ¢ subcollections of size {%W each, the last

subcollection possibly containing a lesser number of vertices. Suppose S
contains all the edges required to form cliques C; (i € [¢]). As there are at

q
most ¢ - (@) edges in all the ¢ cliques,

Hence, § must contain more edges, distinct from those involved in the ¢
cliques, which must exist between at least one pair of vertices in different
cliques C; and C; (i # j). Since there are ¢ 4 1 vertices in C and a total
of ¢ cliques C; formed so far, it can thus be inferred from the pigeonhole
principle that at least one clique C; contains more than one edge from S,
making clear the existence of an edge from S in C. O
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2.5. Proof of Theorem 2

In this section, we prove Theorem 2. We shall also refer to the construction
nEHtMIE, H| as simply nEHtM when the underlying primitives are under-
stood.

The first step of the proof is the standard switch from the computational
setting to an information theoretic one by replacing the block cipher Ej
with an 7-bit uniform random permutation 1 at a cost of Advg (g, + qo, '),
where t' = O(t + (g + qo)ty) and ty is the time required for computing
the hash function. Let us denote this modified construction as nEHtM*[I, H].
Hence,

AdVr':AEAI‘-lctM(qrnrqu t) < AdVErp(qm + go, t ) + AanEHtM*(qmrqv/ ). (2.13)

To get an upper bound for AdvM4yS, 1 (4m, G0, t), We consider a perfect
random oracle Rand, which on input (N, M) returns T, sampled uniformly
at random from {0,1}", and an oracle Rej which always returns L (i.e.,
rejects) for all inputs (N, M, T). Now, due to [56, 68, 62] we have

AQVAC (s o, 1) < maxPr[DTCMo VAN — ] — pripRendfe — 1),
where the maximum is taken over all non-trivial distinguishers D. This
formulation allows us to apply the expectation method [85, 42] to prove that

4845 12qne 1224 qu+240  Ae
: 9 q Pom | Gm+290 | 44
Adviiin (qm G0, t) < " + o+ gt T

+ (29m + qo) pe + qoe.  (2.14)

AtTtack TRANScRIPT. Henceforth, we fix a deterministic non-trivial (i.e., one
that makes no repeated queries) distinguisher D that interacts with

1. either the real oracle (TG[M, Hy,], VF[M,Hy,]) for a uniform random
permutation 1 and a random hashing key k;,,
2. or the ideal oracle (Rand, Rej),

making at most g;;, queries to its left (authentication) oracle with at most u
faulty nonces, and at most g, queries to its right (verification) oracle, and
returning a single bit. Then,

Adv(D) = ’Pr [DTG[”fHkh]'VF[”'Hkh] - 1} _Pr [DRandrReJ - 1} ‘ .

Let 7, == {(N1, My, T1), (N2, Mp, T), . .., (Ng,., Mg, Tg,.) }

be the list of authentication queries made by D and the corresponding
responses it receives. Also let

Ty = {(N}, M3, T, 1), (Np, M, Ty, b3), ..., (Np , My, Ty by )}
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be the list of verification queries made by D and the corresponding responses
it receives, where for all j, b; € {T, L} denotes the set of accept (b]’ =T)
and reject (b; = L) responses. The pair T = (T, Tv) constitutes the query
transcript of the attack. For convenience, we slightly modify the experiment
to reveal to the distinguisher (after obtaining all responses corresponding
to its queries, but before outputting its decision), the hashing key k;, if
D interacts with the real world, or a uniformly random dummy key kj
if D interacts with the ideal world. Hence, the extended transcript of the
attack is 7" = (7, k). We shall often simply call a tuple (N, M, T) € T, an
authentication query, and a tuple (N', M', T', V") € 1, a verification query.

A transcript T’ is said to be an attainable transcript (with respect to D) if
the probability of realizing it in the ideal world is non-zero. It must be noted
that since attainability is with respect to the ideal world, any verification
query (N/, M/, T}, b}) even in an attainable transcript 7/ = (7,k},) is such that
bf = 1. We denote O to be the set of all attainable transcripts and X;. and
Xiq to be the random variables that take an extended transcript v’ induced
by the real world and the ideal world respectively.

2.5.1. Definition and Probability of Bad Transcripts

In this section, we define and bound the probability of bad transcripts in the
ideal world. For notational simplicity, we denote N; © Hy, (M;) as X;. Note
that X; is an (n — 1)-bit string.

Definition 2 (Bad Transcript). Given a parameter ¢ € IN, where & > u (optimal
value of & determined later in the proof), an attainable transcript T = (T, T, ky,)
is called a bad transcript if any one of the following holds:

B1: 3 € [gu] such that T;, = 0.

B2 : Jiy # iy # i3 such that Nil = Nj, and X, = Xi3.

B3: {il, .o .,i§+1} - [qm] such that Xi1 = Xi2 =...= Xi§+1'

B4 3a € gy, 3i € [qm] such that N; = N}, X; = X}, and T; = T,,.

We denote by Op,q (resp. Ogooq) the set of bad (resp. good) transcripts.
We bound the probability of bad transcripts in the ideal world as follows.

Lemma 4. Let X;q and ®y,q be defined as above. Then

2
€
Pr[Xig € Opad] < €paa = Z—'Z + ‘72% + (29m + qo) pe + goe.
Proof. By the union bound,
Pr[Xig € ®Opaq] < Pr[B1] 4 Pr[B2] 4 Pr[B3| + Pr[B4]. (2.15)
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We now bound the probabilities of all bad events individually. The lemma
will follow by adding the individual bounds. Clearly,

Pr[B1] < Z—’: (2.16)
BounbpING B2. Let F be the set of all query indices i; for which there is a
ip # i1 such that N;, = Nj,. It is easy to see that | 7| < 2u. Event B2 occurs if
for some iy € F, Hy, (M;,) = Nj, @ Hy, (M;,) for some i3 # i,. For any such
tixed 11,1y, 13, the probability of the event is at most €. The number of such
choices of (ip, i3) is at most 2pq,,. Hence,

Pr[B2] < 2ugue. (2.17)

Bounbping B3. Event B3 occurs if there exist ¢ 4+ 1 distinct authentication
query indices {i1,...,iz41} C [gm] such that X; = ... = X, . This event
is thus a (¢ 4 1)-multicollision on the e-universal hash function mapping
(N, M) to Hy, (M) © N (as Hy, is an e-almost xor universal). Therefore by
Theorem 5,

Pr[B3] < ¢%€/2¢. (2.18)

BouNDING B4. For some a € [g,] and i € [gy], if N; = N, X; = X), and
T; = T}, then M; # M), (as the adversary does not make any trivial query).
Hence the probability that X; = X/ holds is at most €. Now, for any a, there
can be at most (4 + 1) indices i such that N; = N,. Hence, the required
probability is bounded as

Pr[B4] < (u+1)g0€. (2.19)

The proof follows from Eqn.s (2.15)-(2.19). O

2.5.2. Analysis of Good Transcripts

In this section, we show that for a good transcript 7" = (7,k},), realizing
7’ is almost as likely in the real world as in the ideal world. Consider a
good transcript T/ = (T, Tw, ky, ). Since the authentication oracle is perfectly
random and the verification oracle always rejects in the ideal world,

1 1
K| 27m

Pr[Xq = 1] = (2.20)

We must now lower bound Pr[X;e = 7'], i.e. the probability of getting
7' in the real world. We say that a permutation M is compatible with T,
(respectively with 1) if (A) (respectively (B)) holds:

(A) Vi € [qu], N(N) @ N(X;) = Ty, (B) Va € [q], N(N'0) @ N(X'a) # T,
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where N; = 0||N;, X; = 1||X;, N’y = 0N/ and X, = 1||X’. We simply say
that 1 is compatible with 7 if it is compatible with both 7, and 7,. We
denote by Comp(T) the set of permutations I that are compatible with .
Therefore,

Pr[Xiq = 7] = ﬁ - Pr[M & Perm:Ne Comp(1)]
_1 J U - —_
= ] .Fr[n(Ni) eN(X;) =T, N(N',) ®&N(X',) # Tb;l' (2.21)

N~
va

We refer to the system of equations as “authentication equations” as they
involve only the authentication queries and to the system of non-equations
as “verification non-equations” as they involve only the verification queries.
We denote the system of authentication equations by &, and the system of
verification non-equations by &;:

NN eNX) =T ”(El)@”(gl) # T
£ NN) &N(X2) =T £ _ NNy & N(Xy) # Ty

Vdots Vdots

N(Ny,) ©N(Xy,) =Ty, N(N',) @& N(X'y,) # T,

EqQuaTtioN AND NON-EQUATION INDUCING GRAPH. From the above system of
bivariate affine equations and non-equations, we induce the edge-labelled
undirected graph Gy = (V,S U S’), where the set of nodes V is the set of
variables {Y3,...,Y,}, S is the set of edges corresponding to each authenti-
cation equation and S’ is the set of edges corresponding to each verification
non-equation. Moreover, if there is an authentication equation Y; ® Y; = T;,
then the corresponding edge {Y;,Y:} € S is labelled T;. Similarly, if there
is a verification non-equation Ys; @ Y; # T;, then the corresponding edge
{Y;s, 3} € S’ is labelled T;. Moreover, G = (V, S) is a subgraph of G.
Claim: If the transcript T’ is good, then the induced graph G is good.

Proof of the Claim: To prove that G,/ is good, we need to show that

1. G; is acyclic,
2. Gp satisfies the NPL condition, and
3. Gy satisfies the NCL condition.

For this, we inherit the notations introduced while analyzing the probability
of good transcripts in the proof of Theorem 2: N; denotes 0||N;, X; denotes
1||X;, N'; denotes O||N; and X', denotes 1| X} where X; = N; ® Hy, (M;).
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G is acylic. For the sake of contradiction, let us assume there is a cycle C
in the graph GZ. If |C| = 2, then there must exist two authentication
equations

N(N,) @ N(X;,) =T, N(N,) ®@N(X,) =T,
in &, with N; = N;, and X;, = X;,. But this event is exactly the bad
event (B2) in Definition 2. As the transcript 7’ is good, this event
cannot hold and therefore, there cannot be any cycle of length 2 in GZ.
A careful observation reveals that there cannot be any cycle of length 3
in the graph. Moreover, if there is any cycle of length at least 4 in G,
there must exist three authentication equations

17

NNi) @ N(X;,) =T, NN, ©@N(XG,) =Ty, NNg,) ©N(X3) = T
in &, with N;; = N;, and X;, = X;,. But this event is again the bad
event (B2) in Definition 2. As the transcript 7’ is good, this event
cannot occur and therefore, there cannot be any cycle in G with
length at least 4. This shows that G7 is acyclic.

Gy satisfies NPL. Each edge-label in the graph is non-zero as 7’ is good.
Consider any path P of length 2 in G;. Let the edge-labels of the
edges in the path be T; and T;,. This implies that there must be two
authentication equations

M(Nj,) & N(X;,) = T;; and N(N,) & N(X;,) =T,
in &, with N;; = N;, or X;; = X;,. If T, = T,,, then this would
create a cycle of length 2 in G, which is impossible as G7 is acyclic.
Therefore, there cannot be any path of length 2 in G such that the
path-label becomes zero. Moreover, one cannot have any path of length
at least 3 in G as otherwise, the bad condition (B2) would be satisfied.
Therefore, G satisfies Non-zero path label condition.

Gp satisfies NCL. Consider first a cycle of length 2, where one edge is a
blue dotted edge. Then there must be one authentication equation and
one verification non-equation

NN)enNX) =T, NN)on(X,) #T,

respectively, such that N; = N/, X; = X/, and T; = T,. However, this
implies that the event satisfies the bad condition (B4) in Definition 2.
As the transcript 7’ is good, this event cannot occur and therefore, there
cannot be any cycle of length 2 with one blue dotted edge. Moreover
as argued before, there cannot be any cycle of length 3 with exactly
one non-equation edge. Now, for the existence of a cycle with length
at least 4 that contains exactly one non-equation edge, there must
exist a path with minimum length 3 in G_;. This is clearly impossible,
ensuring that G,/ satisfies the Non-zero cycle label condition. O
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Suppose there are k components in the subgraph G and the size of the
jth component is W;. Thus, W; is a random variable, and so is Wax, which
denotes the size of the largest component. It is easy to see that Wyax < . As
the graph G is good (follows from the claim above), we assume ¢ < 2" /84,
which allows us to apply Theorem 4 with ¢ = 0 to obtain

1 K 6‘7‘2—1(V;1i) 2qy
Pmo 2> S (1 - 21 IZT BETHE (2.22)
1=
Therefore, Eqn.s (2.20)-(2.22) imply that the ratio % is no less than
koeo? () 2 k 2402 (%
—1\2 o qm( 2 ) 24y
(1 — ; 122n e 1— 1; —m T o | (2.23)

2403, 'y
22n

since 0;_1 < 2¢y,. Define ¢(7') = 2 ) 4 2%. We now compute the

expectation of ¢(X;q) as follows:
£ 2405,(5) | 290 20 | 2405 [ (W) |
EKZ 22 +2_n =\t B Z4(2) - (224)
Let W; = W; — 1 and therefore,
k k AN ] (2 [k A
W; W; ) W;
) ) N e
i=1 i=1 | Li=1

due to the fact that (Wl +... Wk) =0, —k < 2q.
Next, consider the following two indicator random variables:

L fuiEx=x, 1N =N,
i 0, otherwise i 0, otherwise.

k /1A
Therefore, E [Z (2@)]

i=1

= Z E[1;;,] + Z E[1;;,] (by linearity of expectation)

i #ip i1 #ip
qm
= Y Pr[Hy, (M) ® Hy, (My,) = Ni, @ N;,] + p?/2 (by definition)
i #ip
< (q; ) € + 1% /2 (by the e-almost xor universal probability
of the underlying hash function)
< Ghe/2+ 1?2 (2.26)
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Therefore from Eqn.s (2.24)-(2.26),

12g% ¢ 12u%g2, 483, 2
E[p(Xia)] s( e T+ Zjnmﬁ). (2.27)

Finally, we have assumed ¢ > yu and ¢ < 2" /8qy,; if p < 2" /8g,,, we also
choose ¢ = 2" /84, (if not, the bound becomes vacuously true). The result
then follows from Eqn. (1.2), Lemma 4 and Eqn. (2.27). O

2.5.3. Security Bound Using the Coefficients-H Technique

We instantiate the underlying hash function of nEHtM by a truncated
n-bit 2¢/2"-axu PolyHash function that truncates the first bit of the out-
put [61], where / is the maximum number of message blocks. Therefore,

k
from Lemma 4, Eqn. (2.23) and the inequality } (Ig’ ) < &qm, we obtain the
i=1

following bound using the coefficients-H technique:

< qm + 24,

20 (20, + g,)20 2g,0 2443
5o < 4 Tl | (29m+30)200 29 G

om om g om om 22n :

(2.28)

We choose the optimal value of ¢ such that the right hand side of Eqn. (2.28)
gets maximized. This happens when g%g = 2‘;@%5. Solving this equality for ¢

1
gives Copt = <%) . Plugging in this value into Eqn. (2.28) then gives

1
G+ 200 | (2qm +q0)200 | 2q,0 A

The above bound holds as long as g < 2%/5/¢1/5 ~ O(23"/%), which is
weaker than the bound O(22"/3) obtained using the expectation method.

2.6. Proof of Theorem 3

Instead of separately proving the privacy and authenticity of the construc-
tion, this section bounds the distinguishing advantage of the following
random systems: (i) the pair of oracles (CWC+.Enc, CWC+.Dec) for a ran-
dom permutation I1, which is called the real system or the real world and
(ii) the pair of oracles (Rand, Rej), which is called the ideal system or the
ideal world. The privacy and authenticity bounds of CWC+ then follow as a
simple corollary of this result. We prove the following information theoretic
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bound of CWC+:

5*<9703€ 5_0— 0_£+ﬁ+%<1+ ¢ )

— 22n + on + omn 22n 20 on—p

2g. +q4)2/¢ 5001\ 2
+( e ZZd) ]/l+( 2;1]“{) , (2.29)

assuming g.¢ ~ o, o < 2"/48. Here, 6* is the maximum advantage of
distinguishing the real world from the ideal world.

DESCRIPTION OF THE IDEAL WORLD. We begin with the assumption that all
messages queried by an adversary have lengths in multiples of # and that
the i message has I; blocks. Consider a deterministic distinguisher A that
interacts either with the real world or with the ideal world. Rej simply rejects
all the verification attempts of A whereas Rand works on the i encryption

query (N;, M;, A;) as shown in Fig. 2.6.

Rand(Ni, A,‘,Ml')

1: if N; €D, let N, = N.

2 if [; =1y, then S; + ﬁ(N)

38 if [; <ly, then S; + E(N)[l,nll]

4 if [; > Iy, then

50 R&E ({0,135, S; « L(N)||R.
6 . lN = li.

7: else

g: S < ({0,134, L(N) « Siyln, = 1.
9: D <~ DU{N;}.
w: T & {0,1}", T; « chopp(Ti).
11: return (S;T;).
Figure 2.6.: Random oracle for the ideal world. [y denotes the updated number of
keystream blocks for nonce N and £(N) denotes the updated keystream

blocks for nonce N of length /. D denotes the domain of the nonce.
chop, is a function that truncates the last n — p bits of its input.

AttAack TRANSCRIPT. Let D be a fixed non-trivial computationally unbounded
deterministic distinguisher that interacts with either the real world or the
ideal world, making at most g, queries to the left (encryption) oracle with at
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most p faulty nonces, and at most q; queries to its right (decryption) oracle,
returning a single bit.

Let 7, := {(N1, M1, A1,51,Th),...,(Ng,, My,, Ag,, Sg., Tg.) } be the list of en-
cryption queries and 1; := {(Nj, A}, C1, T, Z1), . - (N,;d, A’d, C,’M, Téd, Zg,)}
be the list of decryption queries, where Z; = M; U { L }. Note that the en-
cryption oracle in both worlds releases the keystream as it determines the
ciphertext uniquely. For convenience, we reveal the hash key k; (which is
Ex(0) if D interacts with the real world, and a uniform random element from
{0, 1}" if D interacts with the ideal world), and also the (un-truncated) n-bit
tag T := (Ty,...,Ty,) to the distinguisher after it has made all its queries
and obtained the corresponding responses, but before it outputs its decision.

Thus, the extended transcript of the attack is T = (1, kj, T).

Bap TRANSCRIPTS. Recall that Nj is a 37 /4-bit string. We denote 0|| N;||0"/4~1
by N; and 1||X; by X;, where X; := N;||0"/4 1 Polyy, (M;). We also denote
by S;[j], the j* keystream block for the ih message. With these notations, we
define the bad transcript as follows: a transcript v = (1, 1y, ky, :f) is called
bad if any one of the following holds:

- B.1:3i€ [g.] and j € [I;] such that S;[j] = kh.

- B2:3i€[g.]andj e [I;] such that S;[j] =

- B3:3i€ g and j,j" € [Ii] such that S; []] Si[j']-

- B.4:3i € [gq.] such that T; = 0.

- B.5: diy # ip # i3 such that N = N and )A( X,3

-B6: {i1,...,izr1} C [qe] such that X )A( = X;

parameter ¢ > u.

-B73a€ (g, i€ [g])suchthat Ny = N, X; = X/, and T; = T..
Opag (resp. Ogooq) denotes the set of bad (resp. good) transcripts, and Xre
and Xjq denote random variables that realize an extended transcript 7/ in

the real and the ideal world, respectively. We bound the probability of bad
transcripts in the ideal world as follows.

Lemma 5. Let X;q and @bad be defined as above. Then

gel? | qe , gel | (290 +q0)20p | 294¢
Pr[Xid € Opad) < €pad = 2n =i St on T aon + - + S0

Proof. By the union bound,

izi1 for some

Pr[Xiq € Opaq] < ZPr[B.i]. (2.30)

In the following, we only bound Pr[B.1], Pr[B.2] and Pr[B.3] as the bound
for the remaining events can be found in the proof of Lemma 4. Clearly,

o

Pr[B.1] < .

(2.31)
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BounbpinG B.2. Event B.2 occurs if there exists a zero keystream block in
any query. For a fixed query and block, the probability of this event is
exactly 27", When the i" query is not faulty, then the probability of any
block taking the output 0 is exactly 27", If the i query is faulty, then we
have the following two cases:

- Case (i): When the j block is sampled while executing the i query,
then the probability is 27".

- Case (ii): When the j" block is not sampled while executing the it
query, then there must be some previous encryption query for which
the j block is freshly sampled and hence, the probability is 27".

Summing over all choices of i and j,
o
Pr[B.2] < o (2.32)

Bounbping B3. Event B3 occurs if there is a collision between two different
keystream blocks in an encryption query. For a fixed query and two distinct
fixed blocks, the probability of this event is exactly 2~". When the i" query
is not faulty, then the probability of such a collision is exactly 2~". If the it"
query is faulty, then we have the following two cases:

- Case (i): When either of the blocks is sampled while executing the ith
query, then the probability is 27".

- Case (ii): When none of the two blocks are sampled while executing
the i query, it means that there must be some previous encryption
query for which either of the blocks was freshly sampled, and hence
the probability is 27".

Summing over all choices of i, and j/,

(2.33)

Pr[B.4] + Pr[B.5] + Pr[B.6] + Pr[B.7] can be bound similarly as in Lemma 4.
Therefore, the result follows from Eqn.s (2.30), (2.31), (2.32) and (2.33) and
Lemma 4, with € < 2¢/2" (e being the almost xor universal probability of
the truncated PolyHash). Il

Goob TraNscrIPTs. We now show that for a good transcript " = (7, ky, T),
realizing 7’ is almost as likely in the real world as in the ideal world.

Lemma 6. Let T/ = (1, 74, kp,, T) be a good transcript. Then

PriXe =] _ [ _ i 240%(y) 294 20
Pr[Xiqg =1'] ~ = 2o 20 2n )Y

where o is the number of message blocks queried and p is the size of the tag.
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Proof. Let 7 = (1, 74, ky, :f) be a good transcript. Since in the ideal world,
the encryption oracle is perfectly random and the decryption oracle always
rejects,
1 {41 1
_ 1 —

Pr[Xiqg = 7] = 5 Eﬁ g (2.34)
where r is the number of groups of nonces and I; the updated number of
generated keystream blocks for group t.

We say that a permutation I1 is compatible with 7, if

(A) : Vi € [g],j € [1],(N;) @ N(O|IN; | () = Silj]
S| Vie [g]N(N) e N(X;) =T,

7

and is compatible with 7, if
(B): Va € (94, N(N'a) @ N(X's) # T41B,

where (j) denotes the (n/4 — 1)-bit binary representation of the non-zero
integer j. M is compatible with 7’ if it is compatible with both 7, and 7. Let
Comp(T) denote the set of all permutations that are compatible with 7. Then

pre(T) i=Pr[Xpe = 7] = ﬁ -Pr[n & Perm:Ne Comp(7)]
h
(due to randomness of the hash key Ey(0))
= 27".Pr[(A), (B) holds|. (2.35)

On modelling the system of equations and non-equations into a graph
theoretic setting by translating the system of ¢ 4 g, equations and 2" g,
non-equations into a graph G. As T’ is a good transcript, it is induced by
the good graph G (i.e. it satisfies the NC, NPL and NCL conditions). Thus
by Thm. 4, assuming ¢ < 2"/8c¢ withc =1,0; 1 <oy < 2canda < 0o
gives

204 L 1 2l

r k 2 (W
Pr[(A), (B) holds] > L 1 (1 -y M _ 24 _ 2—0> , (2.36)
1

—_

where k is the number of components of G/, W/ denotes the size of the it
component and o] = Wj +... W/,

The result follows from Eqn.s (2.34), (2.35) and (2.36), and the inequality
ol <ol=(W+...+W)) <20 0

Next, dividing Eqn. (2.36) by Eqn. (2.34) gives

w!
Pr[Xe = 7] k 2402("))  2q4 20
e ) T ) Yt Ea R LR .
Pr[Xid — T’] — = 22n + 20 + on |’ (2 37)
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k 242"
observe that (Z % + 22# + %—‘,f) depends upon the transcript 7/, so
i=1
that we can write it as the function ¢(7’) and calculate the expectation of
¢ (Xiq) as follows:

2 k /
E[p (X)) = (% -k [Z (VZV)] ) S e

i=1

It is easy to see that ("‘271/ )g(VZVf)(zf) (where ¢ is the maximum number of
message blocks and W; is as in the proof of Theorem 2). Therefore,

o[ ()] =2 £ ()] =2 [£ )

Moreover from Eqn. (2.26),

+ 4qe£2. (2.39)

ko /W, qe K -
E [Z ( 2)] < ) Ellip)+ ) E[l,] <q26/2"+p%/2,  (2.40)

i=1 i1 #ip i1 #ip

where the almost xor universal probability of the truncated PolyHash is at
most 2¢/2". Finally, from Eqn.s (2.38), (2.39) and (2.40), we have

2
Elp(X)] < <2ﬁ L2048t <5(7€y) . 96(73€>’ (240

20 on 23n on 22n

where we assume /g, ~ o, the total number of message blocks queried.
Since § > p and ¢ < 2"/80/, assuming pu < 2"/8c/ (otherwise the

bound holds trivially) lets us choose § = 2" /8¢ /. Hence, the bound stated in

Eqn. (2.29) follows from Eqn. (1.2), Lemma 5, Eqn. (2.41), and ¢ < 2"/48. [

The privacy bound of CWC+- is thus derived from Eqn. (2.29) by setting
u = 0 and the bound stated in Eqn. (2.29) is itself the authenticity bound of
CWC+.
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Abstract

Observing the growing popularity of random permutation (RP)-based
designs (e.g, Sponge), Bart Mennink in CRYPTO 2019 has initiated an inter-
esting research in the direction of RP-based pseudorandom functions (PRFs).
Both are claimed to achieve beyond-the-birthday-bound (BBB) security of
2n/3 bits (n being the input block size in bits) but require two instances of
RPs and can handle only one-block inputs. In this work, we extend research
in this direction by providing two new BBB-secure constructions by com-
posing the tweakable Even-Mansour appropriately. Our first construction
requires only one instance of an RP and requires only one key. Our second
construction extends the first to a nonce-based Message Authentication Code
(MAC) using a universal hash to deal with multi-block inputs. We show
that the hash key can be derived from the original key when the underlying
hash is the Poly hash. We provide matching attacks for both constructions to
demonstrate the tightness of the proven security bounds.

Keywords — PDMMAC, Davis-Meyer, PRE, MAC, permutation, beyond
the birthday bound security.



3. On the Composition of Single-Keyed Tweakable Even-Mansour for Achieving
BBB Security

3.1. Introduction

There is significant research on the design of PRFs from PRPs and vice versa.
The most relevant work based on PRP-from-PRF has been the Luby-Rackoff
construction [97]. However, constructions in this direction are not very
popular as PRPs are easier to build than PRFs and several cryptographic
designs desire instantiation with PRFs. In fact, the research community has
found it a better proposition to go the other way around - constructing PRFs
from PRPs, as a PRP can be more easily designed from a PRF than a PRF
from a PRP.

Permutation-Based Designs

With the advent of public permutation-based designs and the efficiencies
of permutations in the forward direction, several inverse-free hash and
authenticated encryption schemes have been proposed. The most prominent
of such designs are the Sponge designs introduced in SHA3 through the
Keccak hash [24], this research direction later being extended by popular
designs like PHOTON [80]. Several AEAD designs like Keyed Sponge [2, 25,
21, 106], SPONGENT [39], ASCON [64], Beetle [46] have later been proposed.
Permutation-based designs generally provide lower security bounds and it
can be highly interesting to design RP-based PRFs with BBB security on the
permutation size. In CRYPTO 2019 [53], Mennink et al. studied permutation-
based PRFs and proposed two BBB secure constructions denoted as SOEM
and SOKAC. However, both designs are not minimal in structure and cannot
handle arbitrary-length data. Both use two independent instances of random
permutations and at least one randomly sampled key. They are deterministic
and do not handle nonce. In this chapter, we explore this direction of re-
search and address the following relevant questions: Can we design minimally
structured PRF? (i.e, with one instance of random permutation) Does there exist a
nonce-based MAC constructed using an RP which is again minimal in structure
and can handle arbitrary-length data? We found the answer to be “yes”, and we
mainly propose two BBB secure deterministic and nonce-based designs us-
ing only one instance of a random permutation and one uniformly sampled
construction key. We list our contributions below.

3.1.1. Motivation

The initial motivation for our construction arises from the fact that there
are no single key, single permutation-based MACs with BBB security. No
similar BBB secure permutation-based (or even nonce-based) MAC con-
struction currently exists other than SoEM22 [53], which is also based on
two permutations. In fact, [53] also provides birthday bound attacks for
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the 2-permutations-1-keyed (711, 712, K) and 1-permutation-2-keyed (7, K3,
K3) constructions, thus leaving no scope for improvement in SoEM. It is
therefore clear that a sequential construction is required for a minimization;
SoKAC [53] is the only existing sequential construction, a birthday bound
attack to which is present in [118].

Two variants of SOKAC, namely SoKAC1 and SoKAC21 seem to have the
following inconsistencies:

1. The authors claim a birthday bound security of SOKAC1 in Proposition
5 of [53], whose proof claims a distinguishing attack that does not
seem to work. Hence, a corrected attack is required for SOKACL.

2. SoKAC21 is claimed to achieve a tight 271 /3-bit security in Proposition 6
of [53], accompanied by an attack with a query complexity of O (22'/3).
This security is proved flawed in [118], which shows a birthday bound
attack on SoKAC21.

The main reason behind the above inconsistencies is the fixing of the input
to the second permutation 7, (or 77) by the output of the first permutation
1 (or 7). Thus, although the final tag is a sum of the outputs of 711, 1 and
a secret key, the fixing of the permutation input prevents construction of a
transcript-inducing graph and subsequent use of Mirror theory.

This implies that the current form of SoOKAC may not be a convincing
construction to build upon. Our construction takes a different direction
from SoKAC, and is inspired by DWCDM [62] - the output of only one
permutation is involved in the tag generation and the sum of permutations
occurs between the two permutation instances, allowing a query fixing the
input and output of the construction (not the permutations) to be clearly
described by an inducing graph, which was not the case in SoOKAC. Thus,
Mirror theory in its present form can be directly applied to our construction.

3.1.2. Our Contributions

We address the problem of designing a generic BBB secure MAC based on a
RP with the minimal structure. The term “minimal” refers to the number of
instances of the internal mathematical components (similar to DWCDM -
Decrypted Wegman-Carter with Davies-Meyer, which minimizes the number
of block cipher instances). Our proposal only uses one key and two calls of
the same permutation (one forward and one inverse). The key is used to
generate three sub-keys that are injected in between the two permutation
calls. Precisely:

* We propose a deterministic MAC denoted by PDMMAC (Permutation-
based Davis-Meyer) using one permutation and one key instance. We
prove its PRF (which also upper bounds the MAC security) security
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Table 3.1.: Comparison of existing PRFs. #Keys and #Primitives denote number of key and
primitive instances.

#Key #Primitive MAC Security Nonce Multi-Block
Construction Instances Instances in n-bits (tightness) Based Inputs
Based on permutations
PDMMAC [This work] 1 1 2n/3 (tight)
PDM*MAC [This work] 1+1 (hash key) 1 2n/3 (tight) v v
1K-PDM*MAC [This work] 1 1 2n/3 (tight) v v
SoEM1 [53] 2 1 - (birthday attack)
SoEM21 [53] 1 2 - (birthday attack)
SoEM22 [53] 2 2 2n/3 (tight)
SoKAC1 [53] 2 1 - (birthday attack)
SoKAC21 [53] 1 2 - (birthday attack) [118]
Based on Block Ciphers
EDM [55] 2 2 2n/3 (not tight)
EWCDM [55] 2 +1 (hash key) 2 2n/3 (not tight) v v
DWCDM [62] 1+1 (hash key) 1 2n/3 (not tight) v v
1K-DWCDM [62] 1 1 2n/3 (not tight) v v

up to 22"/3 queries under the random permutation model. We provide
a proof using the coefficients-H technique. The bound has been proven
to be tight with a matching attack with query complexity 22%/3.

¢ The previous result sparks curiosity about the achievability of 2 /3-bit
security by a minimal construction that can process arbitrary length
inputs. We propose a nonce-based MAC denoted by PDM*MAC using
an additional keyed hash. We provide a BBB secure nonce-based MAC
security proof of 22"/3 query complexity under the nonce-respect
scenario. We show the tightness of the proven security bound by
demonstrating a matching attack.

e We propose a one-keyed instance of PDM*MAC denoted by 1K-PDM*MAC
by instantiating the hash key K} as Kj, = 71(K), where 7 is the under-
lying RP. In addition, the underlying nonce is chosen to be non zero
and the hash function is chosen as Poly hash. This instance achieves
the same security bound as PDM*MAC.

Table 3.1 describes the structures of several well-known constructions in
terms of primitives and other design properties.

3.2. Mirror Theory

Mirror Theory: Mirror theory is a tool for finding the number of solutions to
affine systems of equalities and non-equalities. Mirror theory by Patarin [113,
122, 120, 121] provides a lower bound on such a number for a finite set
of affine bi-variate equations, which is such that its variables are sampled
without replacement. The proof is verifiable up to a bound of 2n/3 bits.

67



3. On the Composition of Single-Keyed Tweakable Even-Mansour for Achieving
BBB Security

Equation-Inducing Graph: Consider an undirected graph Geq = (Veq, Eeq, L),
where Veq = {X, ..., Xjn } and the edge-label function £ : Eq — FFpn assigns
a label A to each edge e € Eeq.

If each vertex X; is assumed to represent a unique variable (also denoted
X;, for the sake of convenience), then such a graph Qeq can be considered to
induce a system of equations defined by-

X; ® X] = Ai,j/ whenever €jj = {Xi, X]} € Eeq and L’(e,—/]-) = Ai,j'

Observe that should any of the following cases occur, the graph Geq might
induce a system of equations which is either inconsistent or has redundant
equations:

* Existence of a cycle: A cycle arises in Geq if there exists a sequence of
edges {X;, X; },...,{Xi, Xj,} € EeqsuchthatX; = X; ., Vac [r—1]
and X; = X; . A loop i.e. X; = X; for some edge {X;, X]-} € Eis also
considered a cycle.

* Zero Path Label: The path label of a path P of edges in Eeq is defined

as L(P) = Y L(e). Thus, a zero path-label arises when there exists a
ecP
path P in G such that £L(P) = 0.

Extended Mirror Theory: Extended mirror theory gives a lower bound
for the number of solutions to a combination of a system of bi-variate
affine equations (as in Mirror Theory) and a system of bi-variate affine
non-equations of the form X; @ Y; # c. [72] contains a detailed treatment of
such a combination of systems.

Equations-and-Non-Equations-Inducing Graph: Consider an undirected
graph Geq = (Veq, Eeq, Leq), Wwhere Veq = {Xq,..., X;u} and the edge-label
function Leq : Eeq — IFon assigns a label A to each edge e € Eeq.

If each vertex X; is assumed to represent a unique variable (also denoted
X, for the sake of convenience), then such a graph Geq can be considered to
induce a system of equations defined by-

X; P X] = /\i/]', whenever Ei,j = {X,’, X]} c Eeq and Eeq(Ei,j) = )\1’,]'.

Now consider an undirected graph Geqneq = (V,Eeq U Eneq,ﬁ), where
Veq = {X1,..., X} €V = {Xy,...,Xo} and the edge-label function
L : Eeq U Eneq — Fon assigns a label A to each edge e € Eeq L Eneq:
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Again assuming each vertex X;, Geqneq can be considered to induce a system
of equations and a system of non-equations defined by-

X; ® X] = )\i,jr whenever € = {Xi/ X]} S Eeq and
E(ei,j) = Ai,]'/ in/ X] € Veq
X! @ X]’ + )‘g,j' whenever ez",]- = {X], X]’} € Eneq and
Let Gegneq = (V, Eeq U Eneq, £) be a graph that induces a system of affine
bivariate equations and non-equations over a distinct variables. Suppose
Geqneq has a vertices and g, + g, edges with |Eeq| = 4}, |Eneq| = go- Let
C1,...,Cx be all the components (i.e. maximal subgraphs where any two
vertices are connected to each other by a path) of Geq = (v, Eeq, ,C!E ), Ci
eq

of size w;, and let 0; = (w1 + - - - + w;). Denote by ¢max, the size of the
component of Geq with the maximum number of vertices. Using an extended
version of mirror theory, we can provide a lower bound on the number of
injective solutions when the maximum component size is max. We now state
the following lemma, which summarizes the result of Theorem 3 in [72]

Lemma 7. The total number of injective solutions chosen from a set Z of size
2" — ¢, for some ¢ > 0, for the induced system of equations and non-equations
Geq,neq s at least:

(zn)a (1 B i 60’1'2—1(%) _ 2(% + CD()) )

= 22n on
provided oy Cmax < 2" /4, and assuming oy = 0.

This lemma thus provides a bound for a solution from a subset of {0,1}".
However, applying this lemma to our results (Thm. 6, 7 and 8 ) generates

the term % for the non-equations, as c takes the value p, which is not a

constant. We wish for a beyond-the-birthday bound on this number, which
could possibly have been achieved by the results in [62, 62] . In spite of this
providing a stronger bound, there are two problems. First, non-equations
are unaccounted, which could be easily included (by the same method as
in the proof of Cor. 2). Second, a maximum component size of only 2 is
allowed for the equations-inducing subgraph. A modification of this result
is presented here (Cor. 1 and Cor. 2), which not only takes non-equations
into account and allows for a maximum size of 3 for equation-components,
but also provides an improved bound.
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3.2.1. Extended Mirror Theory

Some Probability Results

Recall the following result from [62]: Let S C {0,1}" be a subset of size
(2" —§') and U, + {0,1}". Let (V,W) 5/ pe s WOR sample of size 2

wor
drawn from S'. Then,
V@ W = (s) Un over Fu := Fan \ {0"}, (3-1)
where €1(s’) is a quantity with value at most ﬁ This result can be
extended for three random variables as follows:

Lemma 8. Let S’ C {0,1}" be a subset of size (2" — p') and U,,, V;, < {0,1}".
Let (P,Q,R) % S’ be a WOR sample of size 3 drawn from S'®). Then,

(P PQ0® R) e (p') (uﬂr Vn)/ (3-2)

3_2n.p/2_p/3
(Zn_p/)3 .

The proof is similar to that provided by [62] for Eqn. (3.1):

where € (p') is a quantity with value at most

Proof. Consider a set S’ of size 2" — p/, and three random variables P, Q, R <i
WOor
S'. Fix A1, Ay € Fon. Fori € {1,2,3}, let

Ai ={(a1,a2,83) |01 ® a2 = A1, a2 B a3 = Ay, 0, ¢ S'},

so that |A;| < p’. Thus,

{(par)eSONpag=rqor=»2}=
{(pp@ A, p@ AL @ A2)[p € {0,1}"}\ (A1 U AU A3),

which is a set of size no less than 2" — 3p’. Hence,

QER=A (2" =p)2 —p -1)(2" = p' - 2)
n __ /
> 2" —3p

(2" —p)2"—p) (2" —p)

B L 1_3,271.]9/2_;,)/3
 72n (211 _ p/)3 ’
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Results on Mirror Theory

Egn.s (3.1) and (3.2) can be easily extended for systems of equations as
follows-

Corollary 1. Let " C {0,1}" be a subset of size (2" — p') and
(X1, Xoy oo, X0, Y0, Yo, o Y0, 20, 20, o Zt) 4 S

wor

be a WOR sample of size 3t drawn from S'®). Then for constants Ay, Ay, ..., Ay
in {0,1}",

1 t. p/Z
Pr [(X1®Y1:A1)/\(XQEBYzz/\z)/\.../\(Xt@Yt:/\t)] Z 2_1’1 1—-— , (33)
—P

by Eqn. (3.1), and

X BY =11, XoBYy=As, X BYi=Ay_1, 1 3t-2"-p
pr{ (BE00) A (B2 neon (505200 | = (1 ~ 7 )

(2"~ p)’
(3-4)
by Egn. (3.2) of Lemma 8.
Proof. Observe that by Eqn. (3.1),
PI‘[(Xl@Yl :)Ll)/\(Xz@YZ :)\z)A...A(Xt@Yt :/\t)]
/ X;,Y;€8’
= Pr [X1®Y1—/\1 ai(elgglsteiict] X o X Pr [Xf@yﬁ = At \{X1/~~~1Xtt;,€Y1,wYt1}]
are distinct
1
> o (—a() x o (1 a(p' =2)) - x 5 (1-e(p - (2t~ 2)))
| 1 &1 1 tp'
= 1z (O -alr) 2505 (1-alr) = 5 (1_ P
i=1 i=1 (2 p )

Similarly, by Eqn. (3.2),

X19Y1=A4, Xr®Yr=A3, Xt @Y=Mz 1,
Pr [(Zl@ylz/\2> A <Z2@Y2:)\4 ARERVA ZiBYr=Ay;
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_ [Xi®Y1=A4, X4,Y1,Z1€S'
= Pr _211691/1121\12 ‘ a}‘e élistlinct]
(X, BYr=A75, Xo,Ys,Zo€S8'\{X4,Y1,Z
x Pr[REvThy | Menzcs )]
[ X, @Y=My , X, Y, Zr€S'N{X1, s Xs 1 Y10 Yo 1,71, r Zs
x Pr tZtGBth:ﬁtztl ‘ s \{ ! are i:liétirict S t 1}:|
1 1
> o (1-e(p) X 5 (1-e(p' =3)) - x 55 (1—ep' =3(t=1)))
t t 2
1 , 1 , 1 3t-2"-p
> T (- > g (1 Eath)) > g (- 52205),
1= 1=

O

The following bound on probability of a valid solution for a combination

of a system of equations and a system of non-equations can also be obtained
from Eqn.s (3.1) and (3.2)-

Corollary 2. Let Gegneq = (V, Eeq U Eneq, £) be an equations-and-non-equations-
inducing graph such that the subgraph Geq only has components of size 2 or 3. If
IV\ Veq| = qo and A; (i € [qu]) are edge-labels of the edges in Eeq in the same
order as the components, then the probability of the induced systems of equations
and non-equations attaining any solution from a set S' C {0,1}" of size (2" — p’)
for all the variables represented only by the vertices in Veq is bounded by-

1 (1 12005, 4 312(p' 4 3q0)q5 +2(p' + 3%)2%) (1 _ o

21 221 27) - (35)
Proof. Suppose G~ has exactly g,, — t components with-

1. t components (X, Y;, Z;)!_; of size 3 and

2 )
m =28 of size 2.

2. qm — 2t components (X;, Y;);",

. Let w; ; be the number of edges in Eneq that connect one vertex of the ith

component of G~ to one vertex of its j component. Also let w(v) be the
number of edges in Epeq from some vertex in V \ Veq incident on a vertex

v € Veq. The number of solutions for all the variables represented by vertices

in Veq can then be computed as-

Pr [(Xl@Y1=A1,> ) (XléBYl:)\z,) L <Xt69Yt=A2t,1,) ’ (Xt+1@Yt+1=A2t+1)r(Xt+2@Yt+2=7\t+2)r]

Z1BY1=Ay Z1BY1=MAy ZiBYi=Ayp; ...,(qu_z,f@qu_z,g:)\qm)
_ X1PY1=Aq, X1,Y1,Z1 cs’
= Pr [Zl DY1=A7A; } are distinct
Xa®Ya=A3, X2,Y2,2,€8"\{X1,Y1,Z1}
x Pr [ZZ@YZZM ‘ are distinct
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_Xt@Yf:/\%flr Xt,Yt,ZtGS’\{Xl,...,Xt,l,Yl,...,Yt,l,Zl,...,Zt,l}
x Pr Zt®Yr=Ap, are distinct

X PI‘ Xt+1@yt+1:/\2t+1 \{Xl/---/Xt/Y1/~--/Yt/Z1/~-~/Zt}

are distinct

Xir1,Yp €S ]

X PI‘ qu—t@qu—t:)\qm \{Xl,...,qu,t,Yl,...,qu,t,Zl,...,qu,t}

are distinct

qu_t,qu_tES/ ]

The vertices in Gegneq representing Xy, Y7 and Z; can be chosen after
removing one value from S’ for each non-equation edge joining one of these
vertices to some other vertex of Geqneq- Thus, the choice for their values
must be made from a set of size p’ + w(X;1) + w(Y1) + w(Z1). Next, X,
Y> and Z; can be chosen only after all the previously assigned values, all
values conflicting with any non-equation edges connecting X5, Y> and Z,
to some vertex in V \ Veq and all values conflicting with any non-equation
edges joining some vertex of the first component (i.e. Xj, Y7 or Z;) with the
second component (i.e. Xy, Y, or Zy) are removed from the set S’. This leaves
a set of size no less than p’ + 3 + w(Xy) + w(Y2) + w(Z,) + w1 2. Similar
calculations for the remaining components give the following lower bound

for Pr X18Y1=M,Z18Y1=A3,..., X 1®Yi1=Aot 41,00\ | .
Xe®Yi=Aos1,ZtDYr=Aot ) 7 \ Xgy—2tD gy —2t=Agy ) | *

2% (1 -2 (p' +w(X1) +w) + w(Z1)))

% 2% (1 e (p/ +3+w(Xy) +w(Ys) +w(Zy) + wl,z))

. t—1
X o 1—e|p +3(t—1)+w(Xs) +w(Ye) +w(Zt) + ij',t>>
j=1

1 t
X om (1 — & (P' + 3t + w(Xpp1) +w(Ves1) + Y wj,t+1>>

=1

1 gm—t—1

J
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AV
i
| =
Iy
VRS
—_

C24(p' + 3qv)2)
22n

1 24(p’ +3+3q, +9)?
S (1= 22n

1 ( 24(p'+3(t—1)+3qv+9(t—1))2)
x —[1-
2211 22n

1 <1_ 4(p’+3t+2qv+6t)2>

x 2_” 2211
1 1 4(p' +3t+2(qm —t — 1) +2g, + 6t +4(qyy — t — 1))?
s 2_n B 22n
1 24 t—1 '
> S2nt (1 = 5 Z(:)(pl +12i +3%)2)
i=

1 4 Tt ,
< ol 20) (1‘ > L (P’+7t+6z+2qv>2)

i=t

v

1 24
pITT (1 — o (480 +12(p" + 3q0) g5, + (¢ + 3qv)2qm))

1
on(qm—2t

Next, observe that the only vertices in V that remain after this computation
are those connected by edges in Eneq. The number of valid solutions for these
vertices is minimum when they form a single component. Since there can be
at most 2g, < 2g, vertices in V'\ Veq, the lower bound for the probability of
any combination of values represented by these 2;, vertices is:
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Pr[(X{@Xé;é/\’l)/\(Xé@Xé;«éA/z)/\
A (X O Xy # N )]

= 1-Pr|(X]® X} =) V (X0 X5 = A5) V
oV (X Xy = A ) |

> 1 (Pr[X{@Xs = M] +Pr X0 X; = A5] +

2g,,—1 1 p/2
> 1_ il _ _
> - Lo ()
L eh-nE -2
(211 _ p/)z
q/
> 1-— 2—2, since 2p’ < 2"/2.

Since g}, < gy, any solution to the combined systems of equations and
non-equations must therefore have a probability of at least-

L (| _ 120043, +312(p' +340)q3, +2(p' +340)*m (1 _ 6/_v>
S 72n on )"

3.3. Related Work

We describe some constructions relevant for our proposals. We have also
identified an issue in the cryptanalysis of SOKAC proposed in CRYPTO-
19 [53]

TweAkABLE EVEN-MANsSOUR: Even and Mansour pioneered the design and
analysis of random permutation-based blockciphers [76]. Let 7t be an ideal
n-bit (public) permutation and Ki, K, € {0,1}" be the secret keys. The
Even-Mansour construction is defined as follows:

EMk, x,[7T](x) := m(x @ Ky) ® Ky, Vx € {0,1}".

75



3. On the Composition of Single-Keyed Tweakable Even-Mansour for Achieving
BBB Security

When K; = K3, we simply write EMg, [77]. In order to incorporate a tweak
t in the Even-Mansour construction, Cogliati et al. replace the round keys
by some functions f;(K;, ) and called it Tweakable Even-Mansour (TEM)
construction. This is exactly the spirit of the TWEAKEY framework intro-
duced by Jean et al. [91]. In this chapter, we consider the following simple
instantiation of TEM.

TEMg[7t](x,t) := m(x @ (2" - K)) @ (2" - K), Vx,t € {0,1}".

Here, 2 denotes a primitive element in the binary field {0,1}". Other similar
known approaches can be found in [96, 126, 54, 102] etc.

Davis-MEYER: For a permutation 77 (public or keyed), Davis Meyer con-
struction is defined as DM|mt](x) := mt(x) & x. This method has been
popularly adopted to design both hash and PRF from an ideal permu-
tation or cipher. When the permutation 7 is a blockcipher ek, we write
DMgle](x) := ex(x) & x.

3.4. PDMMAC and PDM*MAC Constructions

3.4.1. Specification and Security of PDMMAC

SPECIFICATION OF PDMMAC: Let K < {0,1}" and 7 & Perm(n). The
PRF that we propose in this chapter is a construction that takes a message
M € {0,1}" as an input and return n-bit tag T := PDMMACZ(M). The
construction PDMMAC is defined as

T=mn"'(n(K®&M)D3KD M) 2K, (3.6)
DEsIGN RaTIONALE: Our design PDMMAC is motivated by DDM. Let
TEMk(t, M) = n(M@2'-K) ®2' - K

be a specific instantiation of the tweakable Even-Mansour construction. The
construction PDMMAC can be equivalently described as (see Fig.3.1)

T = TEM' (1, TEMg(0, M) & M). (3.7)

SecuriTY oF PDMMAC: We prove that PDMMAC for one instance of uni-
form 7 and uniform key K is secure up to attack complexity O(2%"/3). We
also propose an attack matching this bound.
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Figure 3.1.: The construction PDMMAC

Theorem 6. Let M € M, and consider PDMMACY based on one permutation

e Perm({0,1}") and one key K & {0,1}". For any distinguisher D making
at most q construction queries at most p primitive queries to 7=, we have,

0> +29° + 3pg* + p*q + 84 (p + 9)*
22n
N 6 +q+q./3np+ \/6npqg +p./3nq
on '

rf
AdV%DMMAC(D) <

The proof for this theorem can be found in Sect. 3.5. Note that the domi-

3n(pg® + qp?)
22n

. So the construction is secure

nating term of advantage is \/
22n/3

aslongas p,q < <775

A Matching Attack with O(2%"/3) Queries: We have a matching attack

(up to the logarithmic factor). The attack is similar to that of PDM*MAC,

and henceforth omitted. We include the attack for PDM*MAC instead of

PDMMAC as it is more robust.

3.4.2. Specification and Security of PDM*MAC

SPECIFICATION OF PDM*MAC: The previous construction does not al-
low arbitrary-length messages. We now propose a construction similar

to DWCDM, which uses a single ideal permutation 7 & Perm(n) and an
n-bit key K. To process a message M € {0,1}*, a hash function H with
a key K; sampled independently of K is required, which is almost xor-
universal, regular and 3-way regular. The construction PDM*MAC for an
n-bit nonce N and a message M € {0,1}*, with B = {0,1}" computes
T = PDM*MACK g, (N, M) as follows:

T=n'(n(K®&N)®3Ke N & Hg, (M)) & 2K. (3.8)
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INSTANCE OF H: PolyHash [108] is an example of a keyed hash which is ZL”'
regular, AXU and 3-way regular, where / is the maximum number of n-bit
blocks. The hash first uses an injective 10* (one followed by zeros) padding
to pad an input M € {0,1}* to multiple of n-bits. Precisely, M|[10/ =
M;||Ma|| ... ||My where j = n— |M| mod n — 1. The hash value is generated
as

Polyy, (M) = My - K, ® My_1 - K> @ --- & My - K.

DEsiGN RAaTIONALE: This construction is motivated by DWCDM. Like PDM-
MAC, the nonce and the hash of the message are XOR-ed between two
permutation calls. Similar designs have been adapted for DWCDM from
DDM. The construction PDM*MAC can be equivalently described as (see

Fig.3.2)-

T = TEM¢' (1, TEMk(0,N) & N & Hg, (M)) . (3.9)
TEMk(0, ) TEM (1, )
e KHKh(M)‘ ,,,,,,,,,,,,,,,,,,
. K K | J '2-K 2-K|
| | ] |
N+ T—@®+—&——&—p+—&-—T

Figure 3.2.: The construction PDM*MAC

SECURITY OF PDM*MAC: We prove the security of PDM*MAC up to an
attack complexity of O(22"/3) for one instance of uniform 7r and uniform
key K. We also propose an attack matching this bound in Fig. 3.3.

Analysis of the attack: Observe that since Ix := {(i,a) | N; ® i, = K} has
size O(2""/3) for each value K € K, and for the values g = p; = po = 2-22"/3,
the set Extg has size O(1) with high probability. Furthermore, if K* denotes
the true key of the construction, then Pr[K* € K] = Pr[|Extgs| > 2] > 1,

and thus, the expected size, E HI@ |, of the guess-key set Kis O(1).

Theorem 7. Let n € N, and consider PDM* I\/IACZ/Kh based on one permutation

& Perm({0,1}"), one key K & {0,1}" and one hash key K, & {0,1}". For
any distinguisher D making at most q,, construction queries, at most p primitive
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A MATCHING ATTACK ON PDM*MAC wite O(2%"/3) QUERIES
1:  Make queries (N, M), ..., (Ny, M) with g =2- 221/3 to authentication

oracle O <say N; = (i)2/3]|0™2 for i < 22'/3,

N; = (i =223 + 1)5,/5)|1]|0"/3~ for 22"/3 < i < 2. 22”/3>,-

receive responses T; = O(M;),i € [q].

2:  Make iy, ...,1, forward queries to the primitive 7 with p; = 2- et

(say iy = 0"3(a) g /3 for a < 223,11, = 03711 (a — 22"/3 + 15,3

for22"/3 <ag<2. 22”/3); receive responses 9, = 7t(il;),a € [p1]-

3: Make §y,...,0p, & {0,1}" backward queries to the primitive 7t
WOor

with pp =2- 221/3; receive responses Xp, b € [pa].
4:  Set Extx :={(i,a,b) € [q] X [p1] X [p2] :
(N; ® i, = K) A (T; @ %, = 2K)} and set K = ¢.
5: Forall K € K with |Extx| > 2, carry out the following check :
For all pairs of tuples (i,a,b) # (i',a’,b") in Extg,
if (N; @3, D1, DNy ® 3y D iy =0), then add K to K.

Figure 3.3.: Interaction of the adversary with (O, 7r), where O is either the random
oracle or the real construction oracle PDM*MACY and the primitive 7.

queries to 7T+ and at most q, queries to the verification oracle, we have

Advipimac(P) < qoe+
2, (1412029, + 3p +312(p + g +390)) + p*(qm + Go)
22n
2(p + qm + 3q0)%qm N
22n

6+ 297.€ + G + /61Pqw + G /30D + /310G + 395,006 + o
n ’

+

The proof for this theorem can be found in Sect. 3.6. If we assume € =~ 27",

3n(pdz, + gmp*)
22n

. So the construction

the dominating term of advantage is \/

. 1 22n/3
is secure as long as p, g < 175
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3.4.3. Single Keyed Version of PDM*MAC: 1K-PDM*MAC

The PDM*MAC construction calls one permutation, one key K associated
with the permutation and one independent hash key K. We extend the spec-
ification of PDM*MAC to a single keyed version denoted by 1K-PDM*MAC.
We use the technique of instantiating the hash key K}, by K;, = 71(K). We also
assume that N # 0 and H is Poly hash. However, this technique is similar
to that used in DWCDM (where K;, = Eg(0)). We prove that 1K-PDM*MAC
for one instance of uniform 7 and uniform key K is secure up to attack
complexity O(22"/3).

Theorem 8. Let n € N, and consider 1K-PDM*MACK based on one permutation

& Perm({0,1}"), one key K & {0,1}". For any distinguisher D making at
most q,, construction queries, at most p primitive queries to = and at most gy
queries to the verification oracle, we have

AdVI;/IKA—CPDM*MAC(D) < g€+
72, (1 412029, + 3p +312(p + g +390)) + p*(qm + Go)

2211 +
2(p + qm +3q0)*qm
22n +
6 + q7€(2 + 340) + 3Gm + 2p + \/61pGum + Gur/31p + p/30Gm + 4o
n '

The proof for this theorem can be found in Sect. 3.7.

3.5. Proof of Theorem 6

We use Coefficient-H technique [75, 132] (described in Sect. 1.5.1) to prove
the theorem. The details are given below.

Game Description

We denote by g, the number of queries that D makes to one of the construc-
tion oracles PDMMACY or ¢, the queries being summarized by the transcript
7 = {(My,Th),...,(My, Ty) }. D also makes p queries to the primitive 7,
which are summarized by 1, = {(#1,91),..., (@, 0p)}. It may be assumed
without loss of generality that both 7; and 7, have distinct elements.

After D has interacted with the oracles but before it has output its decision,
the key K is also revealed to it. In the real world, this is the key used in the
construction, while in the ideal world, it is a dummy value drawn uniformly
at random from {0, 1}". The full transcript of the interaction is denoted by
T = (14, Tp, K). The set of all attainable transcripts is denoted by 7, and we
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partition 7 as Tgood U Tpad, as described shortly. We let Xre be the random
variable that takes values T € 7 when D interacts with the real world and
Xiq to be the random variable that takes values T € 7 when D interacts with
the ideal world.

Transcript Equations Induced by the Distinguishing Game

This distinguishing game results in a system of equations obtained through
the queries to the construction and primitive oracles. These are of the form-

Construction equations: Queries to primitive 7t:
7T(M1 Q) K) D 7T(T1 D ZK) = 3K& M1 7'((17[1) = 0
n(M;©K) @ (T, ©2K) = 3K M, m(iiy) = 0p

Furthermore, these equations can be expressed graphically as described in
the supplementary material.

3.5.1. Bad Events

A transcript T = (14, Tp, K) is said to be in Tp,q and is called a bad transcript
if and only if at least one of the following is satisfied-

Collision amongst two construction queries-

- B1. There exist i # j € [¢] such that (T; & M; = 3K) A (Tj & M; = 3K).
Collision within one construction query-

- B2. There exists i € [g] such that T; & M; = 3K.
Collision amongst three construction queries-

- B3. There exist i, ], k € [g] such that T; ® M; = T; ® M = 3K.
- B4. There exist i, j, k € [g] such that T; = T; = Tj.
- B5. There exist i, j, k € [g] such that T; = T; = M @ 3K.

Collision amongst two construction queries and one primitive query-

- B6. There exist i # j € [q],k € [p] such that (M;® T; = 3K) A
(2K & T; = iiy).

- B7. There exist i # j € [q],k € [p] such that (M;® T; = 3K) A
(K &M= ﬁk).
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Figure 3.4.: Collisions amongst construction equations and/or primitive queries -
figurative and graphical representations of the bad events.
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Collision amongst one construction queries and two primitive queries-
- B8. There existi € [q], ],k € [p] such that (K@ M; = i) A (2K @ T; = ;).

Any transcript T € Tgood = T \ Tpad is said to be a good transcript. A
tigurative and graphical description of the bad events is given in Fig.3.4.
In addition, a circled vertex in any graph describing a bad event denotes a
collision with a primitive query.

Probability of Bad Transcripts

8
Now, Pr[t € Tpaq| < Z
i=1

PROBABILITY OF EVENTS B1, B2, B4 AND B5. Consider event B1. Since there
are g construction queries (with randomness only in T; and Tj, but

2
not in M; and M), Pr[B1] < ;’7 Pr[B2] < 21 Pr[B4] < 2‘77 and

q3
Pr[B5] < TR
PROBABILITY OF EVENT B3. Let A3 be any constant value.

Define O3 = {(j,i,k)|T; ® M; = T; © My }. Then-
Pr[BS] = PI'[(T]'@M]':TZ'@M]()/\(SK:T]'@M]()]
< Pr[(3K:Tj@Mk)/\(|Qg|2A3)}+
Pr [(3K = T; @ M) A (|Q3] < A3)]
1

1
PI‘[|Q3| > A3] . 2_” +A3 . 2_”

IN

2
If Az = PT + 6;5 , then by Lemma 23 of appendix B,

omn
pq° /1P
Pr[B7] < YT + o -|—2—n
PROBABILITY OF EVENT B6. Since there are g construction queries and p

2
queries to the primitive, Pr[B6] < Z%

PROBABILITY OF EVENT B7. Let A7 be any constant value.
Define Oy = {(j,i,k)|T; ® 3M; = M; @ 3 }. Then-

Pr[B7] = Pr[(Tj®3M; = M,;®3i) A (3K =T; & M;)]
< Pr[(BK=Ti® M;) A(|Qy] > A7)] +
Pr [(31( = T]'@Mi) VAN (|Q7| < A7)}
1 1

PI‘[|Q7|2A7] 2—n—|—A7 2”

IN
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If Ay pq + g+/3np, then by Lemma 22 of appendix B,

pr(e7] < LT AVIP 2

= T 2n”

PROBABILITY OF EVENT B8. Let Ag be any constant value.
Define Og = {(i,k, j)|2M; ® T; = 2ily © i;}. Then-

Pr[B8] = Pr[(2M;® T; =20, ® 1ij) A (2K = T; @ ;) |
< Pr[(2K =T, @) A (|Qs| > As)] +
Pr[(2K=T; @ ;) A (|Qs] < As)]
1 1

PI‘[|08|2A8] Z—n-I-Ag 2”

IN

If Ag = P q + p+/3ng, then by Lemma 22 of appendix B,

= Q2n on on’

Thus,

7> +2¢° +3p3® + p*q N 6 +q+q+/3np+ /6npg+ p./3nq

Pr[T € Tpaq] < o T

3.5.2. Good Transcripts

Observe that any good transcript T € Tg,04 must necessarily be induced by
a graph Ggy, which satisfies the following conditions:

e There is no cycle in G¢; = (Veq, Eeq, Leq)-

e There is no path P in QT such that Leq(P) := ¥ L(e) =
ecP

Also, it may perhaps contain some circled vertices (denoting collisions with
some permutation queries). In fact, every component of G¢, has size at
most 3, due to the restrictions of bad events B3, B4 and B5. Furthermore,
no component of ggq of size 3 has a circled vertex due to B6 and B7, and
components of size 2 may have at most one circled vertex due to B8. We first
modify the good transcripts so as to make certain that none of the vertices
of Geq are circled, as follows:

e If there exists i € [q] and k € [p] such that K & M; = i}, then remove
(M;, T;) from 7; and add (2K @ T;, 3K © M; @ ¥ ) to Tp.
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e If there exists i € [q] and j € [p] such that 2K © T; = i, then remove
(M;, T;) from 7; and add (K@ M;, 3K ® M; @ ;) to Tp.

Denote the new transcript of primitive queries by F, so that |F| = p' = p+s
and ¢’ = g —s. Let S" = {0,1}" \ {7 | (iIx, Ox) € F}. Denoting Q = T & 2K
and P = M @ K, assume that for a modified good transcript 7, there are t;
construction equations of the form

n(P)en(Q) = M
n(P) &7(Q) = Ay

ty construction equations of the form

n(P)®m(Q1) = M
m(Q1) ®7(Q2) = Ay

and q' — t; — t, construction equations of the form 7(P) @ 7t(Q) = A.
Let pre be the probability of a modified transcript 7 satisfying the system of
equations T(M; ® K) & n(T; ® 2K) = 3K & M;, i € [¢'].

Good Transcript Analysis

The probabilities that X;e and X;q attain a particular value T can be computed
as

1 1 1
Pr[Xid:T] = ﬂmz—nand
4
1 1
PI‘[Xre = T] = Pre- (2”) ; 'Z_n/
p

where p,, can be computed using Eqn.s (3.1) and (3.2)) as follows.

Probability that construction equations are satisfied.

Cases | and Il. (71(Pyi_1)®7(Q;) =mAzi_1,B(P2i)®7r(Q;) =Ay; or
70 (Paty 1) B7TQ 12§) =Aaty+2—1,7TQ4 42j—1) BTQy 12)) =Azgy12j)-
Pr |: T[(Pl)EBT((Ql):)Ll,T[(PQ)@T[(Ql):/\z,..., ]
T0(Pat) 4, )DTT(Qy 42ty —1) =Mt 12, —1,71(Qty 424y —1) BTT(Qty 4215 ) =Nty 421,
1 1_3‘q/‘2n,p12
22n(t+tp) (zn _ p/)3

), since t; +t, < g'.
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Case llI. (7T(P2t1+t2+1)@7TQt1+2t2+1) :A2t1+2t2+1) .
By Eqn. (3.3),

Pr T(Paty +,+1)B7T(Qty 42ty +1) =A2ty 42ty 41,
n(Pq/—tz)@ﬂ(Qq/ftl ):)\q/

1
on(q' —2t;—2tp)

cql L on 402 102
Thus, pre > — (1_M) (1_L>

AV

q/ . P/Z
<1 — (ZTW) ’ since q/ — 2t1 — 2t2 S q/.

znq/ (211 _ p/)3 (Zn _ p/)Z
. 1 ( 6-2”-q(p+q)2)( 2-2”-q(P+q)2)
> 1-— 1-—

znq’ 2211 22n

(Since q=4q, 23 >p' >pand (p+q) > P’)

.on 2
> 1,(1_82 q(P+q)>_
omng 22n
Pr [Xre] 2" (2") 8q(p +9)* 8q(p +9)*
> Z . . ey AV > _
o, Df [Xre] 8q(p +4)°
L.€. Pr [Xid] > (1 - egood) , where €good = — om

3.6. Proof of Theorem 7

We use Coefficient-H technique [75, 132] (described in Sect. 1.5.1) to prove
the theorem.

Forging Game

An upper bound for the nonce-based MAC advantage can be computed
by adapting the distinguishing game in Sect. 1.2.2 (the game is described
in Page 5, [68]) as follows. D makes g, queries to one of the construc-
tion (authentication, or Auth) oracles PDM*MACE,KI1 or ¢, the queries being
summarized by the authentication transcript

T(’)n = {(Nl,Ml, Tl),. “ oy (qu,qu,Tqm)},

and by g,, the number of verification queries that D makes to one of
the construction (verification, or Ver) oracles Verg x, or L, the queries be-
ing summarized by the verification transcript tJ = {(Nj, M}, T}, b1), ...
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, (Név, Mé]v, Tév, bg,)}, where Va, b, € {0,1} are the output values of the veri-
fication oracle (in the real world, the oracle checks if Auth(N;, M};) = T/, and
returns 1 or 0 according to whether the equality holds or not, respectively,
while in the ideal world, b, = 0 for all a). D also makes p queries to the
primitive 71, which are summarized by 1, = {(il1,1),..., (ip, ¥p)}. It may
be assumed without loss of generality that each of 7}, 7, T has distinct
elements.

After D has interacted with the oracles but before it has output its decision,
the keys K and Kj, are also revealed to it. In the real world, these are the
keys used in the construction, while in the ideal world, they are dummy
values drawn uniformly at random from {0, 1}". The full transcript of the
interaction is denoted by v = (7}, 75, Tp, K, K}j,). The set of all attainable
transcripts is denoted by T, and we partition 7" as Tgo0d LI Tpad, as described
shortly.

Transcript Equations Induced by the Forging Game: The system of equa-
tions has a similar form, and is extended by a system of non-equations, as
given below-

Authentication equations:

(Nt ®K)® n(Ty ®2K) = 3Kd Ny @ Hy

7(Ng,, ® K) ® (T, ®2K) = 3K® N,, ® Hy,
Verification non-equations:

n(N; ®K) @ ni(T{ ®2K) # 3K® Nj @ Hj

m(Ng, ® K) @ (T, ®2K) # 3K® Ny @ Hy,

Queries to primitive 7t:

where H; = Hg, (M;),Vi € [qu] and H} = Hj, (M), V] € [40]-

3.6.1. Bad Events

A transcript T = (7}, 1§, Tp, K, K},) is said to be in Ty,,q and is called a bad
transcript if and only if there exists a tuple (N;, M;, T;) € ©}, (N, M}, T;) €

87



3. On the Composition of Single-Keyed Tweakable Even-Mansour for Achieving
BBB Security

75 and (i}, 9;), (%, §x) € Tp such that at least one of the following is satisfied-

Collision amongst two authentication queries-
- B1. There exist i # j € [gm] such that
(T;=T;) AN(N;® H; = N; @ H;) .
- B2. There exist i # j € [gm] such that
(T ® N; =3K) A (N;® H; = N; ® H;) .
- B3. There exist i # j € [gm] such that
(T; ® N; = 3K) A (Tj & N; = 3K)..
Collision within one authentication query-
- B4. There exists i € [g] such that T; & N; = 3K.
Collision amongst three authentication queries-

- BS5. There exist 7, j, k € [qm] such that T; © N; = T; & Ny = 3K.
- B6. There exist i, ],k € [qm] such that T; = T; = T;.
- B7. There exist i, ], k € [qi] such that T; = T; = N @ 3K.

Collision amongst two authentication queries and one primitive query-
- B8. There exist i # j € [gm], k € [p] such that
(N;j® T; =3K) A (2K & T; = diy) .
- B9. There exist i # j € [qm], k € [p] such that
(N;® T; = 3K) A (K& Nj = i) .
Collision amongst one authentication query and two primitive queries-
- B10. There exist i € [g,], ],k € [p] such that
(K& N; = i) A 2K T; = 1) .
Collision amongst one verification query and two primitive queries-
- B11. There exist a € [g], ], k € [p] such that
(K@ N, =iix) N 2KD T, = ;) .

Collision amongst one authentication and one verification query-
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- B12. There exist i € [gu],a € [go] such that
(Ni = No) A (Hi = H) A (Ti = T,) -
Collision amongst two authentication queries and one verification query, with an
extra condition-
- B13. There exist i,j € [qm],a € [go] such that
(Hi® Hj® H, = N;® N; & N, ®2K) and
(N; =N;) A(T; @ N;j =3K) A (T; = Tp) -
- B14. There exist i,j € [gm],a € [go] such that
(H; ® Hi® H, = N; & N; @ N; ©2K) and
(T; ® N; = 3K) A (T; @ Nj = 3K) A (Tj @ N, = 3K) .
- B15. There exist i,j € [qm],a € [go] such that
(Hi® Hj® H, = N;® N; & N, ®2K) and
(N; = Nj) A(T; = Tj) A (T, ® N; = 3K) .

Any transcript T € Tgood = T \ Tpaq is said to be a good transcript. A figura-
tive and graphical description of the bad events is provided in appendix C.
In these figures, a circled vertex in any graph describing a bad event denotes
a collision with a primitive query.

Probability of Bad Transcripts

15
Now, Pr[t € Tpaa) < ) Pr[Bi].
i=1
PROBABILITY OF EVENTS B1, B2, B3, B4, B6 AND By. Consider event B1. Since
there are g, authentication queries (with randomness only in T; and
Tj, but not in N; and Nj) and since H is an e-differential hash function,

G2HE o . e T G
Pr[B1] < ETR Similarly, Pr[B2] < BT Pr[B3] < o Pr[B4] < EYR

i i

m m

PROBABILITY OF EVENT B5. Let A5 be any constant value.
Define Qs = {(j,i,k)|T; ©® N; = T; ® Ni}. Then-

Pr[B5] = Pr[(T;@N;=T,®Ny) A (3K =T; ® N;)]
< Pr[(3K =T @ N;) A (|Qs] > As)] +
Pr[(3K = T; & N;) A (|Qs] < As)]
1

1
Pr[|Q5| > As] - o + As - TR

IN
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2
If As = Py /13 then by Lemma 23 of appendix B,

27'1 27! 7
2
pq \/ onpgm 2

PROBABILITY OF EVENT B8. Since there are g, authentication queries and p

2
. . Pq
queries to the primitive, Pr[B8] < —3=.

PROBABILITY OF EVENT Bg. Let Ag be any constant value.
Define Qg = {(j,i,k)|T; ® N; = T; ® Ni}. Then-

Pr[B9] = Pr[(T;®3N; = N;®3i) A (3K =T, ®N;)]
< Pr[(BK=T;@N;) A (|Qo| > A9)] +
Pr[(3K = T; & N;) A (|Qs] < Ag)]

1

1
PI‘[|09| > Ag] “on + Ag - o

IA

2
If Ag = Pim gm+/3np, then by Lemma 22 of appendix B,

27’[
2
PGm  qmy/3np 2

PROBABILITY OF EVENT B10. Let A1y be any constant value.
Define Q19 = {(i,k, j)|2N; ® T; = 2i @ ii;}. Then-

Pr[B10] = Pr[(2N; @& T; =2 & i) A (2K = Ty & ii;)]
< Pr[(2K=T; &) A (|Quo| > Ag)] +
Pr[(2K = T; @ ii;) A (|Qo| < Arg)]
1 1

Pr[| Qo] > A1o] - o T Aqp - o

IN

2
If Ajg = Pim p\/3nqm, then by Lemma 22 of appendix B,

211
P2am . P\/3Nqm | 2
A TR T

Pr[B10] <

PROBABILITY OF EVENT B11. Since there are g, verification queries and p
2
queries to the primitive, Pr[B11] < pz Z(Zlv.

PROBABILITY OF EVENT B12. Since there are g, verification queries and H is
an e-differential hash function, Pr[B12] < gee.
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PROBABILITY OF EVENTS B13, B14 AND B15s. For all three events, H; © H; ©
H; = (N; ® N; © N,;) © 3K. Since there are g, authentication queries
and ¢, verification queries and assuming H is an e-3-way-regular hash

2
function, Pr[B13], Pr[B14] and Pr[B15] are all at most %

Thus,
2 3 2 | 2 2
Pr[T € Tpaq] < 1 20 BPZZZJF P TP
N 203, + G + Gum+/30p + \/Onpgm + p+/3nqm + 6 + 3q%,90€ e

21/1

3.6.2. Good Transcripts

Observe that any good transcript T € 75004 must necessarily be induced by
a graph G¢q neq, Which satisfies the following conditions:

e There is no cycle of equation-inducing edges in G¢q = (Veq, Eeq, ["Eeq).
e There is no path P in G, such that L(P) := ¥ L(e) =0.
ecP

* For all the cycles C in Gy neq Whose edge set consists of all but one

equation edges e € E¢q and exactly one non-equation edge e’ € Eneq,

L(C) #0.
It may perhaps contain some circled vertices (denoting collisions with some
permutation queries). It shall be assumed that the edges in E, are continu-
ous edges, colored green, and edges in E.q are dotted edges, colored red.
In fact, every component of G¢, has size at most 3, due to the restrictions of
bad events B5, B6 and B7. Furthermore, no component of G, of size 3 has a
circled vertex due to B8 and B9, and components of size 2 of GZ, as well as
Geqneq May have at most one circled vertex due to B10 and B11. Finally, the
restrictions by bad events B13, B14 and B15 ensure that G¢, neq satisfies the
condition £(C) # 0 for a cycle containing exactly one non-equation edge.
We first modify the good transcripts in such a way that no vertices remain
circled:

e If there exists i € [g,,] and k € [p] such that K & N; = ily, then remove
(Ni, M;, T;) from 7} and add (2K @ T;, 3K © N; © H; ® ¥) to Tp.

e If there exists i € [g,,] and j € [p] such that 2K @ T; = ii;, then remove
(N;, M;, T;) from 13" and add (K@ N;, 3K ® N; @ H; © 7;) to Tp.

Denote the new set of primitive transcripts by F, so that |[F| = p' = p +s
and g, = g —s. Let S’ C {0,1}" such that " = {0,1}" \ {7 | (ilx, 0x) € F}.
Let pre be the probability of a modified transcript T satisfying the system of
equations 77(N; @ K) @ 71(T; & 2K) = 3K & N; & Hg, (M;), i € [].
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Good Transcript Analysis

The probabilities of X;. and X;q attaining a particular value T can be com-
puted as follows-

1 1 12
Pr[Xig = 1] = i -1 vap : (2—n> and

1 1\?
Pr[xre = T] = Pre- (Zn)p/ : (Z—n) .

Probability that authentication equations and verification non-equations
are satisfied.

By Corollary 2,

(x(ren@)=rx(B)@m(@) =10

T0(Paty +) ) BTT(Qiy 42ty —1)=A2ty 1285 1,70 Qi 421y ~1) BTT(Qty 428, ) =A2t; 421,
Pr T(Paty 45 +1) BTT(Quy 42ty +1) =A2ty 421 41,00

Jom(Qy

m~t ):)\qgn> A

(Pt

((n(x;)@n(xg)#\g) A (7 (X) (X5 #A5) A (n(X;qéil)@n(X;qé)7&)\’2%71) ) |

r 3 / ’2 / 2.1
1 (1_ 120044, 4 312(p + 340)q” +2(p' + 3q0) qm> (1_ qv)

= ongy 22n on )

3 / 2 / 2
Therefore, pre must be at least zn%m (1 _ 12004, +312(p +3Zzzz12qm+2(p +340) qm> (1 _

g—Z) , so that-

PriXe] 2% (2")p ( _@) <1_1200q;,13+312(p’+3qv)q;,12+2(p’+3qv)2q£n

Pr [Xid] - 2”‘7;11 (Zn)p/ n 22n
. ( B @) . (1 _1200g5, + 312(p + s + 390) 72 + 2(p + G + 370)*qm
— 2n 221’[
since g, < Gm, P’ < P+ Gm
> (1 —€gooq) , Where
_ Go 120093, 4 312(p + gm + 3G0)q% + 2(p + Gm + 3G0)*qm
€good — 2_,1 + 22n ’

3.7. Proof of Theorem 8

The proof is similar to that of PDM*MAC, except for some extra bad cases.
We add the following cases after B15. The cases are as follows.
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B16. There exists i € [g] such that T; = 3K.

B17. There exists i € [g,] such that 7T(N; @ K) & H, (M;) ® N; @ 3K =
K.

B18. There exists k € [p] such that i} = K.

B19. There exists k € [p] such that §; = K.

PROBABILITY OF B16. There are g, authentication queries. Hence, Pr [816] <
qm
2_71.

PROBABILITY OF B17. In this case, N; and M; are fixed. Thus, Pr[B17| =
Pr(m(N; @ K) @ 3K = Hg,(M;) ® N; ® Kj;]. As K and K}, are inde-

pendently sampled in the ideal world, we obtain Pr[B17] < Z—':, by

conditioning H.
ProBaBILITY OF B18 AND B1g. Since there are p queries to the primitive,

Pr[B18], Pr[B19] < Zﬁn.

Good Transcript Analysis

The good transcript analysis is exactly the same except in this case Pr[X;e =

T = Pre * o - (%) (as only the construction key K needs to be sampled,

(27),r
the last term in the expression is 2% instead (2%)2). However, this does not

change the lower bound of %.

3.8. Summary

Our designs are minimal in structure in the number of permutation and key
instances. However, PDMMAC makes two calls to one permutation 77, one
forward call to 7w and another inverse call to 71-'. We already know that
PRFs with one permutation call can not provide more than birthday bound
security and hence we need at least two calls to the permutation. Thus, the
question

Can we design a BBB secure PRF with one permutation with two forward calls?

remains unanswered and the design of such a construction can be interesting
to the community. A possible approach to proceed with this problem is to
prove the 2n/3-bit BBB security of SoOKAC1. This design has been mentioned
to be at most n/2-bit secure [53] accompanied by a birthday bound attack.
However, the attack is possibly wrong and SoKAC1 may provide 2n/3-bit
BBB security.
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Abstract

In CRYPTO 2019, Chen et al. initiated interesting research in the direction
of designing PRFs based on public permutations. They proposed SoEM22
and SoKAC21, two beyond the birthday bound secure n-bit to n-bit PRF
constructions built on public permutations, where # is the size of the permu-
tation. However, both constructions require two independent instances of
public permutations. In FSE 2020, Chakraborti et al. proposed a single public
permutation-based n-bit to n-bit beyond the birthday bound secure PRF, to
which they referred as PDMMAC. Although the construction is minimal in
the number of permutations, it requires an inverse call of its underlying
permutation. Coming up with a beyond the birthday bound secure public
permutation-based n-bit to n-bit PRF with a single permutation and two
forward calls was left as an open problem in their paper. In this work,
we propose pEDM, a single permutation-based n-bit to n-bit PRF with two
calls that does not require invertibility of the permutation. We have shown
that our construction is secure against all adaptive information-theoretic
distinguishers that make roughly up to 22*/3 construction and primitive
queries. Moreover, we have also shown a matching attack with similar query
complexity that establishes the tightness of our security bound.

Keywords — Public permutations, EDM, PDMMAC, Expectation Method.



4. Permutation-Based EDM: An Inverse-Free BBB Secure PRF

4.1. Introduction

Most permutation-based cryptographic schemes generally provide a lower
security bound with respect to the permutation state size. For example,
most sponge-based modes provide c/2 bits of security (exceptions are [46,
58]), where ¢ < b is the capacity of the permutation, and b is its total state
size. As the state size of a permutation is typically larger than the block
size of a message (e.g. the state size of KECCAK is 1600 bits), the birthday
bound is nevertheless adequate in practice. Birthday bound solutions are
inadequate for, say lightweight permutations such as SPONGENT [40] and
PHOTON [80], whose state sizes go as low as 88 and 100 bits, respectively.
Thus, designing public permutation-based cryptographic schemes that pro-
vide beyond the birthday bound security with respect to the permutation
state size can be highly interesting.

Chen et al. initiated research in this direction in [53], where they proposed
two fixed input- and fixed output-length beyond the birthday bound secure
PRFs based on public permutations — one in parallel mode and the other in
sequential mode. They showed that the sum of two independent instances
of the Even-Mansour [76] cipher in parallel mode, which they refer to as
SoEM22 -

SOEM2217(T11,’17322(x) =m(xdk) & m(xdky) k) Bk,

provides a tight 2n/3-bit security. This construction was extended by Bhat-
tacharya et al. [28], where they showed beyond the birthday bound security
of the domain-separated variant of SOEM22. They also proved that one can-
not reduce the number of keys of SOEM22 without degrading the security
bound to the birthday limit. Chen et al. also proposed a sequential-mode
sum SoKAC21 -

SoKAC21,"™2(x) == mp(m (x & k) & k) & m(x & k) Bk,

which they proved to have a tight 2n/3-bit security. Later in [118], Nandi
exhibited a birthday bound attack on SoKAC21, hence falsifying the security
claim of this construction. In [47], Chakraborti et al. proposed PDMMAC, a
beyond the birthday bound secure single permutation-based fixed input-
and fixed output-length PRF that operates in sequential mode. The design
of PDMMAC gets its motivation from the Decrypted Davis-Meyer (DDM)
construction,
DDM(x) := m1(7(x) & x).

PDMMAC requires an n-bit key k and an n-bit public permutation 77 to
generate its output:

PDMMACE (x) := Y (m(x @ k) @ (x ® 3k)) & 2k.
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They extended the construction to a BBB secure single-permutation and
single-keyed variant of the nonce-based MAC *. Although minimally struc-
tured, PDMMAC and its related MAC constructions (i.e. PDM*MAC [47] and
1K-PDM*MAC [47]) require invertibility of the permutation 7t (similar to the
design of DWCDM [62]). However, the inverse call in PDMMAC somewhat
brings down one of the advantages of using cryptographic permutations in
a mode — efficiency of evaluating the permutation in the forward direction.
In fact, designing a BBB secure single permutation-based PRF with two for-
ward calls was stated as an open problem in [47]. Not only this, inverse-free
designs have become an important design aspect of cryptography today as
designs that rely solely on forward call(s) of permutation(s) create a very
low footprint in a combined implementation of the mode [29]. Therefore,
we do not as yet have any BBB secure single permutation-based fixed input-
and fixed output-length PRF that operates in sequential mode with two
forward calls °.

4.1.1. Our Contribution

In this chapter, we propose pEDM, the first fixed input- and fixed output-
length single permutation-based beyond the birthday bound secure PRF
that operates in sequential mode without requiring an inverse call of the
permutation. Our design is motivated by the EDM construction. In particular,
pEDM with a 2n-bit key and n-bit public permutation takes an n-bit input
and returns an n-bit output as follows:

PEDMy 1, (%) == m(rt(x @ k1) ® (x D kq) © ko) D k.

We have shown that pEDM is secure against all adaptive information theo-
retic distinguishers that make roughly up to 22"/3 construction and primitive
queries. We also show a matching attack, thus establishing the tightness of
this security bound. While we could directly realize a permutation-based
PRF by instantiating the block cipher of the single-keyed variant of EDM with
a 2-round Even-Mansour cipher, this would lead to four permutation calls
with keys totalling 67 bits. Compared to such a straightforward solution, our
construction altogether saves two permutation calls and 4n bits of the key.
Although pEDM uses a single permutation call with no inverse functionality,
the number of keys required is one more than the number of keys required
in PDMMAC. Presently, we do not know whether our construction is prone

A single permutation-based nonce-based MAC that does not require invertibility of
the permutation was also proposed in [70]

Chen et al. [53] showed an n/2-bit attack on SoKACL; SoKACLy 1 (x) = 7(7(x @
ki) dky) @ (x ®ky) @ ko @ k1. However, Chakraborti et al. [47] claimed that the attack
was possibly wrong and showed a 2n/3-bit attack on it. They also conjectured the tightness
of this attack bound.
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to the birthday attack with a single key. However, we believe it can be proven
secure beyond the birthday bound with only an n-bit key. We show the PRF
advantage of this construction through an extended distinguishing game
and apply the expectation method to bound its distinguishing advantage.
In table 4.1, we compare the structures of several public permutation-based
PRFs with single-block input, single-block output- and multi-block input,
multi-block output-designs.

Table 4.1.: Comparison table for permutation-based PRFs. n denotes the state size of the
permutation and Inv indicates whether the construction requires an inverse
call of the permutation. s := n —log(w + 1), where w > 1 is the size of a
chunk in a CENC-based construction. The last three constructions require a
keyed hash function with at most ¢ blocks of input. The number of keys for
these constructions includes the hash keys as well. All the constructions except
CENCPP* and DS-CENCPP* require two permutation calls. Although SoKAC1
was shown to have a birthday bound attack and SoKAC21 was shown beyond the
birthday bound secure in [53], Chakraborti et al. [47] believed that the birthday
bound attack on SoKAC1 was possibly wrong and showed an attack on it with
a 22"/3_query complexity. Moreover, Nandi [118] has shown a birthday bound

attack on SoKAC21.

| Constructions | (perm, keys) | Inv | (i/p,o/p) | Sec |
SoEM1 [53] (1,2) X (n,n) O(n/2)
SoEM21 [53] (2,1) X (n,n) ®(n/2)
SoEM22 [53] (2,2) X (n,n) ©(2n/3)
SoKAC1 [53] (1) (1,2) X (n,n) O(2n/3)
SoKAC21 [53] (2,1) X (n,n) O(n/2)
PDMMAC [47] (1,1) v (n,n) ©(2n/3)
DS-SoEM [28] (1,2) X (n—1,n) ©(2n/3)
pEDM [This Chapter] (1,2) X (n,n) ©(2n/3)
CENCPP* [28] (w+1,2) X (n,wn) O(2n/3)
DS-CENCPP* [28] (1,2) X (s, wn) O(2n/3)
nEHtM,, [70] (1,2) X | (mn—=1+4n,n) | ©(2n/3)
PDM*MAC [47] (1,2) V| (n+tnn) | ©@2n/3)
1K-PDM*MAC [47] (1,1) v (n+4n,n) | O(2n/3)

We would like to mention here that DS-CENCPP* with w = 1 is a parallel
construction with an (n — 1)-bit input, and requires field multiplication
with a primitive element to derive its 2n-bit keys. However, our proposed
construction is sequential with an n-bit input and does not require field
multiplication to derive the keys. Although both of them have similar
security bounds (i.e. 221/3) bEDM requires a lesser state size in hardware
implementation as compared to the parallel construction DS-CENCPP* due
to its sequential nature.
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4.2. pEDM: Permutation-Based Encrypted Davis
Meyer

In this section, we propose pEDM, the first permutation-based sequential
beyond the birthday bound secure pseudorandom function with two for-
ward permutation calls. Our construction is the permutation variant of the
Encrypted Davis-Meyer (EDM) construction with two independent n-bit
round keys k; and k. pEDM takes an n-bit input M masked with an n-bit
round key k; to generate the input of the first permutation call. The resulting
permutation output is masked with k, & M @ k; to generate the input for
the second permutation call. The second permutation output is then masked
with the round key k; to generate the final output T. A schematic diagram
of the construction is shown in Fig. 4.1.

k1 kz k1

Figure 4.1.: The pEDM construction with independent keys k; and kj, and an n-bit
permutation 7t.

In the following, we prove that pEDM is 2n/3-bit secure in the public
permutation model, where 7 is the state size of the permutation.

4.2.1. Security of pEDM

We show that pEDM is secure against all adversaries that make roughly
221/3 construction and primitive queries in the random permutation model.
The following result states the security of pEDM, the proof of which can be
found in Sect. 4.3.

Theorem 9. Let 7T & Perm be an n-bit public random permutation and let

ki, ko & {0,1}" be two independent n-bit keys. Then the PRF advantage for
any (q, p)-distinguisher against the construction pEDM , that makes at most g
construction queries and p primitive queries is given by

2 2 2 3
prf 12¢°  2pq 15 2,/q  32pq*  7qp>  24q
AdvaDM(q,p) < N4/3 + N4/3 ' N2/3 T N1/3 N2 T N2 . N2

2q3/2 Zp 3]9\/71_11 2P\/ﬁ q\/ﬁ P3/2 )
N TNt N T TN TN TN

_|_
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Remark 2. We would like to mention here that omitting the key ky in the feed-
forward connection of pEDM realizes the construction t(m(M @ k1) @ M b ky) @
ki = T, which has a similar level of security. Thus, our proposed construction can
be viewed as a 2-round key-alternating cipher based on the permutation-based Davis-
Meyer construction along with an additional permutation, whereas the construction
n(r(Mek)) ®Meky) @ kg = T can be viewed as the Even-Mansour cipher-
based Davies-Meyer construction followed by a permutation. We believe both are
similar in performance and security.

4.2.2. Matching Attack on pEDM

In this section, we show a key-recovery attack on pEDM matching with
Theorem 9, with a total of ¢ = 22"/3+1 construction queries and 2p = 22"/3+2
primitive queries (Fig. 4.2). The idea of the attack is to collect in a set Sy
for each key ky, a triplet of query indices (i,a,b) € [g] x [p] X [p] such that
(M@ ks = %,) A (T @ kg = 7). kg is considered a candidate guess-key if
the number of triplets (i,a,b) in S, such that

Xa @Yo Dty =Xy ©Yy Oty

is at least 2. We show that the true key belongs to the set of candidate
guess-keys with high probability and the size of the set of candidate keys is
not very large.

NotaTioN. For a tuple (M3, My, ..., M;) of length s (each M; € {0,1}"),

(My, My, ..., M) & {0,1}" denotes M; & {0,1}" and Vi > 2, M; &
{0,1}"\ {My,...,M;_1}. Similarly, (Mj, M5, ..., Ms) <= {0,1}" denotes
M, & {0,1}" and Vi > 2, M; & {0,1}" (independent of all My, ..., M;_1).

Claim. Let (ki,k3) be the true key, i.e., the pair of keys used in the construction.
Then

Pr[k} € K] > 0.687 (4.1)
Pr[|K\ {k}}| > 128] < 0.5. (4.2)

This claim shall be proved in the following section. Observe that the first
equation states that the true key kj belongs to the set of candidate keys
with high probability, and the second equation states that the probability of
the number of candidate keys being no less than 128 is at most 1/2. Before
proceeding with the analysis of the attack, we recall the Chernoff bound for
the sum of independent Bernoulli trials:

Lemma 9. Let Xj,X>,..., X, be independent random variables following the
Bernoulli distribution such that X; takes value 1 with probability p; for each i. Let
X=X1+Xo+...+ Xnand y = E[X]. Then, forany 0 < 6 < 1,

Pr[X < (1—8)u] < e 1°/2
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STAGE-I: CONSTRUCTION AND PRIMITIVE QUERIES
1 M; € {0,1}" Vi &% 22/341) ) T; < pEDM(M;[1))Vi € [227/3+1].
2t % & {0,117 Va € [220/341Y), §, « my (%) Va € [220/341),
si U {7 |ae p2/3H)]
4t 1 € {0,1}"\ Uy Vb € [22"/3FY), 6y, « (1) Vb € [227/3F1).

50 Uy {ab b e [22"/3+1]}.

STAGE-II: BACKWARD EQuaTiOoN CHECK
1: Vky € {0,1}”,
Su, {(i,a,b) €M 4IP Mi® i, =k = Ti@ﬁb}.

STAGE-II: CONSTRUCTING THE GUESS KEY SET

1 K+ ¢.

21 Vk; € {0,1}" such that |Sy,| > 2,
ifX%, Qv @l Xy DYy Oty = 0 V(i, ﬂ,b) 7'é (i/, a', b/) = Skl’
then K < KU {ky}.

3: compute ko — M; ® ki B 7, ® ilp, Vk; € K.

Figure 4.2.: An attack on pEDM, where a computationally unbounded adversary

makes O <22”/ 3) queries to the construction and primitives.

4.2.3. Analysis of the Key-Recovery Advantage

In this section, we prove the claim in Sect. 4.2.2.

STEP I: THE TRUE KEY BELONGS TO THE SET OF CANDIDATE KEYS. According to
step 2 of Stage-III of the algorithm, an element k; belongs to the set K if the
following two conditions hold:

(@) |Sk,| > 2and
(b) fg @ga ) ﬁb = .’fa/ @ga/ ) ﬁb/, Y (l, a, b), (i/, (Z/, b/) € Slq/

(where Sy, is the set of all triplets (i,a,b) € ([22"/31])% as defined in
Stage-II of the algorithm, i.e. Fig 4.2) such that

ki = M;d %, and
ki = T,©0,. (4.3)
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For the true key (kj,k3), let z; := m(M; @ ki) ® (M; ® ki @k} ). Note that
all the random variables M; as well as M; @ ki are sampled without replace-
ment. 71(M; @ ki) are also sampled without replacement, independent of
the variables M; @ kj. Therefore, due to the result of [71, 60] on the sum of
two independent permutations, all z; follow the uniform distribution.

Observe next that for the first part ki of the true key pair (ki k3), if
Eqn. (4.3) holds when the value k; is replaced by the true key ki for
some (i,a,b) € ([22”/ 371])3, then the second part k} can be computed as
k3 = %; ® 7, © 1. Hence, the relation

fa@ﬂa@ﬁb:fa/@ga/@ﬁb/

is automatically satisfied for the true key ki and (i,a,b), (i',a’,b") € Sk -
Therefore, to bound Eqn. (4.1), it suffices to bound the probability of exis-
tence of at least two distinct tuples (i,a,b), (i, 4’,b") such that

ki = Miox%,=T,®7,
ki = My&%, =Ty ®0y. (4.4)

Again, for the first part kj of the true key pair (kj, k3), if the following
equations are satisfied

ki = M;®%,

ki = Myozxy

zi = Uy

zjp = (4.5)

for some (i,a,b),(i',d’,b") € ([22"/3“} )3, then it satisfies (4.4). As a result, it
is enough to bound the probability that there exist at least two distinct tuples
(i,a,b), (i',a’,b") such that Eqn. (4.5) is satisfied. We bound this probability
in two stages. In the first stage, we bound the number of i such that z; € U
and we store such i in list £. Let £y be the set of all M; ® kj such that
i € L. In the second stage, we obtain a lower bound for the probability of
the number of a such that ¥, € L) being at least 2.

STAGE I. Let 1; be the indicator random variable that takes value 1 if and
only if z; € Us. It is easy to see that 1; are independent Bernoulli random
variables with success probability 2,1% Let Z = (1; + ...+ 1y2u/311). Then

Z ~ Bin(22"/3+1 2,%) and therefore, E[Z] = 4 - 2"/3. Applying the Chernoff

bound as stated in Lemma 9 with § = 1/2, we get
1
Pr[Z > 23] > 1 - Tt (4.6)

It is therefore evident that the event bounding the size of £ and in turn, the
size of Ly by 2"/3 4 1, holds with high probability.
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StaGe II. In order to bound the probability of existence of at least two distinct
tuples (i,a,b), (i',a’,b) such that (4.4) holds, we bound the following;:

Pr|la: %, € Lym| > 2]. (4-7)
Observe that Eqn. (4.7) is equivalent to
22n/3+1
1— (Pr [ia & Ly, Va e [22”/3“” + Z PriX, € Ly AZy & L, Vb #a] |.
a=1

(4.8)
Since %i,..., %341 are sampled without replacement from {0,1}" and

|£M| _ 2n/3+1’

Pr|% & Luy,Va € 2237 = Pr[#,..., %puayy ¢ L]

(2" — Zn/3+1)22n/3+1

IN

(2n)22n/3_|_1
2 2,2271/3 1
< (1— 22,1—/3> < A (4-9)
Similarly,
22n/3+1
Z Pr [fa E LAy & Ly, Vb # a]
a=1
22n/3+1
= ). Prif, € Ly] Pr(% & Ly, Vb # a]
a=1
92n/3+1 2n/3+1 ) 2.221/3_1
< (1o
= (zn —22n/34+1 4 1) ( 22n/3)
2 -1 2 2_221’1/3
< 8 (1 - 22n/3> ' (1 o 22n/3)
16
< 1 (4.10)
where the last inequality follows due to (1—2> < 2 as n > 3. Therefore,
.
from Eqn.s (4.8), (4.9) and (4.10), plugging in e < 3 gives
17
Prikje K] >1- - (4.11)

Step II: BOUNDING THE sIZE OF K \ {k]}. We use Markov’s inequality to find
an upper bound for the probability that |\ {kj}| > 128 holds:

e\ (i} > 128] < AL (4.12)
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Therefore, it is sufficient to bound the expected size of the set of candidate
keys KC\ {kj}. For each k; € {0,1}",let 1), be the indicator random variable
that takes value 1 if and only if there exist (i,a,b), (i’,a’,b’) such that

XaDVaBUp = Xg DYy iy

ki = M; &%,

ki = T,

ki = My®xy

ki = Ty ®0y. (4.13)

It is clear from the linearity of expectation that

Y Lo = K\ = EK\ i = Y Prln, =1].
ko {0,131\ {k} ko €40, 13\ {k}
(4.14)
This reduces the problem to bounding the probability of 1y, taking value
1. For a fixed choice of indices (7,4,b) and (7,a’,1’), the above system of
equations holds with probability at most 27" as all the random variables
are independent from each other. The number of choices of such indices is
at most (2"/3+1)6_ Therefore,

64
Pr[ly, =1] < — (4.15)

— 2” .
Eqn.s (4.14) and (4.15) bound the expected size of the set of candidate keys
by at most 8. Setting this value in Eqn. (4.12), thus gives

Pr |\ {k:}| > 128] < 1/2,

which concludes the proof of the claim. O

The distinguisher in the attack in Fig. 4.2 is information theoretically
bounded and its run time 3 is more than 2". In particular, for each key
ki, the number of steps required to populate the set S, is roughly 2%".
Therefore, Stage-II of the algorithm takes at most 2*" operations. In step
2 of Stage-IlI, the algorithm requires at least one checking operation for
each set Sy, and therefore requires about 2" operations. This adds up to
give an overall time complexity of O(2*") for the algorithm; the number of

construction queries is 22*/3*1 and the total number of primitive queries is
22n/3+2

3The time complexity of this adversary does not account for the number of times
the adversary makes offline primitive queries; it accounts solely for the time required to
compute local operations.
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4.3. Proof of Theorem 9

Let k = (kq, ko) € {0,1}?" be a pair of n-bit keys. We consider any informa-
tion theoretic deterministic distinguisher D that interacts with the following
oracles: (pEDM, 77) in the real world and (RF, 77) in the ideal world, where
RF is the random function over {0,1}" to {0,1}". We call the first oracle
a construction oracle and the second a primitive oracle. Queries to the con-
struction oracle are called construction queries and to the primitive oracle,
primitive queries. A transcript . = {(My, Ty), ..., (My, T;) } summarizes the
construction queries and a transcript 7, = {(il1,91),..., (iip, ¥p)}, the primi-
tives queries, with the assumption that D makes a total of 4 construction and
p primitive queries. Primitive queries can either be forward queries 7 to the
primitive 7 resulting in responses 3, or inverse queries @ to 77! resulting in
responses ii. Since we assume D to never make redundant queries, none of
the transcripts contain any duplicate elements.

We modify the experiment by releasing internal values to D after it has
finished its interaction with one of the oracles but has not yet output its deci-
sion bit. We also reveal the key k used in the construction in the real world,
and a pair of n-bit dummy keys k = (kj, k) sampled uniformly at random
from the keyspace {0,1}" in the ideal world, to the distinguisher. Thus, the
complete transcript is 7 = (1, Tp,k). Since the modified experiment only
makes the distinguisher more powerful, the distinguishing advantage of D
in this experiment is no less than its distinguishing advantage in the former
one. Let X;e denote the random variable that takes as its value, a transcript
T realized in the real world, and X;q the random variable that takes as its
value, a transcript 7 realized in the ideal world. The probability of realizing
T = (T, Tp, k) in the ideal (resp. real) world is called ideal (resp. real) inter-
polation probability. A transcript T is attainable by D if its ideal interpolation
probability is non-zero. Let © denote the set of all attainable transcripts
and ¢ : © — [0,00) be a non-negative function that maps any attainable
transcript to a non-negative real value. Following these notations and using
the expectation method (1.2), we shall prove the following result:

Lemma 10. Let T = (7, Tp, k) € © be an attainable transcript. Let p(T) =

Pr[7r <& Perm(n) : pEDM — 7. | T — 7). Then

Tre(T) n
T) == = p(T)-2™.
p(r) = 25 = i)

Recall that pEDMy; — 7. denotes pEDM; (M;) = T; for all (M;, T;) € T,
ie. t(m(M; k1) ®M; dky @ k) @ kg = T;, where k = (ky, ky). The proof
of this lemma is hence trivial, the ideal interpolation probability for a good
transcript being wa (since the random function RF always outputs a

uniformly random n-bit string on each input query).
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4.3.1. Definition and Probability of Bad Transcripts

In this section, we define and bound the probability of bad transcripts in
the ideal world. For a transcript T = (7, 7y, k1, k2),

U:={ae{0,1}": (i,9) € 1.},

Vi={6€{0,1}" : (4,0) € 1},

awi=|{(M,T)et: Mk €U},

—|{( , Tt : Tdky €V},
= |{( M T),M,T)etw:T=T
={(M,T), (M, T), M, T") et : TO M dky = M"
|{ (#,0),(@,d) et a@o=a &0},

cqu‘m

We say that a construction query (M, T) € T, is non-colliding if V(M', T") €
7., T # T'. The set of bad transcripts is characterized by identifying two-fold
collisions, as depicted in Fig. 4.3:

— i O i i o T M—
B.1 B.2

— i 7 M/@kl T’@kl i e—
B.3 B.4

T 9 i o

/ ﬁ/ 77/ '> < ﬂ/ 77/ \
B.6 B.7

— i D i o — i b -
B.5 B.8

Figure 4.3.: Different cases of two-fold collisions. A red edge denotes a construc-
tion input/output collision with a primitive input/output, a blue edge
denotes a primitive input colliding with the input or output of some
construction query, and a green edge denotes a collision amongst similar

types.

Definition 3. An attainable transcript T = (1, Tp,k) is called a bad transcript if
any one of the following holds:
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1. Inputs to (resp. outputs of) the two consecutive permutation calls
within one or two construction queries are not fresh:

-BL3IM,T) € ., (i1,0),(,7) € 1y such that M@ kg = il,7®
Ik, = i,

-B2:3(M,T) € ., (i1,0),(#,7') € 1y such that T ©kq = 0,1 &
(Mak) Dk = v

-B3:3(M,T), M, T') € 1, (11,7) € Tp such that MOk = 11,7 S
ﬁ@kz = M/@kl.

- B4:3 (M, T),(M,T') € ., (i1,0) € Ty such that T ®kq = 7,1 &

(MEBkl) @kz = T/EBkl.
2. The input and output of a construction query are both not fresh:

-B5: 3 (M,T) € 7, (4,9),(i',7') € Ty such that M®ky = i, T &
k=7

3. Inputs to (resp. outputs of) the first (resp. second) permutation call

of two construction queries collide with the inputs (resp. outputs) of

two primitive queries, and the inputs to (resp. outputs of) the second

(resp. from first) permutation call for these two construction queries
also collide:

- B.6:3 (M, T),(M,T) € ., (4,9), (ii',3") € T such that M S kq =
iMook =i, iecd=ided.
-B7:3(M,T), (M, T') € 1, (,9), (ii',7") € Tp such that T ©kq =
0, Toki=0,ioM=1i' & M.
4. Additional bad events:

B.8: 3 (M,T), (M, T") € ., (i1,7) € Ty such that M® kq = i1, T =
T

B.9: o > ¢%/2"/3.

B.10: C > g/2"/3.

B.11l:a > \/ﬁ

B.12: > /7.

B.13:6 > /.

Recall that BadT C © is the set of all attainable bad transcripts and
GoodT = © \ BadT is the set of all attainable good transcripts. We bound the
probability of bad transcripts in the ideal world as follows:

Lemma 11. Let T = (T, Tp, k) be an attainable transcript. Then

3qp?  4pg* 3pynq  2pyq g p . pPl?

Pr[xideBadT] < 22n + 22n + om + om + omn + omn
2q 2
+22n/3+2_n'
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Proof. Let T = (1, Ty, k1, ko) be any attainable transcript. As k; and k; are
sampled uniformly and independently from the keyspace in the ideal world,
the union bound gives

Pr[Xiq € BadT] < Pr[B.7VvB.13]+ )  Pr[B.i. (4.16)

1<i<13
i£7,13

We bound the probabilities of all bad events individually, adding which, we
obtain the lemma.

BounpiNG B.1. For fixed values (M, T) € . and (i, 9), (ii’,7') € 1),

1
o

due to randomness of the keys k; and ky. Summing over all possible choices
of these values gives

Priki=Maik =i ®iai =

2
Pr[B.1] < g%. (4.17)
BounDpiNG B.2. For fixed values (M, T) € 1. and (i, ), (ii', ') € 1),
1
Priki=Tadky =0 did(Mek)| = 3

by randomness of k; and ky. Summing over all possible choices of these
values gives

2
Pr[B.2] < g%. (4.18)

Bounping B.3. Fixing (M, T), (M', T') € 7. and (4,9) € 1),

1
Prikj=id®Mk, =70 (M k) @ 1] = 2

by randomness of k; and k;. Summing over all possible choices of these
values gives

2
Pr[B.3] < Z% (4.19)
BounDING B.4. Similar to B.3,
2
Pr[B.4] < Z% (4.20)

Bounbping B.5. Consider the set

BadK; := {ky € {0,1}" : I(M, T) € 7, (i1,9), (ii',7") € 1, such that
ki=Mei=To7}.
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Therefore, for any A > 0,

Pr[B.5] = Pr[k; € BadK]
= Pr[(k; € BadK;) A (|BadK;| > A)]
+Pr[(k; € BadKy) A (|BadK;| < A)]

< Pr[|BadK| > A]] + A (4.21)

21’1

Clearly, |BadK;| < Z, where Z := [{((M,T),4,7') € . XU XV : M@ i =
T ®?¢'}|. By Lemma 21,

Pr[|Z] > qp®/2" +3p\/ng] < 2/2".

Therefore, setting A = gp?/2" + 3p/1q in Eqn. (4.21) gives
P\/_

Pr[B.5] < ZZn —|— 2n (4.22)
Bounbping B.6 V B.13. Note that
Pr[B.6 v B.13] < Pr[B.13] + Pr[B.6 A B.13]. (4.23)

To bound the probability of occurrence of B.13, we define an indicator
random variable 1,, that takes value 1 if and only if 3 (#,, 3,), (i, 05) € Tp
such that i, © 9, = i, ® ;. For fixed values of a,b, Pr[l,, = 1] = 1/2"
as either both (#,,9,), (iiy, 7y) are backward queries with random values
for il,, ily, or at least one of them (say (7, 7)) is a forward query, with a
random value for @,. Hence, by the linearity of expectation,

2
Y ELy] =Y Prlt, =1 < T (4-24)
ab ab
Therefore, using Markov’s inequality, we have
E[0] _p>/?
Pr[B.13] = Pr[f > /p] < % < pzn , (4.25)

by Eqn. (4.24). Next, in order to bound the probability of occurrence of the
event B.6 A B.13, we fix (M, T),(M',T') € t. and (i1, 3), (#',7') € Tp. Then
the probability of the event ( M @ kg = i) A(M' @ kg = ii’) A (u ®o=1i &)
is 1/2" due to the randomness of k;. This probability is well defined as
i #a

Observe that the number of pairs (i, 3), (ii’,7’) € T, that satisfy this event
is at most ,/p. Furthermore, the number of choices for (M, T) € 1 is g,
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which restricts the number of choices for (M’, T') € 1. to at most 1 (since
choosing an (M, T) determines (M', T') as M’ = @’ @ ii & M). Hence,

Pr[B.6 AB.13] < 072#. (4.26)

Combining Eqn.s (4.23), (4.25) and (4.26), we get

3/2

Pr[B.6 V B.13] < qz# + ;’2—,1.
BounpING B.7. For fixed pairs (M, T), (M',T') € 1. and (i1, 9), (7', 7') € T,
this event occurs with probability 1/2%" due to independence of T and T'. As
the number of choices for (M, T), (M’, T') is at most > and the number of
choices for (7, 7) is at most p, the number of choices for (ii’,7') are restricted
to at most 1. Varying over all possible choices of (M, T), (M', T') € 1. and
(i1,9), (@',7') € 15, we have

(4-27)

Pr[B.7] < Zg” (4.28)

Bounping B.8. Fix (M, T),(M',T') € 7. and (4,7) € Tp. Then

1
22n

Prki =i ®M,T=T]=

Summing over all possible choices of (M, T), (M',T') € 1, (ii,7) € T, We
have

PefB.8] < I (4-29)
BounDING B.9. Consider an indicator random variable 1, ;,;,, which takes
value 1 if and only if (M;, T;,), (M;,, Ti,), (Mi,, Ti;) € Tc such that T ®
M;, ® ky = M;, @ k. Since Pr[1;;,;, = 1] = 1/2" for fixed values of iy, iy
and i3 (by the randomness of k;),

3
Z E[ﬂilizig] = Z Pr[]li1i2i3 = 1] S Z_n (430)

i1ipi3 iyipi3
Therefore, by Markov’s inequality,

E
Pr(E.s] = Prlo = /27 < £l < Sl (by Ban (130) 439

BounpING B.10. Consider an indicator random variable 1, ;,, which takes
value 1 if and only if 3 (M;, T;,), (M;,, Ti,) € Tc such that T;; = T;,. Since

17

Pr(1;;, = 1] = 1/2" for fixed iy, i, (by the 1ndependence of T;, and T;,),
2
E[C] = Y ElLy] =Y Prlty, =1 < L. (432)
11p 1112

110



4. Permutation-Based EDM: An Inverse-Free BBB Secure PRF

Therefore,

E[C
Pr[B.10] = Pr[C > q/2"/%] < /gn]/?) < 223/3 (by Eqn. (4.32)).  (4.33)

BounpING B.11. Again consider an indicator random variable 1;,, taking
value 1 if and only if 3 (M;, T;) € T, (#14,92) € Tp such that M; © kq = il,.
Fixing i,a implies Pr[1;, = 1] = 1/2" by the randomness of k;. Thus,

Bl = LElta] = L Pr{lu =1 < (4:34)

Then by Markov’s inequality,

r = Pr« %
Pr[B.11] = Pr[a > /q] < v

< PV

(by Eqn. (4.34)) - (4.35)

BounpiNG B.12. Consider 1;,, taking value 1 if and only if 3 (M;, T;) €
T, (ila, Ta) € Tp such that T; © ky = 9,. For fixed values i, 4, since Pr[1;, =
1] = 1/2" by the randomness of kj,

Y E[Lig] =} Pr(lj; =1] < Z—Z (4.36)

Therefore, using Markov’s inequality gives
Pr[B.12] =Pr[f = \/q] < % < PV (by Eqn. (436)).- (4-37)
The result follows from Eqn.s (4.16)- (4.37). ]

4.3.2. Analysis of Good Transcripts

This section shows that for a good transcript T = (1, Ty, k), realizing 7 is
almost as likely in the real world as in the ideal world:

Lemma 12 (Good Lemma). Let T = (TC,Tp, k) € GoodT be a good transcript,
and Xye, Xiq be as defined previously. Then there exists a positive integer t such
that for 0 <t < q/2"/3,

PriXee =] _ | (124  2pq 13¢  2pt 27  28pq®  4p’q
Pr[xid — T] — 24n/3 24n/3 2211/3 5]2 2n/3 22n 22n
+24q3 N 2q3/2)
22n on ’
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4.3.3. Proof of Good Lemma

In this section, we prove Lemma 12 by establishing a lower bound for p(7)
— since it is clear from Lemma 10 that to compute the ratio of real to ideal
interpolation probabilities for a good transcript 7, one must compare this
probability with 2",

Establishing a Lower Bound for p(7)

T = (7, Ty, ki, kp) being a good transcript, we now prove that the set of
construction queries T, can be partitioned into the following subsets:

Qu = {M,T)er.:Mdk; €U}
Qy = {MT)ew:Todk €V}
QO = {(M,T)ETCM@kléu,T@k1¢V}

Observe first that Q;y U Qy U Qp. By definition of bad transcripts, Q;y N
Qy = ¢ and by definition of the subsets, Q;; N Qp = ¢, Qy N Qp = ¢. Thus:

Proposition 1. Let T = (T, Ty, ki, kz) € GoodT be a good transcript. Then the
sets (Qyy, Qy, Qo) are pairwise disjoint.

Since 7 is a good transcript, & = [Qy| < \/gand B = |Qy| < /q. Let
E; denote the event pEDMy — Q. Similarly, let E), denote the event
pEDM; — Qy and Ej denote the event pEDM;. — Q. It is easy to see
that

p(t) = PrlEy AEy AEy| Tt — Tp]
= PI‘[EU A Ey ’ 7T — Tp] : PI‘[EO ’ EyNEp NT — Tp]. (438)

Therefore, it is enough to establish a good lower bound on the final two
probabilities to obtain a bound for .
To bound Pr[Ey A Ey | T — T,], we define the following sets:

Si={Moki: (MT) € Qy}, S ={Maki:(M,T) < Qy}
Dy ={Tdk : (MT)e Qy}, Dy:={T®k:(MT)ec Qp}

Note that S; C U, |S1] = a, and D, C V, |D,| = B. Since m — T, 7T is
fixed on exactly p input-output pairs. Therefore, for each (M, T) € Q,, 3!
(i1,7) € 1y such that M@ ky = i, so that 71(M @ k) is well defined and equal
to 0. Similarly, for each (M, T) € Qy, 3! (4,7) € 7, such that T® ky = 7,
so that 71 (T @ k; ) is well defined and equal to #. We can now define the
following two sets:

X, = {N(MEBkl)EBM@kl@kz : (M,T) € Qu}
X = (Y (Tok) dMak @ky : (MT) € Qp}.
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Proposition 2. Every element of D is distinct and does not collide with any
primitive query output. Similarly, every element of Sy is distinct and does not
collide with any primitive query input.

Proof. The distinct property of D; follows from —B.6. Moreover, if any
element of D; collides with a primitive query output then it would satisfy
condition B.2. Thus, D1 NV = ¢ = D1 ND, = ¢ and hence |D;| = a.
Similarly by definition, every element of S, is unique and does not collide
with any primitive query input (otherwise satisfies condition B.2). Hence,
S NU = ¢ = S NS = ¢ and hence |S;| = B. O

Proposition 3. Every element of X is distinct and X1 NS = ¢, X1 NSy = ¢.
Every element of X, is distinct and X, N D1 = ¢, X N Dy = ¢.

Proof. For the sake of contradiction, assume that 7(M;, ® ki) & M;, ®k; @
ky = n(M;, k1) ® M;, D k1 ® ko for some (M;,, T;,),)(M;,, Ti,) € Qu.
However, this requires validity of the condition B.7, necessitating 7 to
be a bad transcript. Thus, every element of &) is distinct. Furthermore,
no element of X; collides with any primitive query input, as otherwise
condition B.1 would be satisfied. This implies X1 NS; = ¢. Also, X1 NSy = ¢
follows due to =B.4. Thus, X1 NU = ¢ = A1NS; = ¢ and X1 NS, = ¢.
Hence, |X| = a.

Again assuming 7 YT, ® k) & (M;, k) D ko = n (T, D kq) @
(Mi, ® ki) ® ko for some (Mll,T ), (M;,, T;,) € Qy forces the condition
B.8 to hold, necessitating T to be a bad transcript. Thus, every element of X,
is distinct. Moreover, no element of &) collides with any primitive query out-
put, as otherwise condition B.3 would be satisfied. This implies X, N1 D, = ¢.
Since X, N Dy = ¢ follows due to -B.5, Ao NV = ¢ = A, ND,; = ¢ and
X, N Dy = ¢. Hence, |X,| = B. O

Consider the following two sequences:

Ql = (N(Mi@kl)@Ml‘@kl@kz,Ti@kl)(Mi’Ti)eQu.

From propositions 2 and 3, it follows that the domain of Q; is disjoint from
the domain of Q. Moreover, they are pairwise disjoint from ¢/. Similarly,
the range of Q; is disjoint from the range of O, and they are pairwise
disjoint from V. Therefore, X = (U, X1, S;) and Q) = (V, Dy, &) are disjoint
collections. Thus, from Proposition 1,

Pr[Ey ANEy|m — Tp]

= Pr[nﬁPerm(n):%\UL@\V|7T—>TP]
1

- T s (4-39)
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We now bound Pr[Eg | Ey A Ey A m — T,]. For the sake of simplicity, we
rename the elements of Qp as Qy = {(My, T1), (Mp, T), ..., (Mq/, Tq/)}, and
note that |Qy| = g’ = g — (« + B). Let us define sets

X = {Me{0,1}": (M,T)e (w\ Qu)}
Y = {Te{0,1}": (M,T) € Qo}
S = {(MT)e Q:V(M,T) # (MT) e QT #T'},

where r = ||, S is the set of non-colliding queries of Qy and s’ = |S]|. Since
T is a good transcript, s’ > g — 2,%, so as not to satisfy B.10. Thus, we must
bound the probability that a permutation 7r realizes Q, i.e. we must bound
the number of permutations 7t that are already fixed on « + B input-output
pairs such that

V(M, T) € Qp,t(n(Mdk)) DMk k) Dky =T. (4-40)

Note that the equations in Eqn. (4.40) are not independent as the two
permutations are identical: for two queries (M, T) and (M’,T') in Q,
nTMek) ®Mak &k, = M @k implies 1(M' @ ki) = T @ k. Simi-
larly, tM @ ky) = T' @ kg implies t1(M’' © k1) ® M &k Dky = M D k.
One could count only the permutations 7t that are already fixed on a +
input-output pairs such that for any query (M, T) € Qo , (M & ki) B M P
ki @ ko € X ® k;. However this only leads to a birthday bound. To obtain a
beyond the birthday bound, we need to allow for collisions and a more pre-
cise counting. We shall thus consider permutations 7t that are already fixed
on a + B input-output pairs such that T(M @ ki) DM Bk dky = M @ kg
for t pairs ((M, T), (M’, T")) of distinct non-colliding queries, where ¢ is a
sufficiently large value. However, care must be taken in choosing the ¢-pairs
of distinct non-colliding queries so as to not create incompatibility with
other queries.

Counting Collisions

To this end, we define an index set Z = {i € [¢'] : (M;, T;) € S}, and the
set T2 = 7@ = {(i,j) : i,j € Z,i # j} i.e. the set of all ordered pairs of
distinct elements of 7.

Definition 4. For a fixed positive integer t, an unordered set of t ordered pairs of
indices

Ty = {(i1, j1), (i2, j2), - -, (it j1) } € 7,
is good if it satisfies the following conditions:

1. for I € [t], M; © M;, are distinct.
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2. forl € [t], Tj, ® M, are distinct.

3. forl € [t], ]leaMll@sz_fV

4. forl € [t], T, @ M;, @ ko ¢ U.

5. forl € [t], T, ©ko © M, ¢ X © k.
6. forlE[t],Mll@kz@ &Y ek
7. for L € [t], Mj, ® M;, @kz ¢ X,
8. fO}’l S [t] Tll @ M]l b ky & Xj.

We call an element in the set Z; a dependency pair.

Note that Z; is the set of t ordered pairs of indices of non-colliding queries.
We justify below why the conditions listed above, are not incompatible with
the other queries.

RATIONALE FOR THE CONDITIONS. A dependency pair (ij, j;) € Z; is depen-
dent in one of the following two ways:

(a) 7T(M1'l ok @ (Mil Dky) bk = M]'l @ kq or
(b) m(M; Dk1) =T; Dk

for permutations 7t that are already fixed on a + B input-output pairs. Such
a dependency pair is said to be of length 1. Thus, we have the following two
equalities:

(@) T1(M;, ®kq) = M;, © M;, D ko,
(b) 7T(M]'l D kl) = Mil D Mjl P ko.

Both these equalities impose distinctness of the permutation outputs, which
justifies condition (1) of Defn. 4. They also require the permutation outputs
to not collide with any primitive output (i.e. the elements of V), as their
corresponding input does not collide with any primitive input (i.e. elements
of U), validating condition (3). Similarly, M; © M;, @ ka should not collide
with any element of Y © k;, establishing condition (6). Furthermore, M;, @
M;, @k should not collide with any element of X5, as (M;,, T}, ), (M;, T’z) 7

Qy. This justifies conditions (7). Finally, since Eqn. (a) also imposes the
following equality:
(C) 7T(M]'l dky) = Til P ki,

(M, Dki) © (M;, © k1 D kp) (or equivalently T; © M;, @ kz) should be
distinct, which accounts for condition (2). Moreover, it should not collide
with any other elements of X @ ky, as it would otherwise extend the length
of the dependency pair by 1. This validates condition (5) of the definition.
Similarly T;, ® M;, ® k; should not collide with any primitive inputs, as
T;, ©k; does not collide with any primitive output. This establishes condition
(4) of the definition. As T, ® M;, © k should not collide with any element
of &, (otherwise Tj, © k; € Dj, which is not possible as (M;, Tj,) ¢ Qu),
this justifies condition (8).
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Lemma 13. Fix a positive integer t such that 0 < t < M. Then the number of
good sets Ly of t pairs of non-colliding queries is at least

2 G (1 9w 2

t o3 g2

Proof. First observe that amongst the (s’ — 1) possible pairs of non-colliding
query indices (i, 1), at most (20 +2p + a + B) of them do not satisfy
conditions (3)-(8). Indeed, by definition of a good transcript (more precisely,
bad event B.9), there cannot be more than ¢ pairs ((M;, T;,), (M;,T;))
such that T; @ M © ky € X @ kq, and there cannot be more than ¢ pairs
(M, Ty), (M]l, T; )) such that M;, & M, ©kp € Y @ k. Similarly, due to
B.11, there cannot be more than « pairs such that T, ® M;, © k; € X} and
due to B.12, there cannot be more than  pairs such that M;, & M;, ©k; € A5.

Hence, we obtain a lower bound Z; as follows:

- (i1,j1) can be chosen from at least s'(s' — 1) — 20 — 2p — a — B possi-
bilities.

- Once (i1, j1) is fixed, iy can be chosen freely from the remaining (s’ —2)
possibilities. Since jz must be different from iy, j; and iy, M;, & M;, #

/1 ,and T;, i, # Ti, & Mj,, the number of choices for j; is
(s ) after removmg the at most 20 + 2;9 + a + B pairs of queries
not satisfying (3)-(8), there remain at least (s’ — 2)(s’ —5) — 20 — 2p —
a — B possibilities for the pair (i3, j).

- Assuming (i, j1), (i2, j2), (i;_1, j1_1) are already selected, i; can be cho-
sen freely from the (s’ — 2] + 2) remaining possibilities. As j; must
be different from iy, ji, ..., -1, ji—1,i; and it must be such that M; ©
Mil 7é de @Mid ford € [l — 1], Tiz EBM]'I # Tid @M]'d ford € [l — 1],
there are at least (s’ — 4l + 3) possibilities for j;. After removing at
most 20 + 2p + a + B pairs not satisfying (3)-(8), there remain at least
(s" =21 +2)(s" — 4l +3) — 20 — 2p — a — P possibilities for the pair
(i1, Ji)-

Since 7; is an unordered set of t pairs, the number |Z;| of good sets is at
least
1 =1
Hio

|Z;| > ((s"=21)(s' —4l—1) =20 —2p—a — B).
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[any

(8o i3 (8 = 2)(s' —4l —1) —2p — 20 —a — B
t! (" =20)(s' =21 —1)

Therefore, |Z;| >

I
o

I
S (s") it 1_215’—412+2p+20+a+,5
I (s"=20)(s" =21 —1)
= 21" +2p+20+a+ B
> — <t <
ST ! 1 (5 —2M)? (1<t < M)

S (s")2t 1 _t_l 20" +2p+20+a+ B
= = (s —2M)?2
o (a1 2s'M? + 2pt + 20M + aM + BM
- t! q2
(t<Mands —2M <gq)
o (8 (1 _2M* 2pt 20M  BM ocM)
-t 9 ¢ ¢ ¢ ¢
(ass’ <gq)
o (29 2pt 29 2
- Al 22n/3 qz 22n/3 \/ﬁzn/B
(as M<q/2"3 0 <g?/2"3 and a, B < \/ﬁ>
' 2
> (st (1_i_%_2_q_ﬂ) (g=>1)

22n/3 q2 22n/3 mn/3

> (s")as (1 49  2pt 2\/5)' -

22n/3 " g2 T n/3

We shall henceforth work with a fixed positive integer ¢ such that 0 <
t < M and a good set Z; = {(i1,/1),--.,(it,j:)}. For a good set Z;, let
Qr, ={(M;, T;) € Qo: (i,x) € I; V (%,1) € Z;}. We shall now compute a
lower bound on the number of permutations 7t that are already fixed on
« + B input-output pairs and satisfy

n(rMok) oMok @k) ok =T,V(M,T) € Qo (4.41)

such that for any I € [t], 7(M; © k1) ® M; @ k1 @ ko = M, @ ky. Such a
permutation 77 for the 2t queries appearing in Z; exists if and only if VI € [¢],

1. H(Mjl k) = M; & M;, & ko,
2. (M;, ®ky) = T; ©k; and
3. 7T(T1'l 2, M]l EBkz) = T]‘l EBkl

This set of 3t equalities is input-output compatible as Z; is a good set. Now,
as the sets in the collection X* = {X @ ki, U, X1, {T;; ©M; ®ky: I € [t]}}
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are pairwise disjoint, and so are the sets in the collection 9+ = {Y @
ki, V, A, {M]l S5, Mil Pk, : I € [t]}, {Mil D M]'l Pk : I € [t]}}, we can
define

X' = XekUUUXU{T,®M; @k, c [t]} and
Vo= YekiUVUXU{M;, dM; dky: 1€ [t]}
U{Mil @Mjl dky: 1€ [t}

It is easy to see that |X'| = ¢+ p+a+tand || =r+2t+ p+ B, where
one may recall that » = |)|. For the remaining queries in Qg such that
(M,T) ¢ Qp,,1letq" =q —2t = q—a—p—2t 5" =5 — 2t the number
of non-colliding queries in Qg \ Qz, and ' = r — 2t the number of distinct
oracle responses appearing in these queries.

An approach similar to [55] allows us to regroup the elements of Qg \ Q7,
such that all queries with the same output become consecutive. We write
the queries as follows:

(
((M].].I Tl)/ ey (M1q1’ Tl),
/ (M21/ TZ)I' T (MZQ2I TZ)/

(MT'/,]./ TT'/)/ e ey (Mr/,qr/, Tr/)) 7

\

where Tj,..., T, are distinct. Furthermore, (g1 + ...+ ¢g+) = ¢q”. For the
ease of later computations, we assume that all non-colliding queries appear
first followed by colliding queries, i.e. q; = 1 for i € [s"] and g; > 1 for
ie{s"+1,...,7"}. Our goal is to obtain a lower bound on the number of
permutations 7t € Perm(n) that are already fixed on a + B input-output pairs,
and in addition to satisfying above 3t equalities, also satisfy the following;:

VM, T) e U, n(n(M®k)) DM Bk Dky) D ky = T. (4.42)
We thus sample all intermediate values z = 71T @ k;), which leads us to
the second step of the proof.
Sampling Intermediate Values
Consider a sequence z = (z1, 2y, ...,z,) of r n-bit values. We say z is good if

each z; is distinct

Cforallie [r],z; ¢ X'

. foralli €[] and j € [q], z; ® M;; are distinct
forallie [F]andj€ [g], zz @ M;j @k Do £ V.

N R
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For any good tuple z = (z1, ..., zy), the equalities
Vi e [1’/],Vj S [qi], 7T(Mi,]' D k1) =z;0ky ® Mi,]' @ ky

Viel[r],n(z) =T &k

are compatible with all previously defined input-output pairs. Likewise, a
permutation 7t satisfying these equations is such that 7(r(M & k;) & M &
ki ®ky) =Tdk; forall (M, T) € 7.

Lemma 14. Fix a positive integer t such that 0 < t < M and a good set L;. Then
the number of good tuples z = (z1, ...,z ) is at least

Nza)z<2"—q—p—a—ﬁ—3t—r>s~sﬁ1(1— L)
i=0 2n_(5q+p)_l

-y 69> _ 2pq
O (1 ~ 24n/3  94n/3 |-

Proof. The number of valid choices for z; is atleast 2" — (g +p+a +t) —
qi(r+2t+p+pB)asz; ¢ X' andz; O M;; Dk S ko & )’ for j € [q1], where
(X' =qg+p+a+tand |YV'| =r+2t+ p+ B. Once the value of z; is fixed,
zp can be chosen in the following way:

20k ®& M@k ¢ ) forj € [q]
Zy # 21D Ml,j D M2,]" forj e [ql],j/ € [6]2]

Thus, the number of valid choices for z; is atleast2" —1— (g +p+a +1t) —
q2(r + 2t + p + B+ q1). In general, after choosing values for zy,...,z;_1, the
number of valid choices for z; is at least

i—1
2" —(i—-1)—(g+p+a+t)—gq <r+2t+p+ﬁ+2q]->.
j=1

This is because z; cannot be equal to zq, ..., z;_1, which accounts for i — 1
terms in the above equation. The term (g + p + a + t) is present in the
equation as z; ¢ X’, and j € [g;],z; D ko © M;; © kq ¢ V', which establishes
the term q;(r +2t + p + ). Lastly, z; # 27 ® M;; © M;y for | € [i—1],j €
[9:],7 € [qi] explains the term g;(q1 + ...+ g;_1) in the equation. Therefore,
overall the number of good tuples z is at least

r'—1 i
N (t) > H (2”—(q+p+zx+t)—i—qi+1 <r+2t+p+ﬁ+ Zq]->>.
i=0 '

j=1
(4-43)
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Next, we split Eqn. (4.43) into two parts — the first comprising the s” non-
colliding queries and the second, the colliding queries:

H —(g+p+a+t)—i—r—2t—p—B—i)-
i=0
r'—1 i
<?—%q+p+a+ﬂ—d—qw1Gﬁab+p+ﬁ+§:%>>
i=s" j=1
-1
> [ @ —@+2p+a+p+3t)—2i—7)-

i=0

~

r'—1

2" — q+P+lX+t)_l—ql+1 (r+2t+p+ﬁ+zq]>>
]

i=s"

(4-44)
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since a, 8 < g, < gand 3t <gq. Also, fori € {s",s" +1,...,¥' =2,/ =1},
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Therefore, the result follows from Eqn.s (4.44), (4.45) and (4.48). O

Final Calculation

As Sect. 4.3.3 fixes m on 3t input-output pairs and Sect. 4.3.3 fixes 7T on
q" + r' input-output pairs, i.e. a total of 3t +¢”" ++ = g+t + 1 pairs
(as ¢ = q' —2t), and also on p + a + B input-output pairs by the attack
transcript, Lemmas 13 and 14 imply
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Therefore, from Lemma 10 and Eqn.s (4.38), (4.39) and (4.49),
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where (1) holds as 2" —p—a — B < 2" — p. (2) holds as s” < ¢’ and (3)
holdsas p+i <2"/2,p+i+5q <2"/2.

ComruTING D.2.

Z (S/)Zt'(zn—q—P—lX—,B—?)t—r)su

D2 =
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@' —q—p—a—P—s)gy "—p—a—p—gq —r+s)u

-

E.3
(4.52)

where (1) holds as ' = r — 2t and s” = s’ — 2t. Now, we individually bound
E.1 and E.3 as follows:

ComruTtING E.1.

(s") ot (s’ —2M)? 4tM
1 = > > 1- = _
R GG I C A o)
@ amz - sMm? ) 84
> 1_6]—M > 1—7 > (1_W)' (4.54)

where (2) follows as s’ > g — M, (3) follows as g —3M < q/2 and finally
(4) follows as M = q/2"/3.

ComruTtING E.3.
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where (5) and (6) follows as s” = s’ — 2t. Now, we individually bound E.3.1
and E.3.2 as follows:
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ComruTtING E.3.1.
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where (7) follows as g+ p+i+r—s <2"/2,(8) follows as a, f < g and
(9) follows as s” +t < g.

CoMmPUTING E.3.2.

. (2"—gq-p—a—B—=3t—1)y
32 = (2" —q—p—a—p—s —t)y
B Shl - 2t+r—5
s M —g—p—a—PB—s —t—i

2n
(11) 6s"' M\ (12) 64>

where (10) follows as t < Mand g+ p+a+B+s +t+i < 2"/2. (11)
follows as ¥ —s’ < M and (12) follows as s” < g and M = q/2"/3. Therefore,
from Eqn.s (4.55) and (4.56) and using the inequality (1 —a)(1 —b) >
(1—a—"0) fora,b <1, wehave

2q3/2 66]2
E3 > <1— on  ongs | (4.57)

Now combining Eqn.s (4.52), (4.53) and (4.57) and using the inequality
(1—a)(1=b)>(1—a—">)fora,b <1, wehave

10 " o
(2) (1_25 2M +r s))

8q 2q3/2 6q2
mz@-wﬂ—%-vw3-ZEz (4.58)

0<t<M
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Note that for a fixed t, E2 = Hyp(t)n/ ¢ &, where N' =2" —g—p —a — 8
with parameters N’,s’ and s'. It is a well-known result that the expecta-

tion of the hypergeometric distribution with parameters N, s/, s’ is s/ N’.
Therefore, we have

8920/ 6 )
D2>(1- - - - Y. Hyp(H)nrg s
( 22n/3 on 24n/3 oM 5,8

Now, using Markov’s inequality, we have

5/2 q
t;v[ Hyp(t)N/,S/,S/ S qzzn/:; S 22?1/3’ (459)

where the first inequality appears due to the Markov’s inequality and the
second inequality follows as s’ < g and M = q/2"/3. Therefore, from
Eqn.s (4.58) and (4.59) and by the inequality (1 —a)(1—b) > (1 —a —b) for
a,b <1, we have

9 _29°  6¢°
D.2 > (1 Tom3 T on a3 | (4.60)

Finally, combining Eqn.s (4.50), (4.51) and (4.60) and using the inequality
(1-a)(1—b)>(1—a—">b)fora,b <1, wehave

o(t) =
1_<12q2 2pg , 13¢  2pt, 2J7  28pg®  dp*q 247 2q3/2>

24n/3 ' 24n/3 1 52n/3 ? on/3 72n 72n 72n o

[\

#(7)
This completes the proof of Lemma 12. Now it only remains to compute the

expectation of ¢(7) as follows:

CoMPUTING THE ExPECTATION. We now compute the expectation of ¢(T)
over the randomness of the permutation 7t as follows:
1242 134 28pqg>

_ 2pt 2pq 27 a?q 2493 | 2432
Ex[p(n)] = ET[l:?:|+(24n/3+24n/3+22n/3+2n/3+ 2o T oo T n T

) 1242 | 2pg 139 |, 27 , 28pg? | 4p2q | 24¢° | 243/2
= ,TzEﬂ[tH(24n/3+24n/3+22n/3+2n/3+ ot om ot ).

Now, it remains to compute the expectation of the random variable t over the
randomness of the permutation 7. Let ¢; be the indicator random variable
that takes the value 1 if 7(M; k1) ® M; Dk, € X, for 1 < i < M. Therefore,
it is easy to see that

/

Pr[ti = 1] = Pr[n(Mi @kl) & M; bk € X] < Zq_n
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Since t = t; + ...+ tp1, due to the linearity of expectation, we have

M M q
Balf] = LBl = Ll =1 < B <00 e
i= i=

where the last inequality appears as M = q/2"/3 and ¢’ < q. Therefore, from
Eqn. (4.61), we have

Exlp(T)] <

124> 2pg 139 24 28pg®> 4p*q 244> 2¢°/2  2p
24n /3 24n /3 22n /3 on /3 22n + 22n + 22n + on 24n /3"
(4.62)

The result of Theorem 9 follows from the expectation method (1.1), Lemma 11
and Eqn. (4.62) which concludes the proof of the security result.

4.4. Summary

This chapter has proposed an inverse-free single permutation-based be-
yond the birthday bound secure PRF that requires 27 bit keys. The same
goal may also be achieved using the single permutation-based tweakable
Even-Mansour cipher [67]. However, this solution comes at the cost of im-
plementing the costly universal hash functions. Furthermore, parallel modes
like nEHtM,, SOEM22 or DS-SoEM also achieve beyond the birthday bound
PRF security, but again the former requires implementation of a universal
hash function, SOEM22 requires two independent permutations and DS-
SoEM takes an (n — 1)-bit input. It will be interesting to study the sequential
design of an inverse-free single permutation-based PRF with only an n bit
key. We believe that pEDM can be turned into a single permutation-oriented
beyond the birthday bound secure nonce based MAC by XORing an almost-
XOR universal hash function in between the two permutation calls (in a
similar vein as the EWCDM [56]).
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Abstract

Yasuda proposed a variable input-length PRF in CRYPTO 2011, called
PMAC_Plus, based on an n-bit block cipher. PMAC_Plus is a rate-1 construc-
tion and inherits the well-known PMAC parallel network with a low addi-
tional cost. However, unlike PMAC, PMAC_Plus is secure roughly up to 22"/3
queries. Zhang et al. proposed 3kf9 in ASIACRYPT 2012, Naito proposed
LightMAC_Plus in ASIACRYPT 2017, and Iwata et al. proposed GCM-SIV2
in FSE 2017 — all of them secure up to around 22"/3 queries. Their struc-
tural designs and corresponding security proofs were unified by Datta et
al. in their framework Double-block Hash-then-Sum (DbHtS). Leurent et al. in
CRYPTO 2018 and then Lee et al. in EUROCRYPT 2020 established a tight
security bound of 23*/% on DbHtS. That PMAC_Plus provides security for
roughly up to 23"/# queries is a consequence of this result. In this chapter,
we propose a public permutation-based variable input-length PRF called
pPMAC_Plus. We show that pPMAC_Plus is secure against all adversaries that
make at most 22*/3 queries. We also show that the bound is essentially
tight. It is of note here that instantiation of each block cipher of pPMAC_Plus
with the two-round iterated Even-Mansour cipher can yield a beyond the
birthday bound secure PRF based on public permutations. Altogether, the
solution incurs (2¢ 4 4) permutation calls, whereas our proposal requires
only (¢ 4 2) permutation calls, ¢ being the maximum number of message
blocks.

Keywords — PMAC_Plus, Public Permutation, PRF from PRP, Sum-
Capture Lemma, Coefficients-H Technique



5. Tight Security Analysis of the Public Permutation-Based PMAC_Plus

5.1. Introduction

BEYOND THE BIRTHDAY BOUND PRFs. Over the years, there have been many
proposals of beyond the birthday bound-secure PRFs. In [135], Yasuda
proposed SUM-ECBC, a beyond the birthday bound-secure PRF. SUM-ECBC
is a rate-1/2 sequential mode of construction with four block cipher keys
that offers about 27 /3-bit security. In [134], he proposed another beyond the
birthday bound-secure PRE, called PMAC_Plus that also offers about 21 /3-bit
security. However, unlike SUM-ECBC, it is a rate-1 and parallel mode of
construction with three block cipher keys. In the following year, Zhang et
al. [136] proposed another candidate for a beyond the birthday bound-secure
PRE, called 3kf9, which is a rate-1 sequential mode of construction with three
block cipher keys and offers 21 /3-bit security. Following these works, Naito
proposed LightMAC_Plus in [114], the first beyond the birthday bound-secure
PRF which is proven to have an ¢ independent beyond the birthday bound
and hence effectively offers a better security than that of all the earlier three
proposals. Datta et al. [63] proposed a single-keyed variant of the PMAC_Plus
that offers a better security bound than that of PMAC_Plus. In [61], Datta et al.
unified the design of all four beyond the birthday bound-secure PRFs (i.e.,
SUM-ECBC, PMAC_Plus, 3kf9, LightMAC_Plus) and gave a common security
proof for all of them. They also proposed a two-keyed version of SUM-
ECBC, PMAC_Plus, 3kf9, LightMAC_Plus and have shown that all of them
achieve roughly 2n/3-bit security. Interestingly, all these constructions share
a similar structural design and offer the same level of security. All this
motivated the unification of these designs and the provision of a common
security proof for all of them in [61].

DouBLE BLOCK-HASH-THEN-SuM. DbHtS [61] is a generic methodology for
designing block cipher-based beyond the birthday bound-secure PRFs. It is
a composition of two constituent elements: (i) a double block hash function
that outputs a 2n-bit hash value of the input message and (ii) a sum function
used in the finalization phase that generates the final tag by XORing the
encryption (via two independent block ciphers) of two n-bit hash values. The
authors have shown that if the cover-free advantage (refers to the probability
that for a triplet of messages M,;, M;, M, the first halves (i.e. the leftmost
n bits) of the hash values of M; and M; collide and the second halves (i.e.
the rightmost n bits) of the hash values of M; and My, collide) and the block-
wise universal advantage (refers to the probability of collision of either
of the halves of the hash values of any pair of distinct messages) of the
underlying double-block hash function is sufficiently low, then DbHtS is
secure up to 22"/3 adversarial queries. The authors have also shown the
applicability of their result by instantiating the two-keyed variants of SUM-
ECBC, PMAC_Plus, 3kf9, LightMAC_Plus and have proven 2n/3-bit security
for all of them. Using the generic result, authors have also improved the
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Table 5.1.: Comparison table for permutation-based PRFs and MACs. n denotes the state
size of the permutation, which we also call block size. The last row describes
pPMAC_Plus, proposed in this work. The second and third columns, i.e. #(7)
and #(k), respectively show the number of permutations and the number of keys
required by the construction. i/p (resp. o/p) size denotes the bit size of the input
(resp. output) to the construction. Constructions with a dagger symbol use keyed
hash functions and the number of keys they require includes the hash key as
well; they also take nonce as one of their inputs. Security bounds mentioned in
green denote lower bounds for which a matching upper bound isn’t yet proven,
while blue denotes tight bounds and red denotes upper bounds.

| Constructions | #(mr) | #(k) | (i/p, o/p)size | Security |
SoEM1 [53] 1 2 (n,n) n/2
SoEM21 [53] 2 1 (n,n) n/2
SoEM22 [53] 2 2 (n,n) 2n/3
SoKACL1 [53] 1 2 (n,n) 2n/3 [47]
SoKAC21 [53] 2 1 (n,n) n/2 [118]
pEDM [73] 1 2 (n,n) 2n/3 [73]
PDMMAC [47] 1 1 (n,n) 2n/3
DS-SoEM [28] 1 2 (n—1,n) 2n/3
CENCPP* [28] w+1 2 (1’1, wn) 2n/3—log(w?)
DS-CENCPP* [28] 1 2 | (n-log(w+1),wn) | 2n/3-log(w*)
(t) nEHtM,, [70] 1 2 | (n—1+4n,n) 2n/3
(+) PDM*MAC [47] 1 | 2 (n+ tn,n) 2n/3
(t) IK-PDM*MAC [47] | 1 1 (n+ tn,n) 2n/3
Chaskey [112] 1 1 (In,t) n/2+2-t
pPMAC Plus 1 3 ) 2n/3

security bound for SUM-ECBC and PMAC_Plus.

In [95], Leurent et al. have shown attacks on all these constructions
with 237/ 4—query complexity. Recently, Kim et al. [92] have proven 3n/4-bit
security of DbHtS and hence established the tightness of the bound for
SUM-ECBC, PMAC_Plus, 3kf9 and LightMAC_Plus.

PERMUTATION-BASED CRYPTOGRAPHY. A block cipher is generally designed to
be efficient in evaluating the input in both forward and backward directions.
However, a closer inspection reveals that all the block cipher-based PRFs
discussed so far do not require the inverse mapping of the block ciphers.
Thus, a block cipher is an over-engineered primitive for block cipher-based
PRF constructions that do not require the inverse function of their underlying
primitives.

Concurrently with block ciphers, cryptographic permutations have evolved
as useful primitives. The primary feature of a cryptographic permutation
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is that it does not use any key and hence does not require any separate
processing for it. The use of cryptographic permutations gained popular-
ity during the SHA-3 competition [127] as several submitted candidates
in the competition were based on this type of primitive. The selection of
the permutation-based Keccak sponge function as the SHA-3 standard has
further boosted the level of confidence of the community in using this prim-
itive. Today, permutation-based sponge-based constructions have become a
successful and full-fledged alternative to block cipher-based modes. In fact,
in the first round of the ongoing NIST lightweight competition [119], 24 out
of the 57 submitted constructions are based on cryptographic permutations,
and out of these 24, 16 permutation-based proposals have qualified for
round 2. These statistics depict the wide adoption of permutation-based
designs [46, 20, 26, 48, 59, 64] in the community. A long line of research has
also been carried out in the study of designing block ciphers and tweakable
block ciphers out of public random permutations. Iterated Even Mansour
(IEM) [51] and Tweakable Even-Mansour (TEM) [54] ciphers are notable
approaches in this direction.

PRFs BuiLt FrROM PuBLIC PERMUTATIONS. Variable input-length PRFs built
using public permutations mostly follow sponge-type constructions. In-
herent drawbacks of such designs are that (i) they do not use the full
size of the permutation for guaranteeing security and (ii) they attain only
birthday bound security in the size of their capacity c, (except Bettle [46],
whose security bound is roughly the size of its capacity). It is obvious
that the sponge-type designs offering c/2-bit security are good in practice
when they are instantiated with large permutations such as Keccak [23].
However, just like large block ciphers, large permutations are not suitable
for a resource-constrained environment. In such a scenario, lightweight
permutations such as SPONGENT [40] and PHOTON [80] (whose state
sizes go as low as 88 and 100 bits respectively) are preferred over large
ones. The use of these lightweight permutations in birthday bound-secure
sponge constructions offers a practically inadequate security. Thus, to utilize
lightweight permutations in practice, the natural choice would be to design
a beyond the birthday bound-secure mode. In this regard, Chen et al. [53]
have proposed two instances of public permutation-based pseudo-random
functions, namely SoEM22 and SoKAC1. Both of them map an n-bit input to
an n-bit output and offer beyond the birthday bound security with respect
to the state size of the permutation. However, Nandi [118] has shown a
birthday bound attack on SoKAC1 and hence invalidated its beyond the
birthday bound security claim. Bhattacharjee et al. [28] have shown a public
permutation-based fixed input-length to variable output-length PRF called
XORPP* and its domain-separated variant called DS-XORPP*. Both of these
constructions are built with a CENC [go]-style design and both of them have
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2n/3-bit security [28]. Chakraborti et al. [47] have proposed a beyond the
birthday bound-secure public permutation-based fixed input-length PRF,
called PDMMAC, a variable input-length PRF PDM*MAC and its single-keyed
variant. Recently, Dutta et al. [73] have proposed another candidate for pub-
lic permutation-based PRFs, called pEDM, and have shown a tight 2n/3-bit
security. This line of research has been further extended in [69] by Dutta
and Nandi, where they have proposed a beyond the birthday bound-secure
nonce-based MAC build on top of public permutations.

5.1.1. Our Contribution

Given the state of the art in permutation-based cryptography;, it is natural
to wonder whether we can design a variable input-length PRF based on
some lower-level primitive like public permutations instead of block ciphers
that offer beyond the birthday bound security. In this chapter, we provide
an answer in the positive. To this end, we propose a permutation-based
PMAC_Plus construction, which we call pPPMAC_Plus. The permutation-based
variant of PMAC_Plus is exactly similar to PMAC_Plus with the following
exception: in the block cipher-based PMAC_Plus construction, the output ¢ is
defined as follows:
t= B (2) DEL(O),

where (X,0) is the 2n-bit output value of the underlying double-block
hash function PMAC_Plus-Hash. For pPMAC_Plus, we mask £ and ® with
ko and follow by a domain separation through chop sg(-)||0, chopsg(-)]|1,
respectively. Next, we replace both Eg, (-) and E,(-) by an n-bit public
random permutation 77(-) (where k; and k; are two independently sampled
block cipher keys). While PMAC_Plus-Hash is built from a block cipher E;
(independent from E;, and Ey,), Ej is also replaced by 7t in pPMAC_Plus-Hash,
the ath block of the input message masked with the string (2%ko @ 22%k1),
where ko, k1 and k; are three independently sampled n-bit strings.

One can directly replace each block cipher of PMAC_Plus with the two-
round iterated Even-Mansour cipher [52] or Mennnink’s SOEM22 construc-
tion [53] and obtain a beyond the birthday bound secure PRF based on public
permutations. While both the solutions incur (2¢ + 4) permutation calls, our
proposal requires only (¢ 4 2) permutation calls, where ¢ is the maximum
number of message blocks. Furthermore, unlike PMAC_Plus which has a
tight 3n/4-bit security, we have shown that pPMAC_Plus achieves a tight
security bound of the order of 22"/3,
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5.2. pPMAC Plus: A Public Permutation-Based
BBB Secure MAC

In this section, we propose pPMAC_Plus, a public permutation-based beyond
the birthday bound secure MAC. It takes an n-bit independent public per-
mutation 7t and three independent n-bit keys ko, k1 and ky. For processing
a message M € {0,1}*, the padding function pad : {0,1}* — ({0,1}")*
is applied on M that parses M into I blocks (M[1], M[2], ..., M[l]) by con-
catenating 10x to the right so that for each i € [l — 1], |[M[i]| = n and
1 <|M[l]| < n.

PPMAC Prusg . (M) PPMAC_Prus-Hasug , . (M)
1. (%,0)«pPMAC_Plus-Hash(M). 1. (M[1],M]2],...M[{])<pad(M).
2: return T<7(X)®7(O). 2 (Z, @) — (On, On).

3: for(i=1i</ti++)

40 X < 2ko @ 2%k @ Mli].

500 Y+ mo(X).

6: L+ XBY,0+0a2 .y,
7 return(chop; sg (E2Dk3)||0,chop sg (O®k7)|[1).

Figure 5.1.: pPMAC_Plus is depicted on the left, while a permutation-based DbH
function of pPMAC_Plus is shown on the right.

For each a € [I], the message block M[a] of M is masked with 2%k, &
22%k; before passing it through the permutation 7. Output blocks of the
permutation are then XORed together, followed by masking with another key
ky to generate an n-bit value X. Each output block of the hash permutation
instances is simply XORed in one case and multiplied by 2 before XORing
in another, and both are masked with the key k, to generate output values &
and O, respectively. Finally, chop sg (X @ k7) |0 and chop sg (© @ k) ||1 are
passed through two copies of the same permutation 7t (as used in the hash
function) and the XOR of their outputs produces the MAC T. An algorithmic
description of pPPMAC_Plus is given in Fig. 5.1, and a pictorial illustration in
Fig. 5.2.

Remark 3. Note that the structural design of pPMAC_Plus is similar to that of
PMAC_Plus. The only difference of the former with the latter is that PMAC_Plus
uses a block cipher E with three independent block cipher keys, whereas pPMAC_Plus
replaces E by an n-bit random permutation 7t along with some masking elements
and domain separation. It is easy to see that directly replacing E in PMAC_Plus
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M1 M[2) M)
2-ky — @ 2.k > @ 2.k — @
2.k — @ 2%k —® 2.k &

> H
chopy s (2) [|0 T
e & —C —Q— B — O —— D choppgg (©) 11 -

Figure 5.2.: A message with ¢ blocks (after padding) is input into
pPMAC_Plus — Hashg |, which produces outputs X and ©.
These outputs are masked with a random key k; before going through
a domain-separating function, and the final pPMAC_Plus output is
produced by passing these two values through two permutations and
adding the resultants.

by the-two round iterated Even-Mansour cipher or SOEM22 construction [52]
immediately leads the security of the resulting construction to beyond the birthday
bound. However, both solutions pay a price for invoking the underlying permutation
twice to process a single message block. Therefore, processing an ¢-block message
requires 2¢ + 4 permutation calls in the former approach and only € 4 2 permutation
calls in ours.

5.2.1. Security of pPMAC _Plus

In this section, we state that pPMAC_Plus is secure against any information
theoretic adversary that makes roughly 22"/3 online and offline queries.

Theorem 10 (Security of pPMAC_Plus). Let M be a non-empty finite set and
1t a uniformly sampled n-bit public permutation. Let A be any distinguisher that
makes at most q construction queries and at most p primitive queries, and runs for
at most time t. Then

f 2\/3ngpipa +4  ¢*(50% + 3% 4 8( + 4)
AdVEPMAc,Plus (A) < o + p¥T

6qp°I> +2q°pl +2q°1 | 4q° + 45q”p + 20qp” + 59
- o + T .

The PRF security of pPMAC_Plus is roughly at most 22"/% when g ~ p.
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5.3. A Key-Recovery Attack on pPMAC Plus

In this section, we show a matching key-recovery attack on pPPMAC_Plus with
a total of 22"/3+1 of each of construction and primitive queries. We refer the
readers to the full attack in Fig. 5.3.

BAackwARD ATTACK. The attack proceeds by first making 2%"/3 construc-
tion queries of two-block messages M;[1]||M;[2] for i € [22*/3], and col-
lects the responses T;. Next, it makes two sets of 22*/3 offline forward
queries — one with least significant bit (LSB) 0 and the other with LSB
1 — to the primitive permutation 77, and collects their corresponding re-
sponses in lists Lo and L, respectively. All these 2p = 22"/3+1 forward
queries and their responses are also collected into a list of pairs £ =
{(®1, 1), (%2,92),..., (X0, Fa), - - -, (%2p, Y2p) }. A check of pairs (7, Z:) € (Lo ¥
L1) such that 7, & Z. = T; provides triples (i, b, c) collected in a set S;. Com-
puting pairs (£, O) for all pairs of second-coordinates (7a,, 7a,) € L], X L],
helps filter the elements of S; by checking whether

ﬁ@ﬂb:@@wc,

where 71, and @, are the preimages of 7, and Z; respectively. If this check
passes, then the attack computes a candidate key k,, stores the corresponding
triple in S; and then for all elements of Sp, computes a pair of candidate
keys (]20, ]21)

REMOVING FALSE POSITIVES. In order to remove the false positive keys from
the set of candidates, the attack makes another 22"/3 construction queries
with messages of two blocks M/[1]||M}[2], where M][1] = (M;[1] ® 1) and
M![2] = M;[2], and collects their corresponding responses T/ for i € [22"/3].
Next, it evaluates pPMAC_Plus on messages M![1]||M![2], i € [22"/3], with

the candidate key-triple (lAcO, IA<1,1A<2>. If the computed values match with

the received responses Ti’ , then this triple of keys (IAco, lAcl,IAcz) stays in the
candidate key-list, otherwise, it is removed. We show that the true key
belongs to the set of potential candidate keys with a high probability and
that the size of the set of the candidate keys is not very large. We have thus
described a deterministic adversary A that recovers the key of pPMAC_Plus
by making a total of 22"/3+1 construction queries and 2%"/3+! primitive
queries as shown in Fig. 5.3.

135



5. Tight Security Analysis of the Public Permutation-Based PMAC_Plus

5.3.1. Analysis of the Attack

First observe that for internal values x;[1] = M;[1] © 2 ko & 22k, and
xi[2] = Mi[2] ®22 ko © 2% - ky (M; = M;[1]|| Mi[2]), i € [227/3],

E H{(i/ﬂl,az) € [2211/3] % [22n/3+1] « [22n/3+1]}
(xill] = %) A (3i[2] = %) | = O(1),

Next, for internal values u; = y;[1] ® y;[2] ® kp and w; = 22 - y;[1] ©2 - y;[2] @
kz, i€ [2211/3],

E[[{(b.0) € 22" < 2P}« (i = ) A (wi = @) = O(1).

Thus, bounding the number of queries to the construction and each of the
primitives by O (22"/3) ensures the presence of at least one tuple (a,az, b, ¢)
of primitive query indices that matches with true internal values correspond-
ing to a construction index i with high probability.

The backward attack checks for the validity of the equations induced by
the construction. First consider the set S;. It is computed over sets of sizes
g, p and p with a restriction of two conditions on n-bit strings. Therefore,

E[|S1]] = ”’2%2. Similarly, E[|S,|] = gzlj. Note here that only the indices b, c
that appear in tuples (i,b,c) € S; are considered for the check in step 7 of
the backward attack, and the corresponding construction query-index i is
used next for computing guess values (ko, k1) of the key-pair. Observe that
the probability depends on the sampling of values 7,, and not on the keys,
as the hash computation of the message is not even considered so far.

2,4
By the same formula, the expected size of K is |Sp| X g x 5 = Tf-.

Since g and p both have the same order O (22"/3), E[|K|] is O(1) when
g = O (22'/3). Finally, since the true key is in K with very high probability
due to the choice of lengths of the query-lists, the true key (ko, k1, kp) must
belong to K with very high probability. This demonstrates that the above is
indeed an O (22"/3) attack on pPMAC_Plus.

5.4. Proof of Theorem 10

In this section, we prove Theorem 10. We often denote pPMAC_Plus| 7, ko, k1, k»]
simply by pPMAC_Plus* when the primitives and the underlying keys are un-
derstood. We consider any information theoretic deterministic distinguisher
A that has access to a triplet of oracles in the real and the ideal worlds: In
the real world, it has access to the oracles Oy := (pPMAC_Plus*, 7, 17),
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where 77 is a uniformly chosen random n-bit permutation and ko, k1, k> are
three independently and uniformly chosen random n-bit keys. In the ideal
world, it has access to the oracles Oiq := ($, 1", 7~ ), where 7 is again a
uniformly chosen n-bit random permutation. Queries to the first oracle in
either of the two worlds are called construction queries and queries to the
remaining oracles are called primitive queries. Note that as the primitive 7
is a permutation, an adversary can make queries in the forward direction,
which we call forward primitive queries, as well as in the inverse direction,
which we call backward primitive queries. Throughout the proof, we assume
that neither does an adversary A make duplicate or redundant queries nor
does it make queries whose responses can be constructed from the previous
query-responses. We call such an adversary a non-trivial adversary. We also
assume that A makes g construction queries and p (forward and backward)
primitive queries in either of the two worlds.

Once an adversary has finished making all its queries, the keys ko, k1, k»
in the real world, and corresponding dummy values in the ideal world are
released to the adversary. Furthermore, the intermediate values
((xi[1], x;[2], .., xi (L)), (wi[), vil2], - - - yi (L) , wi, 05, w;, z;) for each construc-
tion query i € [g] are also released. These values represent the following;:

xi[a] = M; © 2% @ 2%k VYa € [I}] , vyi[a] = m(x[a]) Va €[]
Li=ylllo. .oyl . 0;=2"yl]le.. 02yl
uj = chopisg (X k2) [0, ©v; = m(u;)
w; = chopisg (@; ® ko) |1, z; = m(w;). (5.1)

5.4.1. An Outline of the Proof

We begin the proof by providing well-defined algorithms for the interaction
of an adversary with the real and ideal worlds. While the adversarial inter-
action with the real world only involves an online phase (since its responses
are true to the construction), the ideal world also requires an offline phase
for computation of certain output values so as to mimic the real world more
closely. These algorithms are detailed in Fig.s 5.4-5.8.

Stage I of the offline phase of the ideal world (Fig. 5.6) lists certain events
(which we call bad events), for which, the algorithm aborts; the probability of
occurrence of these events is computed next. This is the bad event analysis,
and can be found in Sect. 5.4.5.

The remaining cases are analyzed in the good transcript analysis (Sect. 5.5)
by proving that the ideal interpolation probability is very close to the
real interpolation probability. The computation for the real case is quite
straightforward, and the bound is given by Eqn. (5.52).

For the ideal world, all queries made by the adversary to the online and
offline oracles are indexed according to the respective algorithms. These
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indices are first split into those corresponding to free (non-repeating hash
output blocks) and single-colliding (collision in exactly one block of the
hash output) indices. An equivalence relation is defined according to the
collisions of the hash function outputs of the second category of indices so
as to classify the output definitions for both inputs. These steps are detailed
in Stages II (Fig. 5.7) and III (Fig. 5.8) of the offline phase of the ideal world.
This partitions all queried indices into the following sets:

1. F is the set of indices corresponding to free queries,

2. 7 contains the indices corresponding to queries with one hash output
block colliding with a primitive query input,

3. P¢ is the set of indices corresponding to queries with one of their hash
output blocks colliding with one of the hash-primitive inputs, and

4. Q° is the set of indices corresponding to queries with one of their
hash output blocks colliding with the corresponding block of the hash
output of another query.

5.4.2. Real World and ldeal World

In the real world, when an adversary A makes a construction query with
message M to pPMAC_Plus®, it receives the tag T < pPMAC_Plus*(M). In
the ideal world, when A makes a construction query with message M to $,

it samples an n-bit tag T & {0,1}" and returns it to A. In both the worlds,
A is allowed to make forward as well as backward primitive queries to
7. When A makes the at" forward query %, to 7 for a € [2p], it samples

Va & {0,1}"\ {#1,...,Js—1} and returns it to the adversary. Similarly, for

the a'" backward query 7, to 7, it returns %, & {0,1}"\ {#,...,%,-1} and
returns it to the adversary.

The behavior of the oracles in the real and ideal worlds is detailed in Fig.s 5.4
and 5.5. When all the queries and responses are finished, the real world
returns the key (ko, k1, k2) to A, whereas the ideal world behaves as depicted
in Fig.s 5.6, 5.7 and 5.8.

5.4.3. Offline Phase of the Ideal World

After the query-response phase, the ideal world samples three n-bit dummy
keys (ko, k1, k2), uniformly and independently of all the previously sampled
random variables. Then it starts computing the hash value of pPMAC_Plus-Hash*
for all the g queried messages. During this hash computation, if any of the
events mentioned in stage 1 of the game (shown in Fig. 5.6) occur, it is
aborted. The first event Coll addresses collisions between two inputs to the
hash-permutations of a particular construction query and inputs to any
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forward primitive query. 3-Coll takes care of collisions of a hash-permutation
input from one construction query with one input block each of hash-
permutations involved in two other construction queries. (Bad;-Bad3) occur
when there is a collision in both invocations of 7 involved in the sum func-
tion. Note that Bad; and Badz guarantee that a collision of the value %; of
the i" construction query with a primitive query %, ensures freshness of ©;,
and by symmetry, the same for X; due to a primitive-value collision of ©;.
This makes certain that the output T; @ ¥, of ®; through 7 remains fresh.
However, if T; ® ¥/, collides with any 7, due to the sampling of T;, then
permutation compatibility is violated. A similar violation arises when
chop sg (©; @ k2) ||0 collides with a primitive query %,, but the output of
2; is not fresh. This event is captured in Bads. The events Bad; and Bads
guarantee that a collision in exactly one half of the hash blocks of two
construction queries implies freshness of the other half. This also means
that their tags do not collide with each other. However, if they do happen to
collide with each other through sampling of the tags, permutation compati-
bility is again violated, as captured in Bads. If the game is not aborted in
stage I, it proceeds to stage II.

In this stage, there may exist a set of indices for which exactly one hash
block collides with a primitive query. For example, if chop sg (X; @ k2) ||0
collides with iij, for some i € [g] and for some b € [p], then we remove i from
7 and add T, to ¥ and ©; to ©, as well as chop| g (@; @ k) ||1 to the domain
of 7w and T; & 7, to the range of 7. Similarly, if chop;sg (©; @ k) ||0 collides
with @, for some i € [g] and for some ¢ € [p], we remove i from Z and
add T, and ©; to £ and O respectively, as well as chop g (Z; @ k) [|0 to the
domain of 7t and T; & Z. to the range of 7. Note that if chop sg (X; ® k2) ||0
collides with i}, then ©; is fresh as Bad, and Bads do not occur. Moreover,
T; ® 7, is also fresh as Bady does not occur. Hence, the inclusion of ©; in the
set Dom(7t!) and T; & §, in Ran(7t!) is sound. One can similarly argue that
the inclusion of ¥; in Dom(7") and T; ® yJZ in Ran(7?) is also sound.

For the remaining g — |Z| indices, there may exist a set of free indices F for
which both blocks of the hash value are fresh in the set of 2(q — |Z|) hash
block values. The oracle samples outputs for these fresh hash values without
replacement such that for any i € F, the sampled outputs v; and z; sum up
to Ti-

The cases remaining in stage III are those for which exactly one block of
the hash value collides with that of another construction query. For all
i € [q]\ (FUZI), if the output of the colliding hash value, say ¥;, is not
yet sampled, then the oracle samples its output without replacement, say
v; and sets the output of the remaining block, i.e., the output of ®; as the
sum of v; and T; (see line 2 of stage III). Else, the oracle sets the output of
Y; to the already defined element and adjusts the output of the other block
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accordingly (see line 3 of stage III). Note that in the latter case, the oracle
does not sample the output. If the output of ©; (i.e., T; ® v;) happens to
collide with any previously sampled output or any element of Ran(7t!) in
the above argument, then RCy is set to 1 (see line 4 of stage III) and aborts
the game. Similarly, the oracle sets RCg to 1 if the adjustment of the output
of X; causes a collision with any previously sampled output or any element
of Ran(71Y). Note that these events cannot hold for the real oracle as at least
one of ®; or ¥; is always fresh in the tuple of 2(q — |Z|) hash block values.
Finally, it returns all these sampled values along with the sampled hash key
to the distinguisher A.

5.4.4. Attack transcript

Let 7. := {(My, Th), (M, T2), ..., (Mg, T;) } be the list of construction queries
and responses made by A. We call 7. the construction query transcript. Let
Ty = {(%1,71),..., (%2p, §2p) } be the list of primitive queries and responses
made to 7t by A. The pair (7, 7,) constitutes the query transcript of the
attack. For convenience, we slightly modify the experiment by revealing the
keys (ko, k1,k2) and internal or random values to the distinguisher A (only
after it completes making all its queries but before it outputs its decision)
in addition to responses to the queries it makes. If A interacts with the
real world, then the actual key of the construction is revealed along with
the permutation outputs of the hash output blocks ¥ and ©, whereas for
the ideal world, a triplet of dummy n-bit keys (ko, k1, k2) is revealed. The
construction query transcript of the attack is thus

IA'C = ((Ml, Tl,vl,zl), (Mz, Tz, 02,22), ey (Mq, Tq,vq,zq),ko, kl,kz) .

Therefore, the query transcript of the attack is T = (%, 1,), where T,
can further be partitioned into Tg = {(#ly, Bp) : 1y = 1|0 where 7, €

{0,1}*71, vb € [p]} and T; = {(W, Zc) : D = Wc||1 where &, € {0,1}"1,
Ve € [p]}. Note that if A interacts with the real world, then
Vi € [gl, v = (chopyss (Z: @ k) [[0) = 7 (chopysg (% @ k) [0),

z; = 71 (chopysg (©; @ ko) [|1) := 7t (chopisg (©; @ k2) [11),
where (Z;,©;) := pPMAC_Plus-Hashy , | (M;). Moreover, a transcript T in
the real world must satisfy the following conditions:

e v,Pz;=T;,VieE [q]

e Ya € [2p|,m(%;) = ¥, such that Vb € [p|, n(id,) = 7, and Ve €
[p], T(w,) = 2., where i, = il|0 and @, = @.||1 for iy, &, € {0,1}" L.

* Y is permutation compatible with v and © is permutation compati-
ble with z (note that (%, ®) is uniquely determined by the message

tuple (M, ..., My), the tuple of keys ko, k1, k; and the public random
permutation 7).
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5.4.5. Definition and Probability of Bad Transcripts

Suppose X denotes the set of all attainable transcripts and D;e and Diq the
random variables that take transcript T induced in the real world and ideal
world respectively. An attainable transcript T € X is said to be bad if either
of the following bad flags

Coll, 3-Coll, Bady, Bad, Bads, Bady, Bads, Badg, RCx, RCe
is set to 1 as defined in Fig. 5.6. We define the event Bad as

Coll vV 3-Coll v | V&_; (Bad; A Coll A 3-Coll) | V (RCs A Coll A 3-Coll)

J/ [

Bad? RC;
V (RCg A Coll A 3-Coll).

N J/

RC

Thus, BadT := {((M;, Ti, vi, z1), (X0, 7a)) € (Te, Tp) = (M, T;, 04, 2;), (%a, §a))
satisfies at least one condition boxed in Fig. 5.6} C X and GoodT :=
X\ BadT denote the set of bad and good transcripts, respectively. Hav-
ing identified the bad transcripts, we bound the probability of realizing
them in the ideal world in the following lemma.

Lemma 15. Let BadT be the set of all attainable bad transcripts and Diq be the
random variable that takes a transcript T induced in the ideal world. Then

2 3 3 2
Pr[Dig € BadT] < €paq = 2\/37121111}9 +4 N g°(10¢ —|—;2£n + 40 +8)

proof. Bounding the probability of the bad transcripts in the ideal world is
equivalent to bounding the probability of the event Bad in the ideal world.
Due to the union bound,

Pr[Bad] < Pr[Coll] + Pr[3-Coll] + iPr[Bad;‘] + Pr[RCs] 4+ Pr[RCg].  (5.2)
i=1

In the following, we separately bound each of the above terms. By a slight
abuse of notation, we use the flag names to identify the corresponding event.
Before we bound the terms, we set up a few notations.

NOTATIONAL SET-UP. Let U = {%; € {0,1}" : (%4, 7a) € Tp} and V = {§, €
{0,1}" : (%4,¥a4) € Tp} be the domain and range of the transcript of 7. Let
(My,...,M,) be a tuple of g distinct messages such that the i message
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M; has ¢; blocks with £ = max{ly,...,I;}, being the maximum number of
message blocks amongst all the g messages. For two distinct fixed indices
i1,ip € [gq], we define the set

NEQil,iz = {06 & min[lil,l,-z] : Mil [DC] 75 Miz [06]}
U{a:minll;, ;] +1 < a <max[ly,[;,]}.

In words, NEQ;, ;, refers to the set of all positions at which inputs to the
hash permutation 7 from message blocks of M;, and M;, differ. We denote
the inputs (resp. outputs) of these permutation instances as x; (resp. y;). In
particular, we write x;[a] to denote the permutation input corresponding
to the ath block of the i message, i.e. x;[a] = M;[a] © 2%ko ® 2°*k; and
yila] = 7(x;[a]).

Bounding Coll. For a fixed choice of i € [g],« # B in [;] and aq,a; € [p], the
system of equations

2% @ 221xk1 = M [IX] b Xa,,
2Pko ® 2%k = M'[B] & %,

has rank 2. Since kg and k; are two independent n-bit keys, varying over all
possible choices of indices gives

202
Pr[Coll] < warl' (5.3)

Bounding 3-Coll. For a fixed choice of i1, iy, i3 € [g], and distinct &y € [I;,], ap €
1], a3 € [l;,], the system of equations

(2 @ 2"2)ko @ (221 B 2*2)ky = M [w1] D My, o),
(2“1 D 2“3)k0 D (22041 D 22a3)k1 = Mi1 [0(1] D Mi3 [0(3]

has rank 2. Since ko and k; are two independent n-bit keys, varying over all
possible choices of indices gives
14
5]3(5;7, ) - 5q3 /3
2n  — 22n °

Pr[3-Coll] < (5-4)
Bounding Event Bad;. We fix three messages M, , M;, and M;, where i; #
ip, i1 # i3, such that M;, has [; blocks, M;, has [;, blocks and M;, has I;,
blocks. Consider the event

CollX) : {3y, jo € {ir,in,i3} and a € [1;)], B € [I;,], such that x;, [a] = x;,[B]} .
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Therefore,

Pr[Badi] < Y} (Pr[@il = @;, A Coll A 3-Coll A CollXV)]

7

-~

(1)
= ©;, A Coll A 3-Coll A CollX] ) (5.5)

-~

(2)

BounpING (1): It is easy to see that for a fixed triplet of messages, the
probability of CollX(!) is at most (3;) /2". Under this condition, ®;, = ©;,
provides a non-trivial equation for some random variable y;[a']. Assuming
li, <1li,,leta € [I;] (if it exists) be the largest index such that M; [¢] # M [«].
Then either y; [a] or y;, [«] is fresh and the equation ©;, = ®;, is non-trivial
for this random variable. On the other hand, if no such index a exists(i.e.
M;, [a] = M, [a] forallw € [I;;] and [; < [;,), we can obtain a freshly sampled
random variable y;, [B], for which ©;, = ©;, becomes non-trivial. Therefore,
the probability that this equation is satisfied is at most 1/(2" —2¢) < 2/2",

assuming ¢ < 2"72, giving (1) an upper bound of (325) /21 2/21m < 902 /220

i1,i2,13

+ Pr[Zil =2, \O

i1

2
Pr[®; = O A Coll A 3-Coll A CollX(] < Z%. (5.6)

BouNDING (2): We split this case into the following two subcases:

ip = i3: Without loss of generality, assume [;, < [;,. Note that if [;, = [;, then
l;, must be at least 2 for ¥;, = X;, to yield a non-trivial equation. In
this case, we can easily find two freshly sampled random variables
vi, [«] and y;, [B] for which (£;, = Z;)) A (©;, = ©,,) yields a system of
equations of rank 2. Hence by the rank argument (i.e. Lemma 25),

1
(2n —20),
(5.7)
In the particular case when ;, +1 = [;, and NEQ;,;, = {/;, }, if x;,[I;,] =
X, for some a € [p], then &; =%; and ©;, = ©;, would boil down to

Pr((%;

i =2,) A (®; = 0;,) AColl A3-Coll A CollXV] <

i1

Va = 0",
(211'1 D 21i1+1> Yi, 1] a®... (2 % 22) Vi, [l,‘l] © 27, =0" (5.8)

As the second equation in 5.8 is non-trivial, and x;,[l;,] = &, holds
with probability at most 1/2" (the number of choices for ¥, is 1),

1
2n(2" —20)
(5.9)

Pr[(Z;, =Z;,) A (O;

1

= ©;,) A Coll A 3-Coll A CollX (V] <

i1
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In case l;, > I, + 2, we either determine B1,8, € {l;,; +1,...,1;,} or
B1 € [li,], B2 € {liy +1,...,1;,} such that y;,[81] and y;,[B>] are freshly
sampled. In both instances, (£;, = £;)) A (®;, = ©;,) would result in
a system of equations having rank 2, and hence by the rank argument
(i.e. Lemma 25),

S 1
Pr[(Z;, = Z;,) A (@, = ©;,) A Coll A3-Coll A CollXV] < T,
(5.10)
Combining Eqn.s (5.7), (5.9) and (5.10), and assuming ¢ + 1 < "2,
we have
S 10
Pr((Z;, = ;) A (®; = ©;,) A Coll A3-Coll A CollXV)] < o (5:11)

ip # i3: We approach this in five parts, the first four addressing cases when
either M;, is a prefix of one of M;, and M;,, or one of M;, and M;, is a
prefix of M;,, and the fifth when neither of the first four occur.
M;, is a prefix of M, : Let ;, = I;, +1 and x;,[l;,] = %, for some a € [p].
Then ©; = ©;, becomes a non-trivial equation, contributing a term
1/(2" — 3¢) to the bound. An additional 1/2" is contributed by the
event x; [l;,] = %, (as the number of choices for %, is 1). Assuming
¢ < 2"-1/3 the bound is thus 2/2%". On the other hand, if xi,[1i,] is
fresh, then a freshly sampled random variable y; [x] can be found
such that ®;, = ©;, becomes a non-trivial equation. Therefore, ; =
Y, 0, = ©;, becomes a system of equations of rank 2 (in y;,[l;]
and y; [x]), and hence by the rank argument (i.e. Lemma 25), we
bound the probability of the event by 1/ (2" — 3¢), < 4/2%", assuming
30+1 <21
If I;, > I;, 42, then it is easy to find an index g € {l;, +1,...,1;,} such
that y;,[B] is freshly sampled. Moreover, we can find another index
w € [ly] (or & € [l;;]) such that y; [a] (or y;,[a]) is freshly sampled.
In both cases, ¥;, = %, ®;, = ©;, becomes a system of equations of
rank 2. Therefore, by the rank argument (i.e. Lemma 25) and assuming
304+1 < 2" 1 the probability of the event becomes at most 4/ 221,
Thus,

S 1
Pr[Z;, = X, A©; = @;, A Coll A3-Coll A CollXV] < 10

YT (5.12)

The other subcases can be argued similarly and their probabilities
bounded above by 10/22".

We now assume that neither is M;, a prefix of M;, or M;,, and nor the
reverse. In this case, we can find an index & such that M;, [a] # M, [«]
and y; [a] is freshly sampled. Moreover, we can find another index
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B such that M; [B] # M;[B] and y;,[B] is freshly sampled. ¥; =

Y, 0; = O;, is a system of equations of rank 2 in these two variables,

and hence by the rank argument (i.e. Lemma 25) and by assuming
30+1<2",

_ 4
Pr(%;, = %, A®; = 0, A Coll A 3-Coll A CollXV)] < o (513)

Therefore, combining Eqn.s (5.12) and (5.13), the assumption 3¢ + 1 <
21 gives

_ 14
Pr[Z; = %, A©®; = @, A Coll A3-Coll A CollXV] < e (514)

Finally, varying over all choices of iy, i, i3 € [q] and combining Eqn.s (5.5),
(5.6), (5.11) and (5.14) with the assumption that 3¢ +1 < 2"~!, we have

oo 30 A

Bounding Event Badj. For fixed indices i € [g] and b, ¢ € [p], the event

(chopisg (X @ k2) [|0 = 1) A (chopisg (O; D k2) |1 = @)
can be reduced to the following system of equations:

yi[l] @yi[Z] bD... @yi[li] @kz = ﬁb,
iyl @2ily2)@... 2yl @k = @e. (5.16)

We split Badj into the following two cases:

CasE (1): Suppose I; = 1 and M;[1] @ 2ko ® 2%k; collides with a primitive
query input %, for some a’ € [2p]. In this case, (5.16) boils down to {7, &
ky = iy, 27y @ ko = @, }. The probability of occurrence of Bad; can now be
bounded using the events M;[1] @ 2ko @ 2%k; = %, and kp = §, @ fy; the
probability of the first event is bounded by 27" through the randomness
of ko, and the probability of the latter is bounded by 27" through the
randomness of k. Note that the number of choices for a’ is 2p, that for b,
c (each) is p, and that for i is g. For each of these choices of %, and 7, the
number of choices for @, is 1. Hence,

o 2qp°
Pr[Bads]) < S, (5.17)

On the other hand, if M;[1] ® 2ko ® 2%k; does not collide with any primitive
query, then y;[1] is fresh. Thus, (5.16) boils down to {y;[1] ® ky = iy, 2y;[1] B
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ky = W.}. Note that the rank of this system of equations is 2. Varying over
all possible choices of b, ¢ € [p] and i € [gq] gives

qp°
< — .
Pr[Bad;] < 2 1) (5.18)

CasE (2): In this case, we assume [; > 1. Let ColIX(?) be the event that refers
to the collision of any two input blocks, i.e.

CO”X(Z) : {3 K1, 0Ky € [li], such that a7 # ap, xi[le] = xi[ocz]} .

Therefore, we write

9
Pr(Badj] < ) (Pr[Eqn.s (5.16) hold A CollX(?)]
1:1 ~ i -

(1)

+ Pr[Eqn.s (5.16) hold A CollX(?)] ) .
@

The joint event in (1) holds with probability at most (g)/ 22" (in which
the event CollX(?) contrinutes the term (5)/ 2" and the randomness of kj
contributes the term 1/2"). The event in (2) ensures the freshness of at
least one of the variables y;[1],...,y;[l;]. Without loss of generality, let us
assume y;[1] is fresh. Given the values of all the other random variables y;[*]
in (5.16), the reduced system of equations {y;[1] ® kx = ¢, 2y;[1] ®ky = '}
with rank 2 results in an upper bound of 1/2"(2" — /). Varying (1) and (2)
over all choices of b, ¢ € [p] and i € [g] gives

qp*(? qp?

Pr[Bad;] < RS n — f)° (5.19)

From Eqn.s (5.17), (5.18) and (5.19), and with the assumption that ¢ < 2"~1,

we obtain

5qp>¢?
22n

2qp*
22n °
Bounding Event Bad3. This event can be split into the following two sub-
events:

(1) : {3i1 #irin[q] : (chopsg (Xi, @ k2) [|0 = chop sg (X4, @ k2) ||0)
A (chopLSB (@, @ky) |1 € Dom(n1)> A Coll v 3-Coll},

(2) : {3i1 #irin[q] : (chopsg (@ ®k2) ||1 = chopisp (O, ® k2) [|1)
A (chopLSB (S, ® k) [|0 € Dom(7'c0)> A Coll V 3-Coll }.

_|_

Pr[Bad3] < (5.20)
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BouNDING (1): For fixed i1 # i, in [g] and a fixed ¢ € [p], the event is
(chopisg (i, ®k2) [|0 = chopysg (Xi, ®k2) [|0) A (chopisg (©; @ k2) |1 = )
A Coll A 3-Coll. Without loss of generality, assume I;; > I;,. Since the proba-
bility of (1) is zero for l;iy <1, assume [; > 2. As before, we determine an
index B € [lil — 1]: If lil > liz/ then B = lil,‘ if lil = liz and NEQiliz = {lil },
then the probability becomes zero — so we set = max {a € NEQ;;, } (# ;)
when [; = [;,. Let

CO”Xg%) : { (3 ‘31 S [lil] 5,31 7é ,B/ Xip [:B] = Xi [ﬁl])
V (382 € [l) : xi,[B] = x;,[B2]) }

be the event that denotes the collision of x;, [8] with at least one of the re-
maining input blocks. Also let Eg denote the event {3 a € [p] : x;, [B] = %}
Therefore, we write
Pr [(chop,_SB():i1 @kQ) ||0=chop, 55 (Ziz@kz) ||O)/\(chop|_SB (®i1 @kz) lewc)/\ﬁ/\&(:oll]
< Pr { (chopysg (©;, @ k2) |1 = @) A Coll A 3-Coll A couxg)]

+ Pr { (chopise (X, @ k2) [|0 = chopysg (Zi, © k2) [|0) A
(chopisg (@4, D k2) [|1 = @) A Coll A 3-Coll A CoIIXg)}
< Pr [ (chopysg (©;, @ k2) |1 = @) A Coll A 3-Coll A CoIIX(;)]

+ Pr { (chopisg (X4, @ k2) [|0 = chopysg (i, ® k2) [|0) A

(chopsg (%, & ka) ||1 = @) A Toll A 3-Coll A CollX) A Eﬁ]

 Pr { (chopuss (i, @ k) 10 = chopysg (i, @ ka) [0) A

(chopysg (€7, @ kz) |1 = @) A Coll A 3-Coll A CollX( A E_ﬁ} . (5.21)
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We break this down into three manageable chunks:

=

E.2

E.3

1.

— Pr [ (chopLSB (®i1 fast kz) II1 = zbc) A Coll A 3-Coll A CoIIXé@} )

= Pr |: (chopLSB (Zil D k2) ”0 - ChopLSB (Ziz D kz) HO)

A (chopyss (@4, @ k) [[1 = @) A Coll A 3-Coll A CollXy A Eﬁ},

= Pr { (chopisg (i, @ k2) [|0 = chop sg (i, D k2) [0)

A (chopisg (@4, @ k) [[1 = @) A Coll A 3-Coll A CollXs A E_ﬁ} .

In the sub-event (E.1), since the equation chop g (®;, ® k) [|1 = @ is
non-trivial, it can be bound by probability 2/2" using the randomness

of kp, and CoIIXS) holds with probability at most 2¢/2". Thus, (E.1)
can be bound by

40 /22", (5.22)
We first consider the case when [;;, = I;, +1 and NEQ;;, = {l;;} in
(E.2). Since x;, [l;,] = %,, it boils the event
(chopisg (Ei, @ ka) [|0 = chopisg (X, © k2) [[0)
A (chopisg (@1, @ k2) ||1 = @) down to the following system of equa-
tions:

]75! = On/

2li1yi1 [1] & 2li1_1yi1 2]e...® 2y;, [li1] ® ky = Wc. (5.23)
As the equation chop s (@, @ k2) ||1 = @, is non-trivial, its probabil-
ity can be at most 2/2". Moreover, the probability that x;, [I; ] = %, is

bounded above by 1/2" (since the number of choices for a is 1). Thus,
this case of (E.2) can be bound by 2/2%".

We next consider the case when [; > I;, in (E.2). As Eg holds, y;, [I;]

is not fresh. However, as Coll, 3-Coll and CoIIX;f) also do not hold, at

least one of the variables y; [x] must be fresh, i.e. 3o € NEQ;;, \ {l;; }
such that y;, [«] is fresh. Without loss of generality, let us assume that
y;,[1] is fresh. Given all other random variables y;, [x] and y;, [x] in

Yi [1] Dy [2] D...V [lil] D yiz[l] D Vi, [2] D... DY, [liz] = 07,
2y @2y 2l @2, (1) Ok = @, (5.24)
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we obtain y; [1] = d and 2l yi,[1] ® ko = d’, for constants d and d'.
Hence,
1

8 . o
S 2”(2”——26) S 27, assuming 12 S 271 .

Pr[Eqn. 5.24 holds |

Combining the above bounds the probability of (E.2) by

10
o (5-25)

3. In the event (E.3), it is easy to see that y;, [I; ] is fresh. Hence, given all
other random variables y;, [x| and y;,[*] in Eqn. (5.24), the system is
reduced to y;, [I;] = d, 2y;, [l;,] ® ko = d’ for some constants d and d’.
Hence, the probability of (E.3) has an upper bound of

4 8

2n(2m —20) = 22 (5.26)

where the last inequality follows as ¢ < 21,

Varying over all possible choices of i1 # ip in [gq] and ¢ € [p] and combin-
ing Eqn.s (5.21), (5.22), (5.25) and (5.26) gives

(4.5+1)g%p

pr((1)] < SR 527)

IN

BouNDING (2): This is symmetric to (1). Hence, it can be similarly bounded:

5+1)g?
pr((2)) < L2 LDOP (5.28)
Therefore, from Eqn.s (5.27) and (5.28),
2
Pr[Badi] = Pr[(1)] + Pr[(2)] < (922# (5.29)

Bounding Badj. This event can be split into the following two sub-events:

(1) = {3ielql, bcep]: (chopsg (Zi @ k) ||0 = chopisg (i, ® k2) [|0)
A (T; & Ty = Z) A Coll V 3-Coll },

(2) = {3i€q], bce[p]: (chopisg (O © k) [|1 = chopsg (O, D k2) [1)
A (T; & Zc = ) A Coll V 3-Coll }.

BouNDpING (1): We fix a message M; consisting of /; blocks. We also fix the
indices b and c. Now, we analyze the probability of the event in two cases:
(I) The it" construction query occurs after the b and ¢! primitive queries.
(IT) At least one of the primitive queries appears after the i construction

query.
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Case I: As T; is distributed uniformly at random and since the distribution
of ky is independent of all the other random variables, we bound the
probability of the event by 1/22". Varying over all possible choices of
i€g]and b,c € [p], we have

2
Pr[Bad;] < g% in case (I). (5.30)

bth

Case Il: Suppose the b primitive query is the latest.

(a) If the primitive query is in the forward direction, then 7 is ran-
domly distributed. Hence by the randomness of k, and 3}, we bound
the probability of the event to at most 2/2". Varying over all possible
choices of i € [g] and b, ¢ € [p], we have

o o 2qp*
Pr[Bad;] < 2‘72}; in case (ITa). (5.31)

(b) If the bh primitive query is in the inverse direction, then i, is
random. We bound the event Bad} given the complement of the event

E:{|{<n,ﬁb,zc>e[q1x[p1x[1 T= o) = 0+ fougp? }

As Pr[Bad;] < Pr[Bad; | E] + Pr[E] and as Pr[E] < 2/2" according to
the sum-capture Corollary 5, for a fixed choice of i, b and ¢ such that
T; = 0y ® Z., the probability of the event chop sg (X; B k2) ||0 = i} is
at most 1/2" by the randomness of k. As the number of choices for i,

b and c is at most gp?/2" + /3nqp?,

Pr[Bad;] < gg + 3;;”9 2 in case (IIb).

(5-32)

The analysis is exactly the same when the ¢! primitive query is the
latest. Therefore,

\/3n
Pr[Bad}] < an + p” 2n' (5.33)

Bounding (2): The analysis for bounding this sub-event is exactly identical to
that of Bady. Thus

L2 Bngp? 4
Pr[Bad}] < 2qu zn‘”” + o (534)
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Bounding Bads. We again begin by partitioning the event into two sub-events:

(1) : {3ir #irin [q] : (chopysg (X, D k2) [|0 = chopisg (i, @ k2) [0)
A (T, = T;,) A Coll' vV 3-Coll}
(2) : {3ir #irin[q]: (chop sg (©; k) [|0 = chopisg (@), ® ka) [|1)
A (T;, = Tj,) A Coll vV 3-Coll }.
BouNDING (1): For the two fixed distinct messages M;, and M;,, the event
chopysg (Zi, @ k2) [[0 = chopisg (X, D k2) ||0 is reduced to the following
equations:
yil [1] @yil [2] @ et @ yil [lil] @]/12[1] @ yiz [2] @ st @yiz [liz] = On' (535)

Without loss of generality, assume [;, > I; . The probability of the event is
zero for [;; < 1. Thus, we assume [;, > 2. As before, we determine an index
B € [l;; — 1] as follows: if I;, > I;,, then g = 1;,. If |;, = 1;, and NEQ;,;, = {I;,},
then the probability of the event is again zero. So we set § = maxNEQ;;,
when [; = [;,. Note the following event:

Collx + { (Fp1 € [1;]: Br # B, x4 [B] = xi,[B1])
V (3 B2 € [I;,] such that x; [B] = x;,[B2]) }.

Therefore, Pr [chop sg ((Zi, @ k2) [|0 = chopisg (X, @ k2) ||0) A Coll

A-Coll] < Pr [ColiXjy| +

—_——
E.4

Pr |chopysg (2, & k2) [|0 = chopsg (S, & k2) |0 A Coll A 3-Coll A CollX

(.

J/

-~

E.5
(5-36)

Due to the randomness of kg and kj, the first term (i.e. E.4) in Eqn. (5.36)
is bound by (¢ — 1+ ¢)/2" < 2£/2". We split the analysis of E.5 into the

following two cases:

Case I: When [;; = I;, +1 and NEQ;;, = {l;,}, if x;[l;;] = %, for some
a € [p], then §, = 0". Therefore, the event occurs with a probability
of at most 1/2" due to the randomness of ky and k; (note that the
number of choices for ¥, is 1). On the other hand, if x;, [I; ] is fresh,
then y; [1;,] is freshly sampled and hence for this random variable,
the rank 1 equation chop sg (X;, @ k2) |0 = chopisg (Xi, ® k2) ||0 en-
sures a probability bound of 1/(2" — 2/), by the rank argument (i.e.
Lemma 25).
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Case-ll: When [;, > [;, 42, atleast one € {l;, +1,...,1; } can be certainly
found such that x;, [8] is fresh and hence y;, [B] is freshly sampled. For
this random variable y;, ], the rank 1 equation chop sg (£;;, ® k2) ||0 =
chopisg (Zi, @ k2) ||0 ensures a probability bound of 1/(2" — 2¢), by
the rank argument (i.e. Lemma 25).

Combining the above two cases and by assuming ¢ < 2"~ 2gives

Pr |chopisg (Zi, @ k2) ||0 = chop s (Zi, ® k2) [|0 A Coll A 3-Coll A CoIIXéS)

5
S o (5-37)

Therefore from Eqn.s (5.36) and (5.37), and by the assumption £ < 2"~2, we
have

2045
—.
(5-38)

Finally, from Eqn. (5.39), the fact that the event T;, = T;, is independent of

the event (chop sg (Xi;, @ k2) ||0 = chopisg (Xi, @ k2) HO) A Coll A 3-Coll, and

that for a fixed choice of i; and i, the probability that T;, = T;, holds is 27",
we have

Pr [chopisg (Zi; D k2) ||0 = chop s (X, ® k2) [|0 A Coll A 3-Coll] <

Pr{(1)]
= Z Pr[ ]

Pr [

(
(chopisg (Zi, ® k2) [|0 = chopy s (£i, ® k) ||0) A Coll A 3-Coll] )

g-(2¢ +5) q*l + 2.5¢

1

<

BoOUNDING (2): This event is symmetric to the first, and thus has the same
bound:

20 +2.5¢
Pr((2)) < T (5.40)
Therefore, from Eqn.s (5.39) and (5.40), we have
. 29°0 +5
Pr[Bad}] = Pr((1)] + Pr[(2)] < %. (5.41)

Bounding Badg. Consider the sub-event (chopisg (Xi, @ k2) [|0 = x;,[a]) A
(chopisg (@1, @ k2) ||1 = x44[B]) A Coll V 3-Coll. This event can be expanded
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in terms of XOR operations on the hash permutation outputs as follows
(where a € [I;,] and B € [I;,] are arbitrary indices):

Pr [Bad}] = Pr [ (chopLSB (S, B ko) 10 = My, [a] & 2% @ 22"‘k1>
A (chopLse (@, @ ka) [[1 = My, [B] @ 2Pk @ 2%y ) A Toll v 3-Coll
< Pr |7 (M;,[1]) & ... @ 7 (My[l]) = My [a] © 2% © 22K | x
Pr |27 (My,[1]) & ... @27 (M, [L]) = My [B] & 2Pko 2%k |

For fixed indices i1, 1,13, the above probability is clearly (2_”)2, by the
randomness of keys kg and kj. Similarly, the probability of occurrence of
the remaining four sub-events is also (2_”)2. Counting the choices for each
index thus gives

22n )
Bounding RC5.. Recall the offline phase of the ideal oracle (Fig.s 5.6-5.8).
Denote the number of elements removed from the construction transcript of
an adversary in step 3 of stage II by 51, and the number of elements removed

in step 2 of stage Il by s,. Thus ¢ := g — (s1 + s + f) denotes the number
of elements left in X at the end of the offline phase, f as in step 10 of stage

1. Also let p° := |Dom (7°)
end of the offline phase. Thus p® = p + (s; + sp) (since p is the number of
primitive queries with LSB 0). g! and p! can be similarly defined. The bad

Pr[Bad] < ! (5.42)

, where the set Dom (71°) is as it stands at the

event occurs if for some i’ # i in [¢°], one of the following occurs:

(1) - {36 € [p%] (chopysg (% @ k2) [|0 = chopisg (T @ k2) [[0) A (27 = Zc)}
(2) : {3j € %] (chopysg (% @ k) [|0 = chopysg (i @ k2) [|0) A (2 Zj)}
where v; ¢~ {0,1}" \ Ran(r°).

BounDING (1): The sub-event z; = Z, i.e. v; = T; ® Z, is a result of the

lazy sampling of v;, independent of the sub-event chop g (X; ® k7) ||0 =
chop sg (i @ k) ||0. For a particular choice of i,i’ and c,

Pr [(chop s (X @ k2) ||0 = chopy sg (X @ k) [|0) A Coll A 3-Coll]

2045
X Priz; =2, < 2—: x Pr[z; = Z.| (as already computed in Eqn. (5.39))
< 20+5 1 _
- 2 on _ qO
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where ¢ denotes the maximum number of message blocks amongst all g
queries. Summing over all choices of i, i’ and ¢ bounds the probability to

o ~ (2045
7°(q° —1)pt - (27) (5.43)

BouNDING (2): We split this bad event into the following cases:
Case I: Suppose i’ # j. As in (1), the sub-event z; = z; is a result of the lazy
sampling of z;, independent of the sub-event chop,sg (X; ® k2) ||0 =

chop sg (X @ kp) ||0. Thus, the probability of this case for a particular
choice of 7,i’ and c is

Pin,c = Prlchopsg (Z; © k2) [|0 = chopisg (Zi @ k2) [|0 A Coll A 3-Coll

x Prz; = zj] < 2015 X ! — (as already computed in Eqn. (5.39))
2n 2n — g0
40 +1 ~
< K;n 0 (since g0 < 2”_1).
Summing over all possible choices of i,i and ¢, we obtain an upper
bound 40410
9°(@° =1)(q° = 2) - —5— (544)

Case Il: Now suppose i’ = i. v & {0,1}" \ Ran(7?) is thus sampled first
and z; is then set to v;. This case eventually boils down to the joint
event (chopysg (X; @ k2) [|0 = chopisg (X7 @ ka) [|0) A (z; = zj). If T; =
Ty, then z; = zj is implied by the first sub-event. Therefore,

Pr [T; = Ty A (chopysg (Z; © k2) [|0 = chopysg (Zy © k2) [|0)
A Coll A 3-Coll]
= Pr [ (chopisg (i D k2) [|0 = chopisg (X @ k2) [|0) A Coll A 3-Coll
| T; = Ty] - Pr[T; = Ty]
< 20+5

. 2045
i X Pr [T; = Ty] (computed in Eqn. (5.39)) < ———, (5.45)

22n

as all the qAO messages are fixed given Ty, ..., Tq?)- On the other hand, if

T; # Ty then z; # vy @ Ty and hence the probability becomes zero.
Summing over all (7,i,) with i < i/, the probability for this case is
bounded by

~

P(q°—1) 20+5
2 ' 22}’1 * (5'46)
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Combining cases | and Il, we have

Pr(2)] < R - 1P -3) - 22 (547)
Therefore, Pr[RCs] < Pr[(1)] + Pr[(2)]
- 7°(q° — 12)2n (20 +5) (2[;0 34 ];\1>
< 2= ;;SM +3) (q+p), (5.48)

since qAO < g and pAl <2p.
Bounding RCg. The event RCg, can be bound identically as RCs. Hence,

PefRey) < 1T DREE) (1), (5.49)

The final bound follows from Eqn.s (5.2)—(5.49). ]

5.5. Analysis of Good Transcripts

In this section, we show that realizing a good transcript T = (1, 1) is
almost as likely in the real world as in the ideal world. For each i € F, both
chop s (X; @ k2) ||0 and chop g (©; @ kp) ||1 are fresh for elements (X;, ©;)
in & x ©, as shown in line 9 of stage II of Fig. 5.7. Due to the changes made
in lines 2 and 6 of the same stage, repeating elements of & (resp. ®) are
moved to 7, and each such index i is added to Z. Since these alterations do
not create any inconsistencies, the cardinality of 7, increases. Assuming that
s1 + s2 elements are added to 7, in step 3 and t; + t; elements in step 7, the
size of the modified transcript T, is p’ := 2p + 51 + 52+ t1 +t2 = py + p}
(where pj == p+s1 +s2 and p} := p + t1 + t2). Therefore, the number of
elements in the modified collections ¥ and @, which we denote by f* and
@, (resp.), is g’ := g — 51 — sy — t — t at the end of stage II.

Moreover, as the transcript T is good, for every i ¢ F UZ, exactly one
of chopisg (Z; @ k) ||0 and chop,sg (®; ® k) ||1 is fresh in (X, ©.). Thus,
there are exactly (4’ + f) fresh blocks (2f fresh blocks corresponding to all
indices belonging to F and (2" — 2f)/2 additional fresh blocks), and ¢’ — f
repeated blocks.

Let P¢ be the set of all indices corresponding to queries with one of their
hash output blocks colliding with one of the hash primitive inputs. We define
a relation ~ on Q° := [g] \ FUZ U P as iy ~ iy if (chop sg (Zi, ®k2) [|0
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= chop s (Z;, D k2) [10) \/~(ChOPLSB (©;, @ k2) |1 = chopisg (O, D k) [|1),
where ¥; is an element of 2, and ©;, is an element of ®.. Note that as 7 is
good, for any i; ~ iy, exactly one of the following two occurs:

(i) chop.sg (Zil D kz) |0 = chopsp (Zi2 P kz) 10,
(ii)  chopisg (O, @ k2) ||1 = chopisg (O;, D ko) ||1.

Furthermore, if i; and ip are related through (i), then any other index j € Q°
cannot be related to i; or i through (ii), and vice versa. Clearly, ~ is an
equivalence relation. Thus, it partitions Q°, which in turn induces a partition
on %, and O,. Let ry be the number of equivalence classes of ¥, and 7
the number of equivalence classes of ©,. Let d? be the number of elements
in the i" equivalence class of X, and d} the number of elements in the ith
equivalence class of C:)* For each equivalence class of f* or @*, we sample
an output for the least-indexed element, thus determining the (common)
output for all other elements in that class (see lines 4 and 11 of stage III in
Fig. 5.8). Due to the definition of S in line 12 of stage II, and due to lines
4,5,11 and 12 of stage III V i € [q'], v; @ z; = T; holds. Also, RCy, or RCg
are not set to 1 (as 7 is good), ensuring no range collision for two different
inputs. This proves the following result:

For a good transcript T, the q' tuples of input and output blocks of ¥ and 7t are
permutation compatible, i.e. ¥ is permutation compatible with Ran(N°) U Ran (")
and @, is permutation compatible with Ran(MN') U Ran(7!).

This is useful for computing the ratio of the real to ideal interpolation
probabilities of a good transcript T through the following lemma:

Lemma 16. Let T = (1, Tp) be a good transcript. Then

PriDee=1] 16qp* + 164%p + 4g°
Pr[Dig = 7] ~ 22n '

proof. IDEAL INTERPOLATION PROBABILITY. Observe that the keys (ko, k1, k»),
the response tuple T, and the (lazily sampled) 70, 77, N° and N! are jointly
independent as each T; is distributed independent of all the previously
sampled values of T, all outputs of 70 and 7!, the keys ko, k1 and k; as
well as M° and M* (in the offline phase of the game). Let B denote the event
{(M°(chopLsg (X @ k2) [|0) = v;) A (M (chopysg (©; @ k2) ||1) = z;) Vie F.
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Therefore,

1 1 1 1
23n ong (ZH)PG (Zn)pi

Pr[Diq = 7] = -Pr |M°(chopiss (£ @ k) [0) = v

AT (chopisg (©; @ k2) [[1) = 2 ¥i € [g]]

1 1 1 1 0
~ 28 ong 29, 2, -Pr([B] - Pr [I‘I (chopisg (Z; @ k2) ||0) = v;A
0 P1

" (chopLsg (€; @ k2) [[1) = 2 Vi € Q° | B
NS S U SRS NS ENS B (.50
T @), @), 1Sl @t @ F—PDn

Recall here that M° and M! are defined in two steps:

1. Elements of S are sampled randomly for all free indices i € F (line 13
of stage II in Fig. 5.7) and thus Pr[B] = |S| 1.

2. The remaining input-output values of M° and M are defined through
lazy sampling (lines 4,5,11 and 12 of stage III in Fig. 5.8).

In the second step of the sampling process, the oracle samples permutation
outputs for ry and ry distinct values in such a manner that neither do they
collide with the values sampled in the first step, nor with the values in the
modified list T;’g. Hence, we have

Pr [ (”O(ChOPLSB (Zi @ ko) [|0) = Uz’) A (”1(Ch0PLSB (@i @ k) [|I1) = Zi)

1 1
@ = F=pr @ =f=pn
REAL INTERPOLATION PROBABILITY. From the claim (5.5) stated previously in

this section, it is obvious that X, is permutation compatible with Ran(I%) U

Ran(7r%) and @, is permutation compatible with Ran(M') U Ran(7r!). There-
fore,

VieQC|B}:

1o

Yo+ Y d =1 = (¢~ f) (551)
i=1 i=1
since the number of non-fresh blocks is (4’ — f). We define two sets:
Uy = {i € Q°:chopsg (Z; Dky) |0 is fresh in =, },
U = {ie Q:chopsg (®; ®ky)|1is fresh in O, }.

1 0]
Clearly, ug .= |Up| =10+ f + Zd}, uy = Uy =r1+f+ Zd?.
i=1 i=1
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One can easily verify that the number of distinct inputs to ¥ (b € {0,1}) is
1y := up, + pj,. Hence,

11 1
23n (271)ﬁo (zn)ﬂl'

COMPUTING THE RATIO. From Eqn.s (5.52) and (5.50),

PriDre = 7] @) 2" ((21)p)° (2" = f = Ph)ry - (2" — f — Pi)r, - |S]

Pr[Dre = 7] =

(5-52)

Pr[Diq = T 2"z - (2",
D e A A (1 _Apor AP ) 4f3)
= 221 ’
(@ —pl) -2~ ph)r (@ —p) -2 f—p)r
Where Al::( l(ggnjip)ul-&-slpo : )' A2::( r()zlnjip)uz-&-tlpl : ) ’ (553)

Note that (3) follows from p{ = p +s1 and p] = p + t; and the following
result from Corollary 5:

(2" —pp)s- (2" = ph)s (1 AFpOpL + APy + ph) + 4f3>

’S’ > Z"f 22n

(. J
-~

A

where we assume that f + pj, < 2"=1and f + pi < 2"=1 Furthermore,

(2n B pé)f—l—”o
(2" =P)sy - (2" = Po)fare - (2" = po = f = 10) g

i=1

Al =

G

and
(2” - p{[)f—FTl
2" —=p)ty - 2" =P fin - 2" —p1— f— rl)rzo

i=1

Ay =

@

Therefore, from Eqn. (5.53),

o _ n(q—f) . A
@ =)@ =y f o) (2" =p)y (2" =Py~ f 1)
L d! L
i=1 i=1

Due to Eqn. (5.51), the total number of terms in the denominator of P is

)
Y & +Y di+si+ti=q —f+s1+t=q—f,

1
i=1 i=1
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as g = g —s; — t1. Not only does this number match exactly with the
number of terms in its numerator (except the constant A), but also each term
of the numerator (except A) is greater than each term of the denominator.
Thus the term-by-term ratio is at least 1 and hence P > A. Finally, the
inequalities f < g, p;, < 2p and p} < 2p prove the result. O

5.6. Summary

This chapter gives a tight security bound of the public permutation-based
pPMAC_Plus construction. Unlike PMAC_Plus, which is tightly secure for
237/4 queries, the public permutation-based pPMAC Plus is tightly secure
for 22"/3 queries. Similar to pPMAC_Plus, analysing the security of the pub-
lic permutation-based LightMAC_Plus construction is an interesting open
problem.
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CONSTRUCTION AND PRIMITIVE QUERIES

i g

choose distinct (M;[1]||M;[2]) € {0,1}*" Vi € [22"/3]

T; + pPMAC_Plus (M;[1]||M;[2]) Vi € [22'/3].

choose distinct 7, € {0,1}" Vb € [22"/3]
3y, « m (i) Vb € [22/3].
choose distinct @, € {0,1}" Vc € [22'/3]
Z. < 1 (W) Ve € [22/3].

{fl, Xo,... ,J?zzn/3+1} — {ﬁb}%zznf U { }22n/3

o < 10 (%), a € [221/3H],

BACKWARD ATTACK

10 *
11
12

13 :

S+ ¢.

V(i,b,c) € 22"/3] x [22V/3] x [22/3),if Oy @2, =T;

then & < S1U{(i,b,c)}

Sy — ¢.

V(ay,az, (i,b,c)) € [22M/3+1] x [220/3+1] « Sy,
compute $(aa2, (b)) o Yoy @ Ya,
compute O2/(10€)) 72 oy B2 Fa-

if £{12200) g g — @2 00) g i, then

i{fgﬂl'ﬂz'(i'b'c)) - Z(al as,(i,b,c)) @ ﬁb

S +— S U {(al,az, (i, b, C))}

V(ay,az,(i,b,c)) € S»

compute k{2029 (93 @21 (2. My[1] @ M[2] B2 %o, ® £oy),
compute K\ (P9)  (92523)71 (22. M;[1] @ Mi[2] © 22 - %y, © £ay) -

REMoOVING FALSE POSITIVES

1

T! « pPMAC_Plus ((M;[1] @ 1)||M;[2]) Vi € [22'/3)].
K<+ ¢
V(ay,a,(i,b,c)) € Sy,

(k(al Jap,(i,b,c)) (”1 Jap,(i,b,c)) ’11 ap,(ib,c)) )
if T/=pPMAC_Plus A 1]@1)|| M;[2])Vie[22/3)
then K < KU {koul,az,(i,b,c)) I’egal ,a,(i,b,c)) i{é 1,2, (1 bc))}‘

return K.

Figure 5.3.: An attack on pPMAC_Plus, where a computationally unbounded adver-

sary makes O (22”/ 3) queries to the construction and primitives.
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REAL-ONLINE

10 =

11

12 :
13 :
14 :

15 ¢

Dom(7Y) < ¢, Dom(7t!) «+ ¢, Ran(7°) < ¢,Ran(rt!) < ¢.
Vi € [q], on query M;, output T; <— pPMAC_Plus™(M;).
Vb € [p] such that i, = 1|0, on query (ii, +) to 7°,
output 7, - {0,1}"\ Ran(7°) URan(7t}).
Dom(7%) + Dom(7°) U {7 }.
Ran(r°) + Ran(7°) U {5,}.
Vc € [p] such that @, = @||1, on query (@., +) to 7',
output Z, < {0,1}"\ Ran(7°) URan(7t!).
Dom(7t!) « Dom(r!) U {@.}.
Ran(7r!) « Ran(7!) U {z.}.
Va € [p], on query (7., —) to 7t such that
2 ¢ Ran(7t°) URan(7t!), output %, & {0,1}"\ (Dom(no) U Dom(n1)> .
if LSB(%,) = 0,
then Dom(7t°) <— Dom (%) U {%,},Ran(7°) <— Ran(7°) U {7,}.
else Dom(7t!) <— Dom(7t') U {#,},Ran(rt!) < Ran(7t') U {#,}.
Dom(7t) + Dom(7%) U Dom(7tt), Ran(7r) < Ran(7°) LI Ran(7th).

Figure 5.4.: Description of the online phase of the real world. 7¥ is the restriction of

the permutation 7t to the domain {#0 : # € {0,1}"~1}, and similarly,
! is the restriction of the permutation 7t to the domain {®@||1 : @ €

{O, 1}11—1}.
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IDEAL-ONLINE

S

10 .

11 °

12 g
13 S
14

15 :

Dom(7") < ¢, Dom(7t!) « ¢, Ran(7°) < ¢, Ran(7!) « ¢.
Vi € [q], on query M;, output T; & {0,1}".
Vb € [p] such that 7, = 1|0, on query (i, +) to 7,
output 3 < {0,1}"\ Ran(7°) URan(7t!).
Dom(7%) + Dom(7°) U {7 }.
Ran(°) « Ran(7°) U {5,}.
Vc € [p] such that @, = @||1, on query (@., +) to 7,
output 2. <& {0,1}" \ Ran(7®) URan(n!).
Dom(7t!) < Dom(m!) U {@.}.
Ran(7t') < Ran(rt!) U {2.}.
Va € [p], on query (7., —) to 7 such that
7a & Ran(m°) URan(7t!), output %, < {0,1}"\ (Dom(no) U Dom(nl)) .
if LSB(%,) = 0,
then Dom(7r°) <— Dom(7°) U {#&,}, Ran(°) < Ran(7°) U {#,}.
else Dom(7t') <— Dom(7t!) U {%,},Ran(7t') <— Ran(7') U {7,}.
Dom(7t) ¢ Dom(7°) U Dom(7t!),Ran(7t) < Ran(7") LI Ran(7t!).

Figure 5.5.: Description of the online phase of the ideal world. 7° is the restriction of

the permutation 7t to the domain {#]|0 : # € {0,1}"!}, and similarly,
7! is the restriction of the permutation 7t to the domain {®||1 : @ €

{0,131}
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IDEAL-OFFLINE: STAGE |

=

(ko, k1, ko) & ({0,1}")2.
2: ifJi € [q],« # B in [l;] and ay # ay for which %,,, %;, € Dom(7) :
(Mi[a] ® 2%ko ® 2%k1 = %a)) A (MZ- 8] @ 2Pko & 22Ky = ;za2> ,
then |Coll « 1,| L.
3: if iy, ip,i3 € [g], and distinct a1 € [I;,], a2 € [l;,], a3 € [I;;]
(M, [a1] @ 2%ko @ 2%1ky = M, (o] B 2%2ko © 22*2k7)
A (M, [aa] © 2%k @ 221Ky = My, [as) © 2%3ko © 2%%ky ),
then |3-Coll <« 1,| L.
40 Vie[q], (£i,0;) < pPMAC Plus-Hashy | . (M;). /*Subroutine 5.1 % /
51 L {Z1,..., 5}, 0+ {0,...,0,}.
61 if Jip,in, i3 € [q] with iy # i1, i3 # iy :
(chopLSB (Zil @kz) |0=chopsg (Ziz @kz) HO)
A (chopise (©4, Bk ) |[1=chopise (@, &k )[|1),
then |Bad; «+ 1, L.
7 ifJieq]:
chopysg (Zi © k2) [|0 € Dom(7°) A chopisg (®; © k2) [|1 € Dom(7"),
then 1.
g: ifdip #£irelq]:
[(chopisg (Zi, ©k2 ) [0=chopisg (Ei, @k2) [0) A(chopisg (©;, ©k2 ) [1€Dom (1) ) |
V[(chopysg (@i, @kz ) [1=chopy s (@, &kz ) [1) A(chopysg (i, Bk )||0€Dom(70) )],
then |Bads < 1,| L.
9: ifJie€[q],bcelp]:
[(chopysg (Z;®ks)||0=i1, ) A(T;DTp=2;)]

Y

V[(chopysg (®;@ka) || 1= ) A(T;®Z.=5y)],
then |Bady + 1,| L.
w0 if 3 distinct i1,ip € [q] :
[(chopysg (X, ©k2 ) [0=chopisg (i, k2 ) [0) A( Ty, =T}, ) |
V[ (chopisg (©;, @k2 ) [[1=chop s (@, ®k2 ) [I1) A (T, =T, )],
then |Bads <+ 1,| L.
u: if iy, i, i3 € [q],b,c € [p] and win [l,], B € [I;] :
([chopisg (Zi, ©k2) 0=xi, [a]] A[chopysg (O}, @k, ) [[1=x;,[B]] ) vV
[chopy sg (Zi; @2 ) [0=x;, [#]] A [chopysg (@, @Kz ) 1= | ) v
[chopisg (Zi, ®k2) [#]] A[chopisg (©3, @k ) || 1=chopy s (O, Bk2 ) 1] ) vV
(24 k2)
(Zy ©k2)

_|I

[0==x,
[chopysg (Zi, ®k2 ) [0=i1,] A [chopisg (@7, Bk2 ) [ 1=y [B]] ) V
[chopysg (Ei, @k2 ) [0=chopysg (i, ©k2 ) [|0] A[chop s (O, Bk ) [[1=x;,[8]] ),

(
(
(
(

then |Badg <+ 1,| L. 163

12: go to stage ll .

Figure 5.6.: Stage I of the offline phase of the ideal oracle. The internal values x;[«]
are as defined in Eqn. (5.1).
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IDEAL-OFFLINE: STAGE I

FIE

10 -

11 .

12 °

13 :

14

15 .

16 :

17 °

Vi € [q] if (3b € [p] : chop s (£ D k2) [|0 = 1lp) V
(Jip € [g) and & € [I;,] : chop sg (X; @ k2) ||0 = x4, [«]), then
Y2\ Zand T « TU{i}.
Dom(7t!) + Dom(7r!) U {chop,sg (®; @ k) ||1}.
Ran(rt') < Ran(r!) U {T; © 3, }.
Vi € [qlif (3c € [p] : chopis (O; D k2) [|1 = @) V
(Jip € [q) and & € [I;,] : chop sg (©; @ k2) ||1 = x;,[«]), then
©+ 0\0;and T + T U {i}.
Dom(7t°) < Dom(7t°) U {chop, sg (X; @ k2) ||0}.
Ran(7°) + Ran(m®) U{T; ® 2.}
F+{ieg\Z: (% #Zy) AN (O; #0Op) forany i',i" #iin [g]\ T}
f< 17l
v & {0,1}" \ Ran(n°) Vi € F.
S + {(v;,z) € {0,1}" \ Ran(7%) x {0,1}"\ Ran(7!) : v; ® z; = T;}icr.
for (vj,z;) &s:
set M° (chopysg (£ @ k2) [|0) ¢ v;, M (chopisg (©: ® k2) 1) ¢ 2.
Dom (M%) + Dom (N°) U {chop sg (X; B k2) [|0, },
Ran (M°%) < Ran (N°) U {o;}.
Dom (nl) « Dom (rﬂ) U {chop,sg (@ @ ko) |1},
Ran (M°) « Ran (N°) U {v;}.
go to stage Ill.

Figure 5.7.: Stage II of the offline phase of the ideal oracle.
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IDEAL-OFFLINE: STAGE III

1 Vielq),
Dom(7) < Dom(7t°) U Dom(7t!) U { M;[a] & 2%ko @ 2%k; : & € [l]]},
Ran(7) + Ran(n”) URan(7t") U {mr (M;[a] & 2%ko & 2%k1) : & € [I]]} .
2: Vi€ [g)\ (FUZT) such that 3%; € X with X; = X,
5:  if chop s (Zi @ k2) ||0 & Dom(7r) U Dom(MN°),
4 then M°(chopsg (Zi @ k) [|0) < v, & {0,1}" \ Ran(MN°) URan(7")
and z; < T; ® v;.
50 else v; + M°(chop sg (Z; D k| 0) and z; « T; @ v;.

6: Dom (M%) + Dom (N°) U {chopsg (Z; B k2) [|0, },
Ran (M°%) + Ran (N°) U {o;}.
;:  Dom (I‘I1> « Dom (n1> U {chop,sg (@; @ k2) ||1},

Ran (ﬂ1> < Ran (I'Il> U {v;}.
8: ifz € Ran(M')URan(rt!), then ,
N (chopisg (©; @ k2) [|1) +— z;, L .
o: Vielq]\ (FUZ) such that 3@, € © with ®; = Oy,
w0:  if chop sg (®; @ k2) |1 & Dom(7r) U Dom(M'),
it then M (chopsg (®; @ ko) ||1) = z; <= {0,1}" \ Ran(M') URan (")
and z; <+ T; @ z;.
12:  elsez; < N (chop sg (®; @ ky||1) and v; + T; @ z;.

13 : Dom (I_IO) < Dom (l_lo) U {ChOpLSB (Zl D kz) ||0, } ’
Ran (M°) « Ran (N°) U {o;}.
14 Dom (I'Il) < Dom (I'I1> U {chop sg (©; © k2) |1},

Ran (M%) < Ran (N°%) U {o;}.
i5:  if v; € Ran(N%) URan(7°), then ,

M° (chopisg (Zi @ k2) [|0) ¢ v;, L .
16: Dom(7r) < Dom (%) LI Dom(7!), Ran(7r) <— Ran(7°) LI Ran(7!).
172 Dom(M) < Dom(M°) U Dom(M), Ran(M) « Ran(N°) L/ Ran(M*).

Figure 5.8.: Stage III of the offline phase of the ideal oracle. Boxed statements denote
bad events. Whenever a bad event is set to 1, the game gets immediately
aborted (denoted ) and returns the remaining values of the transcript
arbitrarily.

165



6. Tight Multi-User Security Bound
of DbHtS

166



Abstract

In CRYPTO’21, Shen et al. have proved in the ideal cipher model that
the Two-Keyed-DbHtS construction is secure up to 22"/3 queries in the multi-
user setting independent of the number of users, where the underlying
double-block hash function H of Two-Keyed-DbHtS is realized as the con-
catenation of two independent n-bit keyed hash functions (H K1, H K,,2) such
that each of the n-bit keyed hash functions is O(27") universal and regular.
They have also demonstrated the applicability of their result to the key-
reduced variants of DbHtS MACs, including 2K-SUM-ECBC, 2K-PMAC_Plus
and 2K-LightMAC_Plus without requiring domain separation techniques and
proved 2n/3-bit multi-user security of these constructions in the ideal cipher
model. Recently, Guo and Wang invalidated the security claim of Shen et
al.’s result by exhibiting three constructions, which are the instantiations of
the Two-Keyed-DbHtS framework, such that each of their n-bit keyed hash
functions is O(27") universal and regular, while the constructions them-
selves are secure only up to the birthday bound. In this work, we show a
sufficient condition on the underlying Double-block Hash ( DbH) function,
under which we prove 3n/4-bit multi-user security of the Two-Keyed-DbHtS
construction in the ideal-cipher model. As an instantiation, we show that
the two-keyed Polyhash-based DbHtS construction is multi-user secure up
to 23"/4 queries in the ideal-cipher model. Furthermore, due to the generic
attack on DbHtS constructions by Leurent et al. in CRYPTO’18, our derived
bound for the construction is tight.

Keywords — DbHtS, PRF, Polyhash, Coefficients-H Technique, Mirror
Theory.



6. Tight Multi-User Security Bound of DbHtS

6.1. Introduction

MULTI-USER SECURITY OF DBHTS. The security bounds of DbHtS constructions
discussed in the previous chapter(s) are those in which adversaries are given
access to some keyed oracles for a single unknown randomly sampled
key. Such a model is known as the single-user security model, i.e. when the
adversary interacts with one specific machine in which the cryptographic
algorithm is deployed and tries to compromise its security. However, in
practice, cryptographic algorithms are usually deployed in more than one
machine. For example, AES-GCM [101, 74] is now widely used in the TLS
protocol to protect web traffic and is currently used by billions of users
daily. Thus, the security of DbHtS constructions in the multi-key setting is
worth investigating; we ask, “to what extent the number of users will affect the
security of DbHtS constructions?”, where adversaries are successful if they
compromise the security of one out of many users. Thus, the adversary’s
winning condition is a disjunction of single-key winning conditions.

The notion of multi-user (mu) security was introduced by Biham [32] in
symmetric-key cryptanalysis and by Bellare, Boldyreva, and Micali [11] in
the context of public-key encryption. In the multi-user setting, attackers have
access to multiple machines such that a particular cryptographic algorithm F
is deployed in each machine with independent secret keys. An attacker can
adaptively distribute its queries across multiple machines with independent
keys. Multi-user security considers attackers that succeed in compromising
the security of at least one machine.

Multi-user security for block ciphers is different from multi-user security
for modes. In the single-key setting, the best attacks against block cipher
such as AES do not improve with increased data complexity. However,
in the multi-key environment, they do, as first observed by Biham [32]
and later refined as a time-memory-data trade-off by Biryukov et al. [33].
These results demonstrate how one can take advantage of the fact that
recovering a block cipher key out of a large group of keys is much easier
than targeting a specific key. The same observation can be applied to any
deterministic symmetric-key algorithm, as done for MACs by Chatterjee
et al.[50]. A more general result guarantees that the multi-user advantage
of an adversary for a cryptographic algorithm is at most u times its single user
advantage. Therefore, for any cryptographic algorithm, a multi-user security
bound involving a factor u is easily established using a hybrid argument that
shows the upper bound of the adversarial success probability to be roughly
u times its single-user security advantage. Bellare and Tackmann [18] first
formalized a multi-user secure authenticated encryption scheme and also
analyzed countermeasures against multi-key attacks in the context of TLS
1.3. However, they derived a security bound that also contained the factor u.
Such a bound implies a significant security drop of the construction when
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the number of users is large, and in fact, this is precisely the situation faced
in large-scale deployments of AES-GCM such as TLS.

As evident from [14, 18, 42, 85, 86, 99, 111], it is a challenging problem to
study the security degradation of cryptographic primitives with the number
of users, even when its security is known in the single-user setting. Studies
of multi-user security of MACs are somewhat scarce in the literature except
for the work of Chatterjee et al. [50], and a very recent work of Andrew et
al. [110], and Bellare et al. [14]. The first two consider a generic reduction
for MACs, in which the security of the primitive in the multi-user setting is
derived by multiplying the number of users u by the single-user security.

In CRYPTO'21, Shen et al. [128] have analyzed the security of DbHtS in
the multi-user setting. It is worth noting here that by applying the generic
reduction from the single-user to the multi-user setting, the security bound
of DbHtS would have capped at worse than the birthday bound, i.e. ug*/3 /2",
when each user made a single query and the number of users reached g.
Thus, a direct analysis was needed for deriving the multi-user bound of the
construction. Shen et al. [128] have shown that in the multi-user setting, the
two-keyed * DbHtS paradigm,

Two-Keyed-DbHtS (M) := Ex(Hg, 1(M)) @ Ex(Hk, 2(M)),

is secure up to 22"/3 queries in the ideal-cipher model when the 2n-bit
double-block hash function is the concatenation of two independent n-bit
keyed hash functions Hg, 1 and Hg, ». In particular, they have shown that
if both Hg, 1 and Hg, » are O(27")-regular and O(27")-universal ?, then the
multi-user security bound of the two-keyed DbHtS is of the order of

> Pp+ap?

qpl q
— 4+ ok

2k +n 2WJF

where ¢ is the total number of MAC queries across all u users, p is the
total number of ideal cipher queries, ¢ is the maximum number of message
blocks among all queries and n, k are the block size and the key size of
the block cipher respectively. Note that the above bound is independent of
the number of users u, which can be adaptively chosen by the adversary
and grows as large as g. Besides this result, Shen et al. have also shown
that 2K-SUM-ECBC [61], 2K-PMAC_Plus [61] and 2K-LightMAC_Plus [61] are
all secure roughly up to 22*/3 queries (including all MAC and ideal cipher
queries) in the multi-user setting independent of the number of users, where
these constructions do not employ domain separation techniques.

two-keyed stands for one hash key and one block cipher key.

2A family of keyed hash function is said to be e;j-regular if for any x and y, the
probability that a randomly sampled hash function from the family maps x to y is €y; it
is said to be e;-universal if for any distinct x, x’, the probability that a randomly sampled
hash function from the family yields a collision on the pair (x, x’) is €;.
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Remark 4. In their paper [61], Datta et al. named the two-keyed variants of
SUM-ECBC, PMAC_Plus and LightMAC_Plus as 2K-SUM-ECBC, 2K-PMAC_Plus
and 2K-LightMAC_Plus respectively, where for each of these constructions, the
domain separation technique ensured disjointness of the set of values of ¥ and ©.
However, in [128], Shen et al. considered the same constructions but without any
domain separation, and refer to them using the same names. Henceforth, we shall
implicitly mean the non domain-separated variants only (unless otherwise stated)
when referring to the two-keyed constructions 2K-SUM-ECBC, 2K-PMAC_Plus and
2K-LightMAC_Plus.

6.1.1. Issue with the CRYPTO’21 Paper [128]

In this section, we discuss three issues with [128]. The first two issues ex-
amine flaws in the security analysis of the construction and the last issue
points out a flawed security claim of the construction. We begin by iden-
tifying the first issue. The Two-Keyed-DbHtS framework was proven to be
multi-user secure up to 22"/3 queries in the ideal-cipher model [128] un-
der the assumption that each of the underlying n-bit independent keyed
hash functions is O(27")-universal and regular. As an instantiation of the
framework, [128] showed 2n/3-bit multi-user security of 2K-SUM-ECBC,
2K-LightMAC_Plus and 2K-PMAC_Plus in the ideal-cipher model. In the se-
cuirty proof of these instantiated constructions, they only bounded the
regular and the universal advantages of the corresponding hash functions
(i.e., the DbH of 2K-SUM-ECBC, 2K-LightMAC_Plus and 2K-PMAC_Plus) up
to O(£/2"), where ¢ is the maximum number of message blocks amongst
all queries. However, the regular and universal advantages of the underly-
ing double block hash functions of the above three constructions were not
proven in the ideal-cipher model; instead, the authors bounded them in the
standard model, where the adversary is not allowed to query the underlying
block ciphers of the corresponding hash functions. In other words, consider-
ing the example of 2K-LightMAC_Plus, while bounding the probability of the

event L, = % (where &, = L, = Yo Yio...oY, =Y|oY]e...0Y,
t ]

and Yi = Ex(M:||{a)s)), the authors have simply assumed that at least one
of variables Y in the above equation will be fresh, thus providing sufficient
entropy for bounding the event. However, the authors have conspicuously
missed the fact that existence of such a variable Y may not always be guar-
anteed in the ideal cipher model. For example, suppose an adversary makes
the following three forward primitive queries:

1. forward query with (x||(1)s) and obtains y;
2. forward query with (x'|| (1)) and obtains y,
3. forward query with (x”||(2)s) and obtains y3
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Let us assume that the (albeit probabilistic) event y; @ y» © y3 = 0 occurs.
Suppose the adversary makes two more queries: the first, a construction
query with (x) and the second, a construction query with (x||x”). Then,
one cannot find any fresh variable Y in the following equations:

Y =Y aY;

Therefore, to prove the security of such block cipher-based DbHtS construc-
tions in the ideal-cipher model, one needs to consider the fact that the
regular or universal advantage of the underlying double block hash func-
tions must be bounded under the assumption that the adversary makes
primitive queries to the underlying block cipher. We therefore believe that to
prove the security of the constructions in the ideal-cipher model for the block
cipher-based DbH function, one needs to provide a generalized definition of
the universal and regular advantages in the ideal-cipher model and prove
their security under this model, which was missing in [128].

The second issue is regarding the good transcript analysis of the Two-
Keyed-DbHtS construction. In Fig. 4 of [128], the authors have identified the
set of (i,a) € [u] x [g;], which they denoted as F(]), such that both ¥} and
@!, are fresh. They have also defined a set S(J),

S(J) == {(W}, X) € {0,1}" \ Ran(®)) *FID . Wi @ X = T}

Then for all (i,a) € F(J), (Ui, Vi) is sampled from S(]) and is set as the
permutation output of ¥, and @, respectively. Finally, they have provided
a lower bound on the cardinality of the set S(J) from Lemma 2. Noting that
Lemma 2 proves the cardinality of the set

S:={(U, ;) € ({0,1}")® . U; & V; = T;}

to be at least 2"(2" — 1) ... (2" —2g +1)/2™ - (1 — 6g°/2?"), which is used
to obtain a lower bound on |S(])|, reveals a fallacy as the two sets S and
S(J) are not isomorphic to each other.

The third issue is regarding the flawed security claim of the Two-Keyed-
DbHtS construction in [128]. In Theorem 1 of [128], Shen et al. show that
when the underlying double block hash function of the Two-Keyed-DbHtS
construction is the concatenation of two independent n-bit keyed hash
functions such that each is O(27")-universal and O(27")-regular, Two-Keyed-
DbHtS achieves 2n/3-bit multi-user security in the ideal-cipher model. In a
recent work by Guo and Wang [83], the authors came up with three concrete
constructions that are instantiations of the Two-Keyed-DbHtS paradigm such
that the underlying double block hash function of each of the three construc-
tions is the concatenation of two independent n-bit keyed hash functions.
Guo and Wang also show that each of the n-bit hash functions for these three
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constructions meets the O(27")-universal and O(27")-regular advantages.
However, the constructions have a birthday bound distinguishing attack. As
a consequence, the security bound of Two-Keyed-DbHtS as proven in Theo-
rem 1 of [128] stands flawed. We would like to mention here that the attack
holds only for those instances of Two-Keyed-DbHtS where the underlying
DbH is the concatenation of two independent n-bit hash functions and it
does not have any domain separation. In fact, authors of [83] were not able
to show any birthday bound attack on 2K-PMAC_Plus and 2K-LightMAC_Plus
as the underlying DbH function of these two constructions is not the con-
catenation of two independent n-bit keyed hash functions. However, it is
to be noted that as the double block hash function for 2K-SUM-ECBC is the
concatenation of two independent n-bit CBC functions, the attack of [83]
holds for it.

6.1.2. QOur Contribution

In this chapter, we prove that the Two-Keyed-DbHtS construction is multi-user
secure up to 23"/4 queries in the ideal-cipher model. To prove it, we first
define the notion of a good double-block hash function, which informally
means that the concatenation of two independent n-bit keyed hash functions
is “good” if each has negligible universal and regular advantages, and the
probability that the outputs of two hash function colliding for any pair of
messages M, M’ is zero. Then, we prove that if the underlying 2n-bit DbH
function of the Two-Keyed-DbHtS construction is good, such that each of
the n-bit keyed hash functions is €reg-regular and eyniy-universal, then the
multi-user security of our construction in the ideal-cipher model is of the
order
9 4/3 3 8/3 2 9 7/3
8q- 2" * 2722” * ZqT” * 8(-122’1
2qpereg | gPeuniv |, 29
L T TR

8q* g  2u® 24
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T Cuniy | 24P

2 otk
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€re
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where ¢ is the total number of MAC queries across all u users, p is the
total number of ideal-cipher queries, 1 is the block size of the block cipher,
ky, is the size of the hash key and k is the key size of the block cipher of
the construction. As an instantiation of the Two-Keyed-DbHtS framework,
we have proved that C;[PH-DbH, E], the Polyhash-based Two-Keyed-DbHtS
construction which was proposed in [61] and proven to be secure up to
22/3 queries in the single-user setting, is multi-user secure up to 23"/*
queries in the ideal-cipher model. The security proof of the construction
crucially depends on a refined result of mirror theory over an abelian group
({0,1}", &), where one systematically estimates the number of solutions to
a system of equations to prove the security of the finalization function of
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the construction up to 23"/4 queries. Due to the attack result of Leurent et
al. [95] on the DbHtS paradigm with 23"/4 queries, the multi-user security
bound of our construction is tight.

6.2. Mirror Theory

Recall from Sect. 2.3 that a graph G = (V, S) inducing a system of affine
equations over {0,1}",® is a good graph if it has no cycles and if no path
label is equal to 0. Furthermore, If G is a bipartite graph with a vertex set
Y = P LU Q such that:

* each vertex from P represents the left variable in one of the affine
equations and the vertex in Q to which an edge joins it represents the
right variable in the equation, and

e there are no isolated vertices,

then we shall call G a good bipartite graph. Note that a good bipartite graph
G contains no cycle. Therefore, G can be decomposed into its connected
components, all of which are trees; let

g:ClLICzLI...LICaI_IplLIDzLI...LIDﬁ

for some a, B > 0, where C; denotes a component of size greater than 2,
and D; denotes a component size of 2. We write C =C; LUCy U ... U Cy and
’D='D1|_|’D2|_|...|_|D5.

Assigning any value to a vertex in P allows the labeled edges to uniquely
determine the values of all the other vertices in the component containing
P, since G contains no cycle. The values in the same component are all
distinct as A(P) # 0" for any path P. The number of possible assignments
of distinct values to the vertices in G is (2”)(‘73‘ +|g|)- One may expect that
when such an assignment is chosen uniformly at random, it would satisfy
all the equations in G with probability 27", where g denotes the number
of edges (i.e., equations) in G. Indeed, we can prove that the number of
solutions is closed to (2") |p|1|g|) /2", up to a certain error. Formally, we
have the following result:

Lemma 17. Let G be a good bipartite graph, and let q and q° denote the number of
edges of G and C, respectively. Let v be the number of vertices of G. If g < 2""/8,
then the number of solutions to G, denoted h(G), satisfies

mG)2" (1 94?349 ¢ 9q9)%q 8¢
(zn)v — 8 .0n 2.22n 22n 8. 22n 3. 23n

We refer the reader to [92] for a proof of the lemma.
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6.3. The Two-Keyed DbHtS Construction

In this section, we describe the Two-Keyed Double-block Hash-then-Sum
(Two-Keyed-DbHtS) construction to build a beyond the birthday bound secure
variable input-length PRF. Let H! : K}, x {0,1}* — {0,1}" and H? : K}, x
{0,1}* — {0,1}" be two keyed hash functions. Based on H! and H?, we
define the Double-block Hash (DbH) function H : K; x £, x {0,1}* —
{0,1}?" as follows:

H(L, 1,) (M) = (HL, (M), HE,(M)). (6.1)

We compose this DbH function with a very simple and efficient single-keyed
XOR function XORk (x,y) = Ex(x) @ Ex(y), where Eg is an n-bit block cipher
and the block cipher key K is independent of the hash key (L1, L,), to realize
the two-Keyed-DbHtS construction as follows (For the sake of brevity, we
refer to Two-Keyed-DbHtS by simply Cy):

C2[H, E](M) := XORk (H} (M), H: (M)).

We use the name Two-Keyed-DbHtS, counting the hash key as one key and
the XOR function key (independent of the hash key) as the other. Most
beyond the birthday bound secure variable input-length PRFs like 2K-SUM-
ECBC, 2K-PMAC_Plus and 2K-LightMAC_Plus are specific instantiations of the
Two-Keyed-DbHtS paradigm. These constructions have been proven secure
up to 2%"/3 queries in the standard model [61] for a single-user setting.
In [128], all these three constructions have been proven secure up to 22"/3
queries in the ideal-cipher model for a multi-user setting. We note here that
as the XOR function is not a PRF over two blocks, we can not apply the
traditional Hash-the-PRP composition result directly on the security analysis
of the two-keyed DbHtS. Thus, we need a different type of composition
result that utilizes higher security properties of its underlying DbH function
instead of merely the universal or regular property.

Definition 5. Let H! : K}, x {0,1}* — {0,1}" and H? : KC;, x {0,1}* — {0,1}"
be two n-bit keyed hash functions. We say that the double-block hash function
H: Ky, x Kp, x {0,1}* — {0,1}%" defined in Eqn. (6.1) is good if it satisfies the
following conditions:

o His a family of ereg-regular and eyniy-universal functions.
o H?is a family of ereg-regular and eyniv-universal functions.
e Forevery M, M’ € {0,1}%,

Pr(L; <> Ky, Ly & Ky - HL (M) = HZ_(M')] = 0.

The first two conditions imply that the regular and universal advantages
of both the hash functions should be negligible, whereas the last condition
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indicates that the first hash output for any message cannot collide with the
second hash output. Having defined the Two-Keyed-DbHtS construction, we
now state and prove its security.

Theorem 11. Let K, Ky and M be three non-empty finite sets. Let E : I X
{0,1}" — {0,1}" be an n-bit block cipher. Let H' : Kj, x {0,1}* — {0,1}" and
H? : K, x {0,1}* — {0,1}" be two n-bit keyed hash functions such that each
is €reg-regular and €ypniy-universal. Let H : K, x K, x {0,1}* — {0,1}?" be a
good double-block hash function as defined in Eqn. (6.1). Then any computationally
unbounded distinguisher making a total of q construction queries across all u users
and a total of p primitive queries to the block cipher E can distinguish C; from an
n-bit uniform random function with prf advantage

9g4/3  348/3 2 gg7/3 84
PRF q q q q q
AdVran (l/l,q,p,g) < 8-2”+2-22”+2W+8-22”+

q
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6.4. Proof of Theorem 11

We consider a computationally unbounded non-trivial deterministic distin-
guisher A that interacts with a pair of oracles in either the real world or the
ideal world, described as follows: in the real world, A is given access to u
independent instances of C, i.e., to a tuple of u oracles (Ca[(L}, L}, K%)] )ieu),

where each (Lﬁ, le) is independent of (L]i, Lé), Kiis independent of K/ and

E& BC(/KC,{0,1}") is an ideal block cipher. Additionally, A has access to the
oracle E*, underneath the construction C,. In the ideal world, A is given ac-
cess to (i) a tuple of u independent random functions (RFy,...,RF,), where
each RF; is the random function over {0,1}* to {0,1}" that can be equiva-
lently described as a procedure that returns an n-bit uniform string on input

of any arbitrary message, and (ii) the oracle E*, where E & BC(K,{0,1}")
is an ideal block cipher, sampled independently of the sequence of u in-
dependent random functions. In both worlds, the first oracle is called the
construction oracle and the latter, the ideal cipher oracle. Using the ideal cipher
oracle, a distinguisher A can evaluate any query x under its chosen key J. A
query to the construction oracle is called a construction query and to that of
the ideal cipher oracle is called an ideal cipher query. Note that A can make
either forward (i.e. queries to E with a chosen key and input), or inverse (i.e.
queries to E~1 with a chosen key and input) ideal cipher queries. The ideal
oracle is depicted in Fig.s 6.1 and 6.2.
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6.4.1. Description of the Ideal World

The ideal world consists of two phases: (i) the online and (ii) the offline phase.
Before the game begins, we sample u independent functions f1, fo, ..., fu
uniformly at random from the set of all functions Func({0,1}*,{0,1}") that
map an arbitrary-length string to an n-bit string. We also sample an n-
bit block cipher E from the set of all block ciphers with a k-bit key and
an n-bit input. In the online phase, when the distinguisher makes the a
construction query for the i" user — M} — to the construction oracle, it
returns T < f;(M.). Similarly, if the distinguisher makes a forward (resp.
inverse) primitive query with a chosen block cipher key | and an input x to
the ideal cipher oracle, it returns E(], x) (resp. E"1(], x)). However, if any
response of the construction queries is an all-zero string 0", then the bad
flag Bad-Tag is set to 1 and the game is aborted. After this interaction is over,

ONLINE PHASE OF Ojgeal
.+ E<&BC(K,{0,11);
CONSTRUCTION QUERY:

2: Ona™ query of i user M, return T! & {0,1}%;
3:  if3(i,a): T. =0 then , 1
PrRimITIVE QUERY:

4:  On j forward query with chosen key J/ and input i,
return vﬂ +— E],-(u{;);

5:  On j™ backward query with chosen key J/ and input vk,
return 1), < Eﬁl(v{;() ;

6:  Dom(Ey) < Dom(E;) U {uk}, Ran(E;) < Ran(Ej) U {v,};

Figure 6.1.: Online Phase of the Ideal oracle $: Boxed statements denote bad events.
Whenever a bad event is set to 1, the ideal oracle immediately aborts
(denoted as 1) and returns the remaining values of the transcript in an
arbitrary manner. So, if the game aborts for some bad event, then its
previous bad events must not have occurred.

the offline phase begins. In this phase, we sample u pairs of dummy hash
keys (L, Lé)ie[u] & K, x Ky, and u dummy block cipher keys (Ki)ie[u} &k,
where Li (resp. L)) is the left (resp. right) hash key for the i" user and K' is its
block cipher key. If the block cipher key and a left (resp. right) hash key of the
ith user collides with the block cipher key and left (resp. right) hash key of
the i{" user, then we set the flag BadK to 1 and abort the game. If the game
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is not aborted, then we can compute a pair of 2n-bit hash values (X, ©!) for
all queries across u users, where we often refer to X} < Hb (M}) as the left
1

hash output and to @), + H%é (M) as the right hash output for the a™ query

of the ith user.

Now, if the block cipher key of the i user and the left hash or right hash
output for its a™ query collides with some chosen ideal cipher key and one
of the corresponding inputs of the forward ideal cipher query, then we set
the bad flag Badl to 1 and abort the game.

For the i" user, if the left or right hash outputs for two of its queries
collide and the corresponding responses also collide with each other (i.e.,
Y= ZZ, Ti = Té), then we consider it to be a bad event. Similarly, for a pair
of users i1 and iy, if their left or right hash outputs collide with each other
and the corresponding responses also collide with each other, then we again
consider it to be a bad event. If at least one of the above bad events occurs,
we set Bad2 to 1 and abort the game. We also set another flag Bad3 to 1 and
abort the game if for the i user, the number of the pairs of queries whose
either left or right hash outputs collide with each other is at least q?/ 3, where
g; is the number of queries made by the i user. Finally, we set the flag Bad4
to 1 if at least one of the following events holds: (a) for the ith user, two left
hash outputs collide and their corresponding right hash outputs also collide,
or (b) for the i™ user, there exists a tuple of four query indices 4, b, ¢, d such
that either (i) X = X, @ = ©., L = X/, or (ii) ©) = ©}, %} = ¥i, 0. = ©),
holds. As the DbH function H is good, ¥, cannot collide with ©!.

If the game is not aborted at this stage, then it follows that none of the
bad events have occurred. All the query-response pairs belong to exactly
one of the sets Q= or Q7 as defined in lines 1 and 11 of Fig. 6.3, where O~
is the set of all queries across all users such that the block cipher key of
the it user collides with an ideal cipher key, but none of its hash outputs
collide with any ideal cipher query, and Q7 is the set of all queries across
all users such that the block cipher key of the i" user does not collide with
any ideal cipher key. We also define two additional sets: Z= and Z7 for
O~ and 97, where 7= (resp. T7) is the set of all i such that (i,x) € QT
(resp. (i,x) € Q7). We partition Z~ into r non-empty equivalence classes
17,15 ,...,1; based on the relation that the ith user-key K collides with ]/
if and only if i € Z;~. Similarly, we partition 7 7 into s equivalence classes

based on the equivalence relation i ~ j if and only if K = K/. Now, for the
jM equivalence class of Z=, we consider the tuple

5= U{ELE.. 2} 6= | {(©},0)...,0))).

ite: IEI—

Note that due to the event in line number 7.(b) (resp. 7.(d)) of Fig. 6.2, we
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OFFLINE PHASE OF Ojigeal
i $ : $
e (Llll le)ie[u] < Ki x Ky; (Kl)ie[u} < K
2. if 3b e {1,2} and iy, ip € [u] such that K = K2 AL} = LY;
50 then 1L
40 Vie[u]Vaelg]: (Z,0})  (Hf (M), HE, (M));
5: if one of the following holds:
(a) 3i € [u],j € [s], u[0]) € Dom(E;), such that K' = J| A T} = u[0]};
(b) 3i € [u],j € [s], u[1]k € Dom(E;), such that K' = | A @ = u[1]};

6: then|Badl <+ 1| 1;

7: if one of the following holds:

a) 3i € [u],a,b € [gi], such that ) = X! A T) = T};

b) Jiy, iz € [u],a € [q;],b € [q;,], such that K" = K? A X} =X2;
c¢) Ji € [u],a,b € [gi], such that O} = O} A T} =T,';

d) Jiy, iz € [u],a € [g;,],b € [g5,], such that K" = K? A O = OF;

8: then|Bad2 <+ 1| 1;

9: if one of the following holds:

(a) 3i € [u], such that H(a,b) i z;}\ > g2/3;

(
(
(
(

(b) Ji € [u], such that H(a,b) 1@ = @ZH > q?/3;
10: then , L
11:  if one of the following holds:
(a) 3i € [u],a,b € [g;] such that T} = X A @) = @;
(b) 3i € [u],a,b,c,d € [g;] such that T} = X} A @) =@L A Z. =X1;
(¢) 3i € [u],a,b,c,d € [g;] such that @, = @} A T =%! A OL = @;

12: then|Bad4 + 1| 1;

13: go to subroutine 6.3;

Figure 6.2.: Offline Phase of the Ideal oracle $: Boxed statements denote bad events.
Whenever a bad event is set to 1, the ideal oracle immediately aborts
(denoted as L) and returns the remaining values of the transcript in an
arbitrary manner. So, if the game aborts for some bad event, then we
may assume that the previous bad events have not occurred.
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OFFLINE PHASE OF O;geal, SAMPLING PHASE

10 :
11 °

12 @
13 :

14 :

15 :

16 :

17 .

18 @

Q=:={(in)€lulx[g] : Jj€ls], K'=J, Zf«éDom(E]/’)f ®Z¢D°m(E]/)}}
I:::{ie[u]~(i*)eQ:}:I:uI:u...uI:~ /] €Iz eK'=]

Vi€ r = J {(z, =, ... 21}@1 U {(®i,e,..., )},-

ZEI* IEI*

Vj € [r] do the following steps:

Vie 7 let ¥ be not fresh in (X}, %5, .. .,th);

if £; & Dom(E;),

then ¥(Z}) « Zi, < {0,1}" \Ran(E;), Zj, + Zi,® T}

else Zi, « Y(Xi), Zb,« Zi,® T

if Zé/u € Ran(Ejj) then ‘ Bad-Samp < 1},

else Dom(E;) <— Dom(E) U {(Z},0))},

Ran(Ej;) « Ran(E;) U{(Z, Zi & T)};
V(i,a) € Q7 : ¥(T)) « Zi, ¥(O)) «+ Zj,;

Q7 :={(im)€[u]x[4:] : Vje[s], K'#)'};
T#:={i€u] : (ix)€Q*}=T{ UZJ U..UT]; // i€I] &K'=K

L

Vj €[]+ f;:= distinct number of elements in the tuple X; U @vj;
: . 5

Vj € [1’,] : <Zi,ﬂ’zéﬂ)ielj7é,ue[qi} — Sj/

S = {(Q, RZ)idﬁue[qi] e ({o, 1} : Qi@ Rl =Ti};
Vj € [r'] : do the following steps:

Dom(E;) < Dom(Ey) U{(Z},©}) :i € I7,a € [q:]};

Ran(E;) < Ran(E)) U{(Z},, Z5,) :i € I ,a € [q,]};
V(i,a) € Q7 1 ¥(Z}) + Z,, ¥(®)) + Z
return (Z‘fw ®fzr Zi,ai Zé,a) (i,a)€[u] x[gi]7

Figure 6.3.: Offline Phase of the Ideal oracle $, where we sample the output of the

hash values.

have X # 2 (resp. O} # @;'73) for iy,i € Z7" and a € [g;],b € [q;,]- 1 2
is not fresh in the tuple (X, X5, ..., X ) for some (i,4) € Z~ x [g;] and the

output of X} has not been sampled yet, then we sample the its output Z!

from outside the range of E;; and set the output of @}, as the xor of Z} and
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T; (see line 6 of Fig. 6.3). Otherwise, we set the output of Zfl to the already
defined element and adjust the output of the other hash value accordingly
(see line 7 of Fig. 6.3). Note that in the latter case, we do not sample the
output. In the above adjustment, if the output of @, happens to collide with
any previously sampled output, then we set flag Bad-Samp to 1 and abort
the game (see line 8 of Fig. 6.3). This event cannot hold for the real oracle,
as @ is fresh in (@', ®, .. "®fii) fori € 7 and a € [g;]. If the above flag

is not set to 1, then the sampling for the output of X}, where (i,a) € Q=
preserves permutation compatibility. Finally, for all other (i,a) € Q7, we
sample Z; jand Z,  suchthat Z} @® Z;, =T,

6.4.2. Attack Transcript

We summarize here, the interaction between the distinguisher and the
challenger in a transcript. The set of all construction queries for u in-
stances are summarized in a transcript . = T U2 U...UT¥, where
o= {(M,T)),..., (th,, Téi)} denotes the query-response transcript gener-
ated from the it instance of the construction. Moreover, we assume that
A has chosen s distinct ideal cipher keys J,...,J* such that it makes p;
ideal cipher queries to the block cipher with the chosen key J/. We summa-
rize the ideal cipher queries in a transcript 7, = T; U T;% U...UTt,;, where

T;]; = {(u]i,v]i), ce ( {gj,véj), J/} denotes the transcript of the ideal cipher
queries when the chosen ideal cipher key is J/. We assume that A makes
g; construction queries for the i instance and p; ideal cipher queries (in-

cluding forward and inverse queries) with chosen ideal cipher key J/. We
also assume that the total number of construction queries across u instances
isg,ie., q=(q1+ ...+ qu) and the total number of ideal cipher queries is
p = (p1+...+ ps). Since A is non-trivial, none of the transcripts contain
any duplicate elements.

We modify the experiment by releasing internal information to A after it
has finished its interaction but has not yet output the decision bit. In the
real world, we reveal all the keys (Lé, Lé, Ki) for all u instances used in the
construction. In the ideal world, we sample them uniformly at random from
their respective key spaces and reveal them to the distinguisher. Once the
keys are revealed to the distinguisher, A can compute (X}, @, ¥ (X)), ¥(©%)),
where the function ¥, defined for the ideal world, is given in Fig. 6.3, whereas
for the real world, we define ¥ as follows:

¥(Zh) = Exi(Zh), ¥(O)) = Exi(©)).

Therefore, each transcript 77 is now modified to include the corresponding
intermediate input-output values for the i" instance of the construction.
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Thus,

T = {(My, T}, 4,04, ¥ (X)), ¥(©))),...., (My,, Ty, 4, 0, ¥ (), ¥(©5,)) -

In all the following, the complete construction query transcript is

u

and the complete transcript is T = 7. U 7,. The modified experiment only
makes the distinguisher more powerful and hence the distinguishing advan-
tage of A in this experiment is no less than its distinguishing advantage in
the former.

Therefore, to prove the security of the construction using the coeffients-H
technique (Theorem 1), we need to identify the set of bad transcripts and
compute an upper bound for their probability in the ideal world. Then we
find a lower bound for the ratio of the real to ideal interpolation probability
for a good transcript. We have already identified the bad transcripts in
Fig.s 6.1, 6.2 and 6.3. Therefore, it only remains to bound the probability of
bad transcripts in the ideal world and provide a lower bound for the ratio
of the real to ideal interpolation probability for a good transcript. Having
explained the coeffients-H technique in the view of our construction, it
follows that for each i € [u], C[E, (L}, L)), K'] +— 7 denotes the following:

1. Z‘Zz = (Hig (Mziz))/@iz = (H%E(Mé))z

2. Exi(Zh) = Y(Z)), Exi(©}) = ¥(0)), and
3. Exi(X}) ® Exi(©}) = T,.

6.4.3. Bounding the Probability of Bad Transcripts

We call a transcript T = (7, 7p) bad if at least one of the flags is set to
1 during the generation of the transcript in Fig.s 6.1, 6.2 and 6.3. Recall
that Bad-Tag C © is the set of all attainable bad transcripts and GoodT =
© \ Bad-Tag is the set of all attainable good transcripts. We bound the
probability of bad transcripts in the ideal world as follows.

Lemma 18. Let T = (7, Tp) be any attainable transcript. Let Xiq and Oy, be defined
as above. Then

2u? I 2qpéreg X qzeumv n 2‘72€reg

Pr[Xy € Bad-Tag] < L ¢

on 2kh+k 2k on 2kh
2.2 2
43, ., T Cumiv , 297 | 29
+3q €univ + ;mv + on+k + on+k’
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Proof. Using the union bound, we write

4
Pr[Xiq € Bad-Tag] < Pr[Bad-Tag] + Pr[BadK] + ) _ Pr[Badi| 4 Pr[Bad-Samp].
i=1
(6.2)
We individually bound each bad event and then use Eqn. (6.2) to derive the
result. In the subsequent analysis, we assume that |K;| = kj, and |K| = k.

BounDING EVENT BAD-TAG

> BounDING B.13: For a fixed choice of indices, the probability of the
event can be bound by 1/2" as the outputs of the construction queries are
sampled uniformly and independently of other random variables. Therefore,
by summing over all possible choices of indices, we have

Pr[Bad-Tag] < 2% (6.3)
BounDING EVENT BADK

> BounNDING BadK.1: For a fixed choice of indices, the probability of the
event can be bound by 1/2F:+* as the event Kt = K% is independent of
L} = L} for each b € {1,2}. Therefore, summing over all possible choices
of indices, we have

2u?
Pr[BadK] < ork- (6-4)

BounDpING EVENT BAD1 | BADK

We say that the event Badl | BadK holds if either of the events defined in
line 5.(a) or in line 5.(b) of Fig. 6.2 holds. We refer to the event defined in
line 5.(a) as B.11 and refer to the event defined in line 5.(b) as B.12

> BouNDING B.11 | BadK: For a fixed choice of indices, X = u[0]} is bound
by the regular advantage of the hash function H!;. As the hash key Ly is
1

independent of the block cipher key K', we have

Pr[B.11|BadK] < Y. Y. Pr[Ki= ] Pz} = ul0}}]

ic[u] jels]
a€lg;] a€lpj]
1 ) gpe,
= 2 Z €reg - ok < qu—keg’ (6.5)
i€fu]  jels]
a€|qi] a,pe[pj]

where (1) holds due to the fact that (g1 +...+q,) = gand (p3+...+p?) <

p>.
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> BouNDING B.12 | BadK: With an identical argument, one can show that the

probability of the event B.12 can be bounded by que%, ie.,
S qpe
Pr[B.12 | BadK] < Zkreg. (6.6)
Therefore, combining Eqn. (6.5) and Eqn. (6.6), we have
— N — . 2qpe
Pr[Badl | BadK] = Pr[B.11 | BadK V B.12 | BadK] < q’;kreg. 6.7)

BouNDING EVENT BAD2 | BADK

We say that the event Bad2 | BadK holds if either of the events defined in
line 7.(a) or in line 7.(b) or line 7.(c) or in line 7.(d) of Fig. 6.2 holds. We refer
to the event defined in line 7.(a) as B.21, in line 7.(b) as B.22, in line 7.(c) as
B.23 and finally in line 7.(d) as B.24

> BouNDING B.21 | BadK: For a fixed choice of indices, we analyze the
probability of the event

Y= ATE =T
Due to independence of the hash key L} and T}, the probability of this joint

event can be bound by the universal property of the H! hash function and
the randomness of T.. Therefore,

2
4~ €univ

Pr[B21[BadK] < ) Pr[Z =X AT, =Tj) <

iclu], abe(q;]

(6.8)

> BouNDING B.22 | BadK: We bound the event given BadK, i.e. even if the
block cipher keys for users iy and ip collide, their corresponding hash keys,

ie., Llf and L? do not collide. Given this event, for a fixed choice of indices,
we bound X} = ZZZ using the regular property of the hash function H! with
the randomness of the hash key Llf. Moreover, the first event is independent
of the second event and can thus be bound exactly by 27%1. Therefore,

Pr[B.22 | BadK] < | Z €reg " o5 < o (6.9)
i1,ip€u]
a€lg;, |,belq;,]

> BounpING B.23 | BadK and B.24 | BadK: Bounding B.23 | BadK and
B.24 | BadK is identical to bounding B.21 | BadK and B.22 | BadK respectively.
Hence,

2
4~ €univ

qzereg
on+1 7 ’

Pr[B.23 | BadK] <
2kn

Pr[B.24 | BadK] <

(6.10)
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Therefore, combining Eqn. (6.8)-Eqn. (6.10),

Pr[Bad2 | BadK] < Pr[B.21 | BadK] + Pr[B.22 | BadK| + Pr[B.23 | BadK] +

qzeuniv + Zqzereg.

Pr(B.24 | BadK] < *—3 o

(6.11)

BouNDING EVENT BAD3 | BADK

We say that the event Bad3 | BadK holds if either of the events defined in
line 9.(a) or in line 9.(b) of Fig. 6.2 holds. We refer to the event defined in
line 9.(a) as B.31 and in line 9.(b) as B.32

> BounDING B.31 | BadK and B.32 | BadK: We first bound the event B.31 | BadK.
For a fixed choice of indices, we define an indicator random variable I’ ,

which takes the value 1 if ¥ = X! and 0 otherwise. Let I' = Zbllfl p- BY
a,

7

linearity of expectation,

20 .
EIN) = YElI},] = Y Priz) = =) < o
a,b a,b

Now,

Pr(B.31 | BadK] < Y Pr[|{(a,b) € [g:]*: =) = Zi}| > ¢7/7]
ic(u]

. u 42 . 4/3 .
Pt > ) 2 T < T, o)
i=1 i

u
1=

1

where (1) holds due to the Markov inequality.
Similar to B.31 | BadK, we bound B.32 | BadK as follows:

4 3eun
Pr[B.32 | BadK] < % (6.13)
Therefore, combining Eqn. (6.12) and Eqn. (6.13), we have

Pr[Bad3 | BadK| = Pr[B.31 | BadK V B.32 | BadK] < g*/3eyniv.  (6.14)

BouNDING EVENT BAD4 | BADK

We say that the event Bad4 | BadK holds if either of the events defined in
line 11.(a) or in line 11.(b) or in line 11.(c) of Fig. 6.2 holds. We refer to the
event defined in line 11.(a) as B.41, line 11.(b) as B.42 and in line 11.(c) as
B.43.

> BOUNDING B.41 | BadK: Due to independence of the hash key L| and
L5, for a fixed choice of indices, the probability of this joint event can be
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bound by the universal property of the individual hash functions H! and H?.
Therefore, varying over all possible choices of indices, we have

Pr[B.41|BadK] < Y Pr[Z} =13 A@;=0j]
i€u]
a,b€q;]
= Y Pr[X =Xi]-Pr(@) = 0}
i€(u]
a,b€|q;]
2.2
< TCuniv (6.15)
2
> BOUNDING B.42 | BadK and B.43 | BadK: We first bound the event B.42 | BadK.
We bound this event given B.31. This results in the fact that for a fixed i € [u],
the number of quadruples (a,b,c,d) such that X} = %}, Xl = X! holds is at
most q?/ 3. For a fixed choice of such quadruples, the event @Z = @' holds
with probability at most €niy due to the universal property of the hash
function H2. Therefore,

Pr(B.42 | B3I ABadK] < Y 4/ Peuniv < 7% €univ- (6.16)

iefu]
Similar to B.42, we bound B.43 as follows:
Pr[B.43 | B.31 A BadK] < 4% 3eyniy. (6.17)

Combining Eqn. (6.15), Eqn. (6.16) and Eqn. (6.17), we have
. q2€2 .
Pr[Bad4 | BadK] < % + 2% %€ niv- (6.18)

BouNDING EVENT BAD-SAMP | BADK
We consider bounding this event as a union of several events, namely for a
fixed i € [u],j € [s] and a € [g;], we define

BSij. = K' = J/ AZ, & T, € Ran(Ej).

Then we say that the event Bad-Samp | BadK holds if there exists an i € [u]
and j € [s] such that BS; ; , holds, where Z} & {0,1}" \ Ran(Ej). We first fix
an index j € [s], which determines Z~, an index i € Z~ and a € [g;]. For this
choice of indices, the probability that K' = J/ A Z] , & T; € Ran(Ej;) holds
is at most 2~ (k1) . ( p;j + q;)- This is due to the fact that the cardinality of
Ran(E;) is bounded above by (p; + g;), where g; is the number of tuples

(Z;,@fl)iezjz,ae[qi] which have been added into the set Dom(E ;) such that
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K! = J/. Moreover, as the event K! = [/ is independent of Zia @ T e
Ran(Ej;), by taking the union bound, we have

° 1 pity 2qp +2q°
Pr[Bad-Samp] < — < . (6.19)
DR I T

Note that the number of choices for (i,4) is at most g and the number of
choices for j is s. Thus, summing over all possible choices of (i,j,a) and by
assuming p; < pand p < 2"=1 gives Eqn. (6.19).

Finally, the result follows combining Eqn.s (6.3)-(6.19). O

6.4.4. Analysis of Good Transcripts

In this section, we compute a lower bound for the ratio of the real to ideal
interpolation probability for a good transcript. We first consider the set
of transcripts Q~. For each j € [s] and for each i € 1, we consider the
sequence
§ = (2,35, %), 6 == (@,0},...,0}).

From this sequence, we construct a bipartite graph G;, where the nodes
in one partition represent values X! and the nodes in other, ®;; an edge
connects the nodes ¥/ and @%. If &} = ZZ, then we merge the corresponding
nodes into a single node, and similarly for ®; = ©!. This allows us to break
the graph into w; components. As the transcript is good, it is easy to see
that each component is acyclic and contains a path of length at most 3. Let
v; be the total number of nodes of the graph G;. Similar to Q~, we consider

Q7. For each j € ['] and for each i € Z].#, consider the sequence
$ = (2,55, %), 6 == (@,0},...,0}).

Similar to G;, we construct a bipartite graph H;, one of whose partitions
represents the nodes corresponding to ¥ and the other, the nodes corre-
sponding to ®; an edge connects the nodes corresponding to ¥} and @%. If
two nodes represent the same values, we merge them into a single node. Let
w/ be the number of components of H; and v} be the total number of vertices.
Then for a good transcript T = (7, 7y), realizing 7 is almost as likely in the
real world as in the ideal world:

Lemma 19 (Good Lemma). Let T = (7, Ty) € GoodT be a good transcript. Let
Xre and Xiq be defined as above. Then

Pr[Xse = T] 1

4/3 8/3 2 7/3 4
S 1. 3q q 99 84
Pr[Xgq =1] ~ 8- 2n

2,2211_@ 8.22n 3.23n'

186



6. Tight Multi-User Security Bound of DbHtS

Proof. We are now ready to calculate the real interpolation probability. For
this, we must bound the total number of input-output pairs on which the
block cipher E — with different keys — is executed. As the transcript re-
leases the 2kj,-bit hash keys and the k-bit block cipher key for each user, it
contributes to a term 2~ (%17X) in the real interpolation probability calcula-
tion. Now, for each j € [r], the block cipher E with key ]/ is evaluated on a

total of
pi+ ) vi
iGI]«:

input-output pairs. For the remaining ideal cipher keys, with which none of
the users’ block cipher keys have collided, we have p; input-output pairs,
which are fixed due to the evaluation of the block cipher with those ideal
cipher keys. Moreover, for each j € [r], the block cipher E is evaluated on a
total of Y o/ input-output pairs with key K/. Summarizing the above,

iezf
uoq r 1
PriXee =1] = [[s5r—-
i1 22Ktk i=1 (211)?]""‘ r o)
zte—
1 v 1
- T1 : S (6.20)
e @y [=1@) £ oo
ieI?’é

]

u
IDEAL INTERPOLATION PROBABILITY: The term [] 27", which is contributed
i=1
to the ideal interpolation probability due to the sampling of responses of
the adversarial query, samples 2k;,-bit hash keys and k-bit block cipher keys

for all u users. For each j € [r], and for each i € 17, we construct the graph

G; as defined above. It is easy to see that for each j € [r] and for each i € 17,
the graph G; good. Next, for each j € [r] and for each i € 7=, we sample the

value of a node for each component of the graph G;. Hence, for j € [r], the
total number of sampled points is

P] + Z w;j.
i€l
]
Moreover, for each j € [s] \ [r], the total number of sample points is p;.
Subsequently, we consider the set of transcripts Q7. For each j € [r], and
for each i € I]?é, we construct the graph H; as defined above, and compute
the set S; for each j € [r'] as defined in line 14 of Fig. 6.3 (which is defined
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as the number of tuples (Q’, R.) such that Q) @ R, = T for all i € Zf and
for all a € [g;]). In summary,

u 1 u 1 r 1
Pr[Xid = T] = - . s
111 onq; E 22k +k s (zn)pﬁ‘ %7 )
1€ ]*
1 o
T (H —) . (6.21)
it @py 115l

CALCULATION OF THE RATIO: By plugging in the value of |S;| from Lemma 17
into Eqn. (6.21) and then taking the ratio of Eqn. (6.20) to Eqn. (6.21), we
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have
2m)
u r ( )pﬁ—ze);: “ Y |S|
(1) = [[2" ’ i
i=1 =1 (2 )P1+,Z, v j=1 (2n) r o
el ieI]?é
= ﬁznqz. - 1
i=1 =1
n — pj— ZI',: w;
' J Y (vi—w;)
iGIj:
@) £ o(1-¢)
r ieI]?‘é
n Yy (vifwi)
i€l
r o2 j
ieI]?é
— - 214i - 1
i=1 j=1
om _ pi— ZI:: w;
) E e
ieI].:
r 1 r
I1 (1—¢)
= n ¥ (=) j=1
2 iEIj7é
noy q (n )y Qi)
r 2 i€l % 2 i€l 7
= (1-¢)
=1 j=1 ;o j=1
2 —pi— T w ( z#wi—w.))
lte 2 ZEI]-
) Z: (vi—w;)) ~
. zEIj ) 21
>1

AV4
/N
—_
|
T~

—_
o
~__

4
Ly + o+ Lo
8 .0n 2,22n 22n 8-22” 3,23n

v
T
Ing|

r (9(q°)2 357 7, 9(q°)2q;

189



6. Tight Multi-User Security Bound of DbHtS

N i y 91/ N 3453 L 973 . 8

= e W 8.2n 2.22n 22n 8 .22n 3.93n
= i€1]

- 1 9q4/3 N 3q8/3 +£+ 9q7/3 N 8[14

= §.2n 2.22n 22n 8-22” 3.23,,1 ’

since q¢ < ¢?/3 for all i € Ifé such that j € [r/]. Note that for each j € [r],
Y. (v;i — w;) denotes the total number of edges in the graph |J G;, which
i€l €T
] ]
is ) g;. Similarly, for each j € [r'], ¥ (v} — w}) denotes the total number
iGI]-: ite?é
of edges in the graph (J H;, whichis ) g;.
i€’ i€z’

6.5. Instantiation of the Two-Keyed-DbHtS with
PolyHash

PolyHash [37, 31, 131] is a very efficient algebraic hash function. For a fixed
natural number 7, it first samples an n-bit key L uniformly at random from
{0,1}". To apply this function on a message M € {0,1}*, we first apply an
injective padding function 10* (i.e. append a bit 1 followed by a minimum
number of zeroes to the message M so that the total number of bits in
the padded message becomes a multiple of ). Let the padded message be
M* = M;||[My||...||M;, where [ is the number of n-bit blocks in it. Then, we
define the PolyHash function as follows:

PH(L,M*):=M;-L'eM,- L' '&... oM, L,

where | is the number of blocks of M. If the size of the message M is a
multiple of n, then we do not apply the padding function and apply the
PolyHash function on the message M itself as follows:

PH(LM)=M,-L'eoM,- L' to...0o M- L.

In both equations, the multiplications are defined in the field GF(2"). Then
PolyHash [108] is ¢/2"-regular, ¢/2"-axu and ¢/2"-universal, where ¢ is the
maximum number of message blocks (the proof of the lemma is related to a
result on the number of distinct roots of a polynomial):

Lemma 20. Let PH be the PolyHash function as defined above. Then PH is £/2"-
reqular, £ /2"-almost-xor universal and £ /2"-universal.
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Proof. We first compute the regular advantage of the hash function. Clearly,
PH(L, M) = Ais a polynomial in L with constant term Awith degree at most
¢. PH(L, M) ® A is a non-zero polynomial and hence, e = £/2", where ¢
is the maximum number of message blocks amongst all 4 messages, as the
maximum number of roots for the polynomial PH(L, M) & A is ¢. Moreover,
for any two distinct messages M and M/, PH(L, M) @ PH(L,M') @ A is a
non-zero polynomial in L with degree at most ¢, and hence the maximum
number of roots this polynomial can have is /. Therefore, the almost-xor-
universal advantage of PH is £/2". O

From Lemma 20, a simple corollary immediately follows:
Corollary 3. Let fix, (PH) be the variant of the PolyHash function in which the least

significant bit of the n-bit output of the function is fixed to bit b. Then, fix,(PH) is
a 20 /2"-reqular, 20 / 2"-almost-xor universal and 2¢ /2" -universal hash function.

We now define the PolyHash-based double-block hash function, (PH-DbH
function):

PH—DbH(Ll, Lz,M) = ﬂXO( (Ll, )),lel(PH(Lz,M)) . (6.22)
s "

Thus, two independent instances of the PolyHash function keyed with two
independent keys L1 and L, are applied separately to a message M, and the
least significant bit of their output is replaced with bits 0 and 1 respectively.
The PolyHash-based DbHtS construction can now be defined directly from
the Two-Keyed-DbHtS construction as follows: encrypt fixo(PH(K1, M)) and
fix; (PH(Kz, M)) through a block cipher Ex and xor the result together to
produce the output. An algorithmic description of the construction is shown
in Fig. 6.4. Clearly, the PH-DbH function is a good double-block hash function

PH-DbHtS (K1, Kp, K, M) PH(L, M)
1 L =fixg(PH(Ky, M)); 1: Myl|...||My <& M||10%;
2 @_flxl(PH<K2, )), 52 Y:Ml'LéEBMz'LE_l@---@Mg-L;
3: T =Ex(Z)®Ex(®); return Y;
return T;

Figure 6.4.: The PH-DbHtS construction with PH-DbH as the underlying double-

block hash function. My ||Ma||. .. ||M, <= M||10* denotes the parsing of
message M||10* into n bit strings.
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6. Tight Multi-User Security Bound of DbHtS

as the individual hash functions H! and H? are both 2¢/ 2"-regular and
universal. Furthermore, for a randomly chosen pair of keys L1, Ly, and for
any pair of messages M, M’ € {0,1}*,

Pr[fixo(PH(Ly, M)) = fix; (PH(L M))] = 0.

Therefore, combining the Corollary 3 with Theorem 11, we derive the fol-
lowing security of PolyHash-based DbHtS (for the sake of brevity, we write [1
to denote the PH-DbHtS construction):

Theorem 12. Let K be a non-empty finite set. Let E : I x {0,1}" — {0,1}" be
an n-bit block cipher and PH-DbH : ({0,1}" x {0,1}") x {0,1}* — ({0,1}")?
be the PolyHash-based double-block hash function as defined above. Then any
computationally unbounded distinguisher making a total of q construction queries
across all u users such that each queried message is at most ¢ blocks long with
¢ < 2"2 and a total of p primitive queries to the block cipher E can distinguish I
from an n-bit uniform random function with advantage

9 4/3 3 8/3 2 9 7/3 8 4
PRF q q q q q q
AClVI|—|n (u,q,p,ﬁ) < 8.2n+2.22n+2ﬁ+8,22n+3,23n+2_n
+ 2u?  4gpl  4g%0 40 8q*30  4g202  2qp 247
on +k on +k 22n on +k on 22n on +k 2n+k ’

Remark 5. We would like to mention that the definition of the PolyHash function
used in this chapter is different from that used in [83]. Nevertheless, one can also
establish the 3n / 4-bit multi-user security of the PolyHash-based DbHtS construction
with the PolyHash function used in [83].

6.6. Summary

In this chapter, we have shown that the Two-Keyed DbHtS construction
is multi-user secure up to 23"/ queries in the ideal cipher model. As an
instantiation of the result, we have shown that Polyhash-based DbHtS pro-
vides 3n/4-bit multi-user security in the ideal cipher model. Combining
it with the generic result on the attack complexity of DbHtS makes the
bound tight. However, we cannot apply this result to analyze the security of
2K-SUM-ECBC, 2K-PMAC_Plus and 2K-LightMAC_Plus. This is because their
underlying DbH functions are based on block ciphers, and our proof tech-
nique does not support analysis of their security in the ideal cipher model
as the underlying DbH function of these constructions is built from block
ciphers. We believe that proving 31 /4-bit security of the DbHtS construction
based on block cipher-based double-block hash functions needs a careful
study.
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7. Conclusion

Various designs of message authentication codes that possess beyond the
birthday bound security were detailed in this work.

Chapter 1 proposed a nonce-based, block cipher-based construction nE-
HtM (nonce-based Enhanced Hash-then-Mask), which is 2n/3-bit secure
when the nonce is respected. It also introduced a concept of faulty nonces
and showed that the security of nEHtM degrades gracefully with the number
of faulty nonces. Chapter 2 proposed a permutation-based MAC dubbed
PDMMAC (Permutation-based Davies-Meyer MAC) and its variants, thus
obtaining pseudorandom functions from PRPs. It proved 2n/3-bit tight se-
curity for these constructions. In continuation, chapter 3 proposed the pEDM
(permutation-based Encrypted Davies-Meyer) MAC, which is an inverse-
free permutation-based MAC with a single instance of the permutation.
This construction was shown to possess tight 21 /3-bit security. Next, chap-
ter 4 proposed another permutation-based construction called the p-DbHtS
(permutation-based Double-block Hash-then-Sum), which also has tight
2n/3-bit security. Chapter 5 continued exploration of the DbHtS construc-
tion, proving tight 3n/4-bit security of the block cipher-based DbHtS in the
multi-user setting. It also described a PolyHash-based instantiation of the
construction with the same security.

Furthermore, this work also extended Patarin’s Mirror Theory with some
new theorems, as well as other results such as multicollision theorems,
variants of the sum-capture lemma and other counting results.
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Appendix A. A Simple Result on
Probability

In this section, we recall two simple probability results from [67] that shall
prove useful in the proof of security of the pEDM construction (4).

Proposition 4. Let Q = (Qy,...,Qs41) be an (s + 1)-tuple of ordered pairs
such that for j € [s + 1], Qj = ((x,¥}),---, (x{ij,y{h.)). Moreover, for each j,j' €
[s +1], Let Dom(Q;) N Dom(Q;r) = ¢ and Ran(Q;) NRan(Qj) = ¢. Therefore,
X = (Dom(Q1),...,Dom(Qs41)) and Y = (Ran(Q1),...,Ran(Qs41)) are two
disjoint collections of finite sets such that for each j € [s + 1], |[Dom(Q;)| =
|Ran(Q;)| = q;. Then,

Pr [n & Perm(n) : X\ Dom(Qsy1) —= D \ Ran(Qys11) | 7 —> Qsﬂ}
1
(N - q5+1)41+...+l]s.

Setting s = 1 in the above proposition gives the following simple corollary:

Corollary 4. For two sets Q1 = ((x1,y1),..., (x}h,y%l)) of cardinality q, and
Qo = ((23, 7). - - -, (x2,,3,)) of cardinality g, such that Dom(Q;) N Dom(Qy) =
¢ and Ran(Q1) NRan(Qy) = ¢,

1

PI'[T[& Perm(n) T — Ql | T —> QZ] = W
q
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Appendix B. Variants of the Sum
Capture Lemma

In this section, we state a few variants of the sum capture lemma [6] used
in [52]. Informally stated, the result bounds the value

A) = be)eAxBxC:a=b
u(A) B,CIgnGalg((Z")H(a c) EAXBXC:a=bcl

by at most q|B||C|/2" (except in cases with negligible probability of occur-
rence), when choosing a random subset A of GF(2") (or more generally, of
any abelian group). Chen et al. [52] proved the result in a different setting,
in which A arises from the interaction of an adversary with a random per-
mutation 7 (A =x®y: (x,y) € Q where Q is the transcript of interaction

between the adversary and the permutation). We present here, a similar
lemma.

Let us first recall some results in Fourier analysis over Z7 of size g = 2".
NoratIoN. Given a subset S C {0,1}", the characteristic function of S is the
function Is : {0,1}" — {0,1} such that Is(s) = 1 if and only if s € S. Given
two real-valued functions f, g : {0,1}" — R, the inner product of f and g is
given by
1
(f.8) =Elfsl =5 Y. fx)g(x),
xe{0,1}"
and the convolution of f and g is given by
(frg)(x) = ) flygxey), ¥xe{o1}"
ye{o1}”
For « € {0,1}", the character associated with « is the function
Xe:{0,1}" — {+1, -1}, x — (—1)*".

Xo is called the principal character and all other x, (# 1) for a # 0 are called
non-principal characters. For « € {0,1}", we define the a'" Fourier coefficient
of a real-valued function f : {0,1}" — R as

~ 1 .

fla)={fxa) =5 ), fERED

xe{0,1}"

The coefficient corresponding to & = 0 is called the principal Fourier coefficient
and all other coefficients are non-principal Fourier coefficients. Note that the
principal Fourier coefficient for a characteristic function I s of a set & is

I5(0) = 5
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Appendix B. Variants of the Sum Capture Lemma

Having defined the necessary notations, one may now recall the following
three important results for functions f,¢ : {0,1}" — R, a constant & €
{0,1}" and aset S C {0,1}™

-~

Y fgx) = 2" Y fla)g), (B.1)
xe{0,1}" xc{0,1}"
(Frg)@) = 2'f(a)3(a), (B.2)
Y Es@p = S (B3
ac{0,1}"

Finally, note the following two definitions of parameters associated with Q:

Do p(Q) = 2V[Ig(a,p)| = | Y, (—1)**PY|,
(xy)eQ
P(Q) = “%%§0¢a,ﬁ(Q)-

We are now ready to state our sum-capture lemma:

Lemma 21. Let RF € Func ({0,1}") and D be a probabilistic distinguisher that
makes q adaptive queries to RF. Let Q = ((x1,y1), ..., (X4, Yq)) denote the tran-
script of interaction of D with RF. For any two subsets U and V of {0,1}", let

HQUY) = {((x,y),1,0) € QxU X V:x@u=y@0}|.
Then assuming 9n < g < 2"/2,

Ul 2
C n. > q|— < — .
RI;,l;U UV {01} QU V) = T=5 +3\/nqlu|lv\} < 50 (B4)

where the probability is over random choices of RF and random coins w of D.

Proof. To bound u(Q,U,V), consider the following two sets: N' = U X
V={(uv):ueclveV}and £ = {(kk) : k € {0,1}"}. Note that
((x,y),u,v) € Q@ xU xV if and only if Ik € {0,1}" such that (x,y) &
(u,v) = (k, k). Therefore,
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u(Q,U,V)

Now, ﬁ/\/((x,ﬁ)

and T (a, B)

B Y, To(x )iy (u,0)ik(x @ uy o)
(xy)€({01}")2 (u,0)€({0,1}")?
)3 To(x,y Y T (u,0)Ig(xDu,y®o)
(xy)e({0,1}m) (u,0)€({0,1}7)2
Y, Io(xy)yxIx)(xy)
(ry)e({01})?
2 Y To(w, B)(Iy *Ix)(a,B) (by Eqn. (B.1))
(wp)e({0,1}m)?
2 ) To(ap)ly(a B)lk(a, p) (by Eqn. (B.2))
(wp)e({o,1}m)?
i AT+ 2 T To(w Bin(a BTk )
(a,B)#(0,0)

(separating principal Fourier coefficients from
non-principal ones)

Uy " - - ~
il 2|n| 2t Y, Io(aB)y(a B)Ik(apB),
(a,8)7(0,0)
(follows from the cardinality of Q, N and K). (B.5)

1 .u .
o L Iv(wo)(-1)rrere
(w2)e(01}7?

1 ‘U ‘0
D BENN O1(0) CAICEVERE
(u,0)€({0,1}")?

% (—D‘”‘)( (Z I[y(v)(—1)/3'v>

ue {0 1}") ve({0,1}")

Ty ()T (B), (B.6)

1 o-X .
o L Ieloy)(—1rery
(vy)e({01}m)?

o L (F)RER (B.7)
ye({0,1}")
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Eqn. (B.7) evaluates to 0 if B = «. Therefore, from Eqn.s (B.5), (B.6) and (B.7),

Uu\\v ~ ~ ~
ueuy) = TV o 3 B, 0) (@) ()
a0
< iﬁégll-%z&iijrfg<a ) [E(a)] -y )
a0
WUV
< T +2'0(Q) ) [y ()] - [Ty (a)], (B.8)

a0

where the last inequality follows due to the definition ®(Q) = [T (&, a)| <
®(Q)/2%". Next, by the Cauchy-Schwartz inequality,

Y My ()] - [Ty (a Yo My (a)2- Y [My(B) \2< U||V]. (B.g)
a0 a#£0 a#0

Plugging Eqn. (B.9) into Eqn. (B.7) then gives

p@uv) < VL o(0) vl (B.10)

From Lemma 5 of [52] we know that if A;,..., A, is a sequence of ran-
dom variables taking values in {41, —1} such that for all i € [g] and all

(al,...,ai,l) € ({+1,—1})i_1,
1
PI‘[AI' =1 | (Al,...,A,'_l) = (111,...,611‘_1)] < E + €, (B.ll)

for some € € [0,1/2], then for any ¢ € [0, 1],

N

Pr ZA > q(2e +96)

i=1

We claim the following using this lemma:

Claim. Assume 9n < q < 2"/2, and let D be a probabilistic distinguisher
that makes q adaptive queries to RF. Let Q = ((x1,y1),...,(xq,Y4)) denote
the transcript of interaction with RF to D. Then

Pr [0(Q) >3y < o,

where the probability is over the randomness of RF and the random coin w of the
distinguisher D.

The proof of this claim is similar to that of Lemma 6 of [52]. Define random
variables A; = (—1)*%%PVi ((x;,y;) € Q)i. Then [(A1 + As+ ...+ Ay)| =
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®,,5(Q). For the ith query with input x;, the output y; is a uniform random
variable over a set of size 2"". Moreover, once x; is fixed, there are exactly
2" /2 values y; such that A; = 1, since  # 0. Therefore,

2"/2 1

on D

PI‘[A{ =1 | (Alr---/Aifl) = (ﬂl,...,ﬁlz;l)] =

Hence, € = 0 in Eqn. (B.11), and so,

}U
—
W'MQ
N
=
|
SE

Setting A} = —A;, a similar reasoning gives

g
il
M <
=
x
|
~k

i=1
Combining these two equations, we obtain

2

Prl@(Q) > 0] <207,

and the result follows when § = /12log2"/q. This makes g > 9n, which
implies 6 <1 and /12log2 < 3. O

Let T* be a multiset of size g.Recall lemma 1 of [55]:
Let T* be a multiset of g > 1 uniformly random and independently chosen elements
of {0,1}". Then-

Pr |u(T*) > q —+4q+/3nq } < n
The following is also another corollary of this lemma:

Corollary 5. Let T* be a multiset of g (> 1) uniformly random and independently
chosen elements of {0,1}". Then assuming 9n < g < 2"~1,

n \ qlU|V| 2
C : > < — .
Pr|3U,V C {01} u(T7,U, V) = T 43\ /nglU| V|| < 7, (B.12)

where the probability is taken over the uniform distribution of the multiset T*.

This lemma can be slightly altered by simply taking the sizes of the
multiset T* and the sets A, B to be g, p1, p2, respectively:

Lemma 22. Let T* = {Ty,..., T;} be the multiset of all the tags received through
q (> 1) distinct queries to the construction.

2
Pr [P‘ (T%) = % + \/371}917925]] < o (B.13)
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If the set A is replaced by a multiset A*, then this result is further modified
into the following lemma:

Lemma 23. Let T*, A* be multisets of {0,1}" and B C {0,1}". Define-
u(T*,A*,B) = |{(t,a,b) € T* X A* x B: t =a® b}| and

u(T*) = max u(T*, A%, B).

A*,B
IT*|=41|A%|=42/|B|=p
If T*, A* are multisets of respectively q1,q2 uniformly random and independently
chosen elements of {0,1}" and B is a subset of {0,1}" of size p, then

2
< o (B.14)

o > DPP 3np(91 +q2)
> e o S S N
Pr [y(T ) > o o

Proof.

u(T*, A*,B) = Y. 6re(t)6a+(a)lp(b)
tae{0,1}"

= Z §T* 5A* *]lB) (t)
te{0,1}"

= 2 Y o) (o 1s) (@)

ac{0,1}"

= 2271 Z 5T* 5A* )ﬁ(“)
ac{0,1}"
= 2%57.(0)8 4 (0)T5(0) + 22" Y 57+ (w)da+ () Tp(a),
a0
T —~ A*| —~ B
| ',5A*<0>:'2n',13<0> 1]
u(T* A*,B) = ‘712‘7—,f’”+22”2@(a)@(a)17§(a)
a7#0
‘71‘7279 2
< 2”2!5T* )| 6 @) |To(e)
Q1QZP + P 2: MHB(“
a0

where O(T") = max{ ‘5T* ’}

where 47+(0) =

— imply

A

and P(AY) = rorél { ‘(SA* ‘}
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Now,
2
Yeo )| > (;#o\@(«)\) 2 Do) [ T5(p)]
— ¥ [fw)| < Jzﬂﬁz v |sw|[Ge| < /E

a#0 0<a<pg<2n

Therefore, u(T*, A*,B) < BLRE 4 ®(T*)P(A*) - 1/ 4. Since this holds for
any A*, B C {0,1}", it follows that

2 * 2 * *
PEE B c<ur) < BEP L o(To(ar) - [ L

Pr[®(T*)®(A*) > C|. Denote T* = {t;,...,t; } and A* = {ay,...,a4} us-
ing arbitrary orders. Then-

q1
) max{ Y Y i) ()™

for some appropriate value of C, which implies Pr [pt(T*) > DRP 4\ F C] <

d(T") = max{Z”- 5/T:(a)‘}

Y, o (x) - (1)

xe{0,1}"

|

xe{01}mi=1

Similarly, ®(A*) = max {
a0

2

-

S O(T)P(A*) = max

Y (1)

i=1

1ng

[y

(=D

- max
} 270 { j=

q1 q2
= max{ Z(—l)”"ti . Z(—l)""“}'

}

E (_1)a-(t,-+aj)

(i.7)€lg1]* [42]

—_— —
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7

For a # 0, denoting AE?;) = (—1)*(+%) and AW = )3 (—1)®tta)
' (i) €lg1] % [g2]
one obtains ®(T*)P(A*) = m72(>)< { ‘A(”‘) } The random variable A is the
o
sum of g1 + g independent random variables AE?‘]).) such that Pr [AE‘:‘])) = 1] =

Pr [Agf‘])) = —1] = 1. Therefore, by the Chernoff bound given in Corollary
4.8 of [109], for any a > 0, Pr HA(”‘) > a} < 20— #/2(q1+42)

Let C > \/311(q1 + q2). Then Pr HA(“)

> C] < 2e~C/2(a1+42)

— Pr [V(T*) > 192P | \/zzn' c} < Pr[d(TH)®(A*) > (]

27’1
= Pr [max{’A(“) } > C]
C

a0

< gl
a0
< 2eC2nt) < £

- 2”’
since ¢°/* > 2.
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Appendix C. Figures Describing
Bad Events for
PDM*MAC
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B.14 DA =

B.15

N; = N,

a
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Appendix D. Sum of Two
Independent Random
Permutations Under a
Conditional
Distribution

Let E be a block cipher over n-bits. Based on E, we define the sum function
as follows:
sump, k, (x) = Eg, (x) © Eg,(x), x € {0,1}".

The security of the sum of two identical random permutations (i.e., when
k1 = kp) under conditional distribution has been studied in [63]. This chapter
requires the same result with the change that instead of two identical random
permutations, it considers the permutations to be independent (i.e., k; and
k, are independently sampled). Proof of the lemma is straightforward and
similar to that of Theorem 2 of [63]. Hence we omit the proof.

Lemma 24. Let ) C {0,1}" and Y, C {0,1}" be two sets of size s and s
respectively. Let t := (t1,...,t,) be a block tuple of length r. We define the following
set:

M= {(h,h7)i: b} @ b = t; Vi€ [1], (h})i € ({0,1}"\ )" b € [2]}.

Then we have the following lower bound on the cardinality of H:

|H| > (2" —51)r(2" — 52)s <1 _ (r5152_|_r2(51 +57) 143 )

2nr 2" —51 — 1) (2" —sp — 1)

Moreover, if s1 +1 < 2" 1 and sy + v < 21 then we have

|H| >

(2" — 1), (2" — 5p) 1 4rs1sy + 4r2(sy + s9) + 473
onr o 22n :
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Appendix E. Some Results on
Linear Algebra

Let A be a matrix of dimension s x t defined over {0,1}". A;; denotes the
element in its i™ row and j column. For a column vector C of dimension
s x 1, A||C denotes the augmented matrix of dimension s x (¢ 4 1). For any
row vector R = (r1,...,r:) of dimension 1 X t, transpose of row vector R,
denoted as ﬁT, denotes the column vector

of dimension ¢ x 1. One can represent any system of s linear equations with
t unknowns Y = (Y1,...,Y;:) defined over {0,1}", denoted as L, as a matrix
A of dimension s x t, where the i equation £; :==a;- Y1 ®...Day- Y =
ci, where ¢; € {0,1}", corresponds to the i row vector of A as a; =
(aj1,...,ai). We say L is consistent if it has at least one solution, otherwise
we call it inconsistent. For L to be consistent, one must have rank(A) =
rank(A| C), where the rank of a matrix A is defined as the maximum number
of linearly independent columns of A and C=(cy,...,cs)T. Lhasa unique
solution if rank(A) = t and it has many solutions if rank(A) < t.

Let A- YT = C represent a system of s linear equations with t unknowns

Y defined over {0,1}", where rank(A) = r and the elements of A are from
{0,1}". Let Y <% ¥ C {0,1}" and C is any arbitrary column vector of
dimension s x 1 with its elements from {0,1}". Thus, the probability of
realizing a particular solution is at most m as stated formally in the
following lemma, proof of which can be found in [63].

Lemma 25. Let Y := (Y,...,Y;) be without replacement samples from a set
Y C{0,1}" and A be a matrix of dimension s X t defined over {0,1}". Then, for
any given column vector C of dimension s x 1 over {0,1}", we have

1

Pr[(A)sxt- YT =C] < (Y] =t+71),

where r = rank(A).
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